
Windows Media Rights Manager 9 Series SDK 
This documentation describes the Microsoft® Windows Media® Rights Manager 9 Series Software 
Development Kit (SDK). The Windows Media Rights Manager SDK is one of the main components 
of the Microsoft Windows Media SDK. Other components include the Microsoft Windows Media 
Services SDK, the Microsoft Windows Media Encoder SDK, the Microsoft Windows Media Format 
SDK, and the Microsoft Windows Media Player SDK. 

This SDK is designed for application and Web developers who want to deliver digital media, such as 
songs and videos, through the Internet in a protected and secure manner. Windows Media Rights 
Manager SDK provides tools for protecting digital files so you can distribute them and maintain 
copyright protection. The solutions provided with Windows Media Rights Manager SDK are flexible 
enough to be easily adapted to your current business model.  

Windows Media Rights Manager SDK is a powerful tool that provides the following benefits for 
protecting Windows Media files.  

Security. You can encrypt each Windows Media file, as well as require additional levels of 
security. For example, you can restrict playback to only those applications that have received a 
security upgrade, require a minimum security level for all players and portable devices, or issue 
and deny licenses based on a consumer’s platform.  
Robust features. You can generate a complex set of rights for each Windows Media file, 
ranging from minimal control over playback to restrictions such as counted operations and 
expiration. You can also control how to issue licenses and when. For example, you can 
predeliver licenses to simplify the process for consumers. 

You can easily set up promotional offers. For example, you can distribute a song that is valid 
for one week. When you want to charge full price for the same song, you simply issue a 
different license when payment is made—you do not have to create and distribute a new 
version of the song. In addition, you do not have to ask consumers to download the same 
Windows Media file twice. 

Scalability. You have great control over setting up your digital rights management (DRM) 
system. If you have a large amount of Web activity, you can easily divide the different 
functions of the Windows Media Rights Manager SDK across any number of servers. If you are 
using a distributed retail model to protect, distribute, and license Windows Media files, you can 
easily divide these functions among different organizations, and track the source of each 
Windows Media file. In addition, because the Windows Media Rights Manager SDK uses 
COM objects, you can integrate the functions of Windows Media Rights Manager SDK into an 
existing system that uses your existing database.  

This documentation contains an overview, programming guide, and reference sections on the 
interfaces, functions, and methods exposed by the SDK. You are also encouraged to refer to the 
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source code of the Microsoft Visual Basic® samples included with this SDK. 

This documentation includes the following sections. 
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Quick Start 
If you are new to Microsoft® Windows Media® Rights Manager, use the following procedure to set 
up and try out Windows Media Rights Manager 9 Series SDK.  

Note   This procedure assumes you are using a computer with a clean installation of Microsoft 
Windows® 2000 Server and do not have Windows Media Rights Manager version 1 installed. 

The Quick Start includes the following procedures:  

Make a working copy of the sample pages.  
Create values for your license key seed, content server public key, and content server private 
key.  
Edit the Global.asa file.  
Enable the Global.asa file.  
Get a certificate and revocation list for Windows Media License Service.  
Try out the packaging and licensing process. 

Section Description

Quick Start Lets you to quickly set up and try out the Windows Media Rights 
Manager SDK, which is useful if you are new to Windows Media 
Rights Manager.

About Windows Media 
Rights Manager SDK

Provides an overview of Windows Media Rights Manager SDK and 
describes its basic concepts.

Programming Guide Describes how you can protect and license Windows Media files, and 
deploy a digital rights management system.

Programming Reference Provides reference information for the interfaces, functions, 
structures, enumerated types, and constants related to Windows 
Media Rights Manager SDK.

Glossary Defines the terms used in Windows Media Rights Manager SDK 
documentation.

Next

Previous Next

Page 2 of 312Windows Media Rights Manager 9 Series SDK

4/12/2004file://C:\Documents%20and%20Settings\pelhamcd\Local%20Settings\Temp\~hh430.htm



For information about Windows Media Rights Manager concepts, see Understanding How Windows 
Media Rights Manager Works. For information about the sample pages, see Using the Sample Pages. 

Make a working copy of the sample pages 

After you install Windows Media Rights Manager 9 Series SDK, copy the sample pages to a new 
directory:  

1. Create the following directory: systemroot\inetpub\wwwroot\wm.  
2. Copy all files from the installation directory systemroot\wmsdk\wmrm\samples to the new 

directory systemroot\inetpub\wwwroot\wm.  

Create values for your license key seed, content server public key, and content server 
private key 

To create values for your license key seed, content server public key, and content private key, you’ll 
need to create and run a script file:  

1. Open a text editor, such as Notepad.  
2. Copy the following code sample and paste it into the document: 

Dim WSHShell 
Set WSHShell = WScript.CreateObject("WScript.Shell") 
 
dim keysobjs 
dim privkey 
dim pubkey 
dim seed 
 
Set keysobj= CreateObject("wmrmobjs.WMRMKeys") 
keysobj.GenerateSigningKeys privkey, pubkey 
seed = keysobj.GenerateSeed() 
Dim cmd 
'Write the private key to privkey.txt. 
cmd = "command.com /C echo " + privkey + " > privkey.txt"  
WSHShell.Run cmd,0 
'Write the public key to pubkey.txt. 
cmd = "command.com /C echo " + pubkey + " > pubkey.txt" 
WSHShell.Run cmd,0 
'Write the license key seed to seed.txt. 
cmd = "command.com /C echo " + seed + " > seed.txt" 
WSHShell.Run cmd,0 

3. Save the file as WMRMKey.vbs.  
4. Run the WMRMKey.vbs file. Three text files are created (seed.txt, pubkey.txt, and privkey.txt) 

in the same directory as the script file. Each text file contains a value. 

Note   In real practice, these values should be kept very secure.  

Edit the Global.asa file 

To edit information that Windows Media Rights Manager needs to package and license files: 
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1. Edit the Global.asa file from the directory systemroot\inetpub\wwwroot\wm to include the 
following information (you can use a text editor such as Notepad): 

siteurl: The name of your server followed by /wm, such as http://your_server_name/wm.  
seed: Your license key seed, which you copy and paste from seed.txt. 

Important   When you copy and paste this value, make sure that you do not include 
spaces at the end of it. 

contentserverpubkey: Your public key, which you copy and paste from pubkey.txt. 

Important   When you copy and paste this value, make sure that you do not include 
spaces at the end of it. 

contentserverprivkey: Your private key, which you copy and paste from privkey.txt. 

Important   When you copy and paste this value, make sure that you do not include 
spaces at the end of it. 

Ignore the other lines in the Global.asa file, which are related to Windows Media Rights 
Manager version 1. 

2. Save the updated Global.asa file.  

Enable the Global.asa file 

To enable the Global.asa file:  

1. On the Start menu, point to Programs, point to Administrative Tools, and then click Internet 
Services Manager.  

2. Expand the icon for your server, and then click Default Web Site.  
3. In the content pane, right-click the WM directory and click Properties.  
4. On the Directory tab under Application Settings, click Create.  
5. In Execute Permissions, click Scripts and Executables, and then click OK.  
6. Stop and restart the World Wide Web Service (at the command prompt, enter Net stop w3svc, 

then enter Net start w3svc).  

Get a certificate and revocation list for Windows Media License Service 

You must get a certificate and revocation list for each computer that runs Windows Media License 
Service. Complete this process on one computer before starting the process on a different computer.  

1. From each computer running Windows Media License Service, go to the Microsoft Web site 
http://licenseserver.windowsmedia.com/, click Enroll to get a new certificate, and then follow 
the instructions to begin the enrollment process. 

You will receive an e-mail message containing the token you need to complete the enrollment.  

2. Return to http://licenseserver.windowsmedia.com/, click Complete the enrollment with your 
e-mail confirmation, and then follow the instructions to complete the enrollment.  

3. Return to http://licenseserver.windowsmedia.com/ and click Download the latest License 
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Service Information to install the latest revocation list.  

Try out the packaging and licensing process 

To use the sample pages to package a file and test license delivery:  

1. Open http://<your_server_name>/wm/package.asp and fill out the form: 
Specify the Windows Media file to be packaged.  
Specify the output path and file name for the packaged Windows Media file (use a file 
name that is different from the source). 

Note   Make sure the output folder allows Change permission to Everyone. Otherwise, 
an "Access is denied" message appears when you try to package files. 

Select Simple for Llicense acquisition URL.  
2. Click Package.  
3. To test license delivery, play the packaged Windows Media file. If you use Windows Media 

Player 7 or later, you can change the preferred license delivery method (silent or nonsilent) by 
selecting Options on the Tools menu, clicking the Player tab, and then selecting or clearing the 
Attempt to automatically acquire licenses option. 

Note   If you try to open the packaged file from Windows Explorer in Windows 2000 Server, 
you’ll see a Windows Media Update page because the embedded player is based on Windows 
Media Player version 6.4. Open the file from Windows Media Player 7 or later instead. 

See Also  

Setting Up Windows Media Rights Manager 9 Series SDK  
Using the Sample Pages  
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About Windows Media Rights Manager 9 
Series SDK 
Microsoft® Windows Media® Rights Manager 9 Series Software Development Kit (SDK) is 
designed for application and Web developers who understand Active Server Pages (ASP), and 
provides tools that can be used to package Windows Media files and issue licenses for them. 
Windows Media Rights Manager SDK provides COM objects to perform these tasks rather than a 
user interface; these objects provide great flexibility in implementing Windows Media Rights 
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Manager according to your business model. 

A number of changes were made between versions 7 and 7.1 of the Windows Media Rights Manager 
SDK. These changes are summarized in the following list. The only change between version 7.1 and 
Windows Media Rights Manager 9 Series SDK is the content header and two functions needed to 
access it (described below). Therefore, the Windows Media Rights Manager 9 Series continues to use 
a 7.1 license, but an updated header.  

The WMRMLicGen.BindToPubKey method is now required. If it is not used, an error will 
occur.  
New rights enable greater control over license expiration (ExpirationOnStore and 
ExpirationAfterFirstUse).  
A new right has been added (MinimumClientSDKSecurity) for specifying the security level 
of the Windows Media Format SDK on which a player application must be based to use a 
packaged file.  
License issuers can exclude specific applications from playing packaged files.  
License issuers can refuse to issue licenses to player applications that are based on a 
compromised DRM component by using the WMRMLicGen.IsClientExcluded property.  
Content owners can revoke their own packaged files (provided the 
WMRMLicGen.BindToPubKey method was used when generating licenses for those files).  
Content headers can be modified dynamically by using the Download object, without saving 
the modified packaged files to disk.  
The WMRMChallenge.CheckClientCapability property has been added to determine 
whether player applications support different features.  
The performance of the WMRMProtect object has been improved significantly.  
The sample pages have been updated.  
A larger portion of the header, including the license acquisition URL, is now signed for greater 
security, using the function WMRMKeys.GenerateSigningKeysEx.  

This overview includes the following sections. 

 
See Also  

Excluding Player Applications  
Modifying the Content Header Dynamically  
Refusing Licenses to Excluded DRM Components  
Revoking Packaged Files  
Rights for Licenses  

Section Description

Understanding How Windows Media 
Rights Manager Works

Discusses the consumer process, and how to use 
Windows Media Rights Manager SDK to package 
Windows Media files and issue licenses.

Common Business Scenarios Describes some common ways to implement a 
Windows Media Rights Manager system.

For More Information Describes additional information about Windows Media 
Rights Manager that is available online at the Microsoft 
Web site.
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Rights for Security Levels  
Rights for Using Windows Media Files on a Computer  
Supporting Windows Media Rights Manager 1  
Windows Media Rights Manager 9 Series SDK  
WMRMRights.ExpirationAfterFirstUse  
WMRMRights.ExpirationOnStore  
WMRMRights.MinimumClientSDKSecurity  
WMRMTools Object  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

Understanding How Windows Media Rights 
Manager Works 
This section provides information about using the Windows Media Rights Manager SDK to deliver 
protected Windows Media files, which involves packaging Windows Media files, and issuing and 
generating licenses. A packaged file is encrypted with a key (a piece of data that locks and unlocks 
the content). To play a packaged Windows Media file, consumers must obtain a separate license 
containing the key. You can deliver a license in several ways. For example, a license can be delivered 
with the Windows Media file, or it can be delivered after a consumer provides additional information. 

Note   The Windows Media Format 9 Series SDK provides an alternate way to package files, and is 
the only way to enable “Live DRM” scenarios. However, to issues licenses for those files, you must 
still use the Windows Media Rights Manager SDK. 

The license for a Windows Media file is linked to the computer to which it is issued. Consumers can 
share Windows Media files but each recipient must have a separate license to play them. In addition 
to unlocking Windows Media files, licenses contain rights and other properties that specify the use of 
the Windows Media file. For example, the license determines the number of times a Windows Media 
file can be played, if it can be transferred to a portable device, if the license expires, and the minimum 
security level that is required of the playback device. The properties are configured in the license, 
separate from the Windows Media file, letting you issue different licenses for the same Windows 
Media file and change license properties on the fly. For example, to promote a song, you can 
distribute a Windows Media file to an electronic mailing list with a license that enables consumers to 
play the Windows Media file ten times. When consumers purchase the song, you can issue a new 
license with the right to unlimited playback. 

The following diagram shows the basic process for delivering packaged Windows Media files and 
issuing licenses.  
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Previous Next

Page 7 of 312Windows Media Rights Manager 9 Series SDK

4/12/2004file://C:\Documents%20and%20Settings\pelhamcd\Local%20Settings\Temp\~hh430.htm



  

The content owner creates digital files and encodes them into Windows Media Format with .asf, 
.wma, or .wmv file name extensions.  
The content packager packages Windows Media files.  
The content distributor delivers packaged Windows Media files to consumers.  
The license issuer issues licenses for Windows Media files, either before a Windows Media file 
is played, or in response to a license request by a consumer’s player.  
Consumers play packaged Windows Media files. If a license is not found for the Windows 
Media file, the player requests a license.  

See Also  
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About Windows Media Rights Manager 9 Series SDK  
Licensing Packaged Files  
Packaging Windows Media Files  
Playing Packaged Windows Media Files  
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Packaging Windows Media Files 
Packaged Windows Media files are files that have been protected by using Windows Media Rights 
Manager. Before packaging digital files, you must encode them into Windows Media Format 
with .asf, .wma, or .wmv file name extensions. 

The packaging process includes generating or specifying a key, generating and signing the 
content header, and then encrypting the Windows Media file with this information. A secret value, or 
license key seed, is used to generate the key, and the key is used to encrypt the Windows Media file. 
Once the Windows Media file is packaged, it is distributed to consumers. 

The content header of a packaged Windows Media file contains the following information:  

Key ID  
Content ID (optional, but recommended)  
License acquisition URL  
Additional metadata (optional)  

The content packager can require the consumer to use a player that has received a security upgrade 
(which individualizes the player), and add information to the content header to identify the 
content owner, the content distributor, and so forth. This information can be used by the 
license issuer.  

See Also  

Licensing Packaged Files  
Playing Packaged Windows Media Files  
Understanding How Windows Media Rights Manager Works  
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Licensing Packaged Files 
Before consumers can play a packaged Windows Media file, they must acquire a license that contains 
the key to unlock the content. Licenses are generated and issued by using 
Windows Media License Service. The license issuer (the person or organization with the 
responsibility of running Windows Media License Service and issuing licenses) can be someone other 
than the content owner, content packager, or content distributor; for example, the license issuer can be 
a license clearing house.  

See Also  

Generating Keys  
Generating Licenses for Portable Players or Portable Media  
Generating Licenses  
Issuing Licenses  
Supporting Windows Media Rights Manager 1  
Packaging Windows Media Files  
Playing Packaged Windows Media Files  
Understanding How Windows Media Rights Manager Works  
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Generating Keys 

Keys are generated using a secret value, or license key seed. The key used to protect the 
Windows Media file, and the key in the license is the same. Therefore, the content packager and the 
license issuer must both be able to generate the same key for a specified Windows Media file. To 
accomplish this, the license key seed must be shared between the content packager and the license 
issuer.  

The content packager generates a key for a Windows Media file at the time it is encrypted, and the 
key ID (a value that identifies the key) is included in the content header of the Windows Media file. 
When a license request is made, the content header is sent to the license issuer. The license issuer 
extracts the key ID to regenerate the key for the Windows Media file and then generates a license with 
this key.  
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The following diagram shows how the key ID is passed from the Windows Media file to the license 
issuer, and how both the content packager and license issuer share the license key seed. 

 

Content packagers and license issuers can also specify (rather than generate) a key ID for any 
Windows Media file. For example, a content packager might want to use the same key to lock 
multiple Windows Media files (such as songs from one album) so that one license can be used to 
unlock all the files. During the packaging process, the content packager specifies the same key ID for 
all the Windows Media files, and the same key is generated for each file. 

See Also  

Generating Licenses for Portable Players or Portable Media  
Generating Licenses  
Licensing Packaged Files  
Issuing Licenses  
Supporting Windows Media Rights Manager 1
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Generating Licenses 

To generate a license, the license issuer uses the license key seed with the key ID in the 
Windows Media file to generate a key, and then specifies the rights. The license issuer uses Windows 
Media® License Service to issue the license and bind it to the consumer’s computer.  

Each license contains the following information:  

The key to unlock the Windows Media file.  
The rights and conditions of the license. For example, rights specify if consumers can play and 
transfer the file; if they can transfer files to portable devices that are compliant with the 
Secure Digital Music Initiative (SDMI); if they can back up and restore the license; if the 
license expires; and the level of security required to play the Windows Media file.  
Priority of the license with respect to other licenses for the same Windows Media file.  
Attributes, such as a name and description of the license.  

See Also  

Generating Keys  
Generating Licenses for Portable Players or Portable Media  
Licensing Packaged Files  
Issuing Licenses  
Supporting Windows Media Rights Manager 1  
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Issuing Licenses 

Licenses can be delivered to consumers in many ways, depending on your business model and how 
much consumer involvement you want. For example, if you are responsible for packaging 
Windows Media files but not issuing licenses, it may be better to have a consumer’s player trigger the 
license acquisition process rather then predeliver licenses. Or, if you want to hide license acquisition 
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from consumers, you can predeliver licenses or issue them silently.  

The method you use for issuing licenses should accommodate different situations, such as when 
consumers are using players that cannot handle silent license acquisition. Consumers can also acquire 
packaged Windows Media files from friends, so if you predeliver licenses, you must also be able to 
handle the license acquisition that is triggered by the friend’s player (the friend tries to play a 
Windows Media file for which he or she does not have a license, so the player opens the license 
acquisition URL). This same URL is opened when a consumer tries to play a file with an expired 
license, so the license acquisition page should handle any situation in which a license is needed. The 
following list provides the various ways you can issue a license:  

Issue a license before a Windows Media file is played. You can issue a license before the 
consumer tries to play a Windows Media file. For example, when a consumer selects a song 
from a Web site and pays for it, a license is issued, and the consumer is directed to a location to 
download the song. Because a license is already present on the consumer’s computer, he or she 
can play the song immediately. 

Predelivering licenses is also appropriate for promotional offers. For example, when a 
consumer purchases a song, you can issue a license for that song and for another song you are 
promoting. You can set the license rights for the promotional song so the consumer can play it 
five times. If the consumer tries to play the song a sixth time, you can display a Web page with 
information about purchasing the song. 

Issue a license by player request. When a consumer plays a Windows Media file for which he 
or she does not have a license, the player uses the license acquisition URL stored in the 
Windows Media file to request a license. Windows Media License Service at this URL issues a 
license, and the consumer can play the Windows Media file.  
Issue a license silently. When a player requests a license, you can issue the license silently; 
that is, without the consumer being aware of it. This method of license delivery is useful if you 
do not need further input from the consumer and you want to hide the license acquisition 
process from the consumer. For example, the first time you issue a license to consumers, you 
can request an e-mail address, and then place a cookie on their computer. The next time they 
need a license, you can issue the license silently because the cookie is detected. This method 
requires that the consumers’ players handle silent license acquisition.  
Issue a license nonsilently (requires input from the consumer). When a player requests a 
license, you can issue it after prompting the consumer to enter personal information or submit 
payment, or you can display a Web page that displays the license information. Players that 
support Windows Media Rights Manager 7 SDK or later host this delivery process in an 
application window. Players that do not support Windows Media Rights Manager 7 SDK or 
later open the consumer’s Web browser to a license acquisition page.  
Issue licenses based on the consumer’s player and platform. Each license request from a 
player includes information about the player and the platform it's running on. Certain players 
and platforms have greater security (such as players based on Windows Media Format SDK 9 
Series or later, or Microsoft Windows Millennium Edition) so you can issue different licenses 
(or none at all) based on this information.  

See Also  

Generating Keys  
Generating Licenses  
Generating Licenses for Portable Players or Portable Media
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Licensing Packaged Files  
Supporting Windows Media Rights Manager 1  
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Supporting Windows Media Rights Manager 1 

If you are transitioning from Windows Media Rights Manager version 1 to later versions, you might 
want to continue accommodating players that support version 1 to ensure that more players can play 
your Windows Media files.  

Earlier versions of players only support Windows Media Rights Manager version 1 and cannot 
interpret licenses issued by Windows Media Rights Manager 7 SDK or later. You can issue 
version 1 or 7.1 licenses for your Windows Media files to accommodate all player versions. Or, 
you can redirect consumers with earlier versions of players to a Web page where they can 
upgrade their players.  
Earlier versions of players acquire licenses by opening a Web browser to a 
license acquisition URL. Players that support Windows Media Rights Manager 7 SDK or later 
can run a silent license acquisition process that is invisible to the consumer; the process takes 
place within an application window of the player. To implement a process to accommodate 
players that support all versions of Windows Media Rights Manager, you should set up 
different license acquisition pages for players that support Windows Media Rights Manager 
version 1 and players that support Windows Media Rights Manager 7 SDK or later. You can 
specify the two license acquisition URLs in your Windows Media files when you package 
them.  

In addition, some updates have been made to Windows Media License Service version 1 
(Licenseserver.dll), which is included with Windows Media Rights Manager 7 SDK or later:  

You can now read values for Windows Media License Service 1 from the registry rather than 
from a database, which removes the dependency on the database for storing this information. 
The values are cert1, cert2, license_server_private_key, and 
client_verification_public_key_0.1.0.0.  
You can issue a version 1 license based on a version 7.1 or later challenge from a license 
request (this situation does not apply when predelivering a license). You extract the key ID 
from the version 7.1 or later challenge, set the license key seed and key ID in the version 1 
license object, and then continue to issue a version 1 license.    
A patch is included that eliminates a denial of service vulnerability in Windows Media Rights 
Manager. The vulnerability could enable a malicious user to temporarily prevent Windows 
Media License Service version 1 from issuing licenses for packaged files.  

See Also  
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Generating Keys  
Generating Licenses  
Generating Licenses for Portable Players or Portable Media  
Licensing Packaged Files  
Issuing Licenses  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

Generating Licenses for Portable Players or Portable Media 

When a consumer transfers a Windows Media file to a portable device, a portable license is created 
by the application that transfers the file. Unless the license specifies rights for portable licenses, 
default rights are used for the portable license, which allow playback and transfer. 

See Also  

Generating Keys  
Generating Licenses  
Issuing Licenses  
Supporting Windows Media Rights Manager 1  
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Playing Packaged Windows Media Files 
Consumers use a player, such as Microsoft Windows Media Player version 7 or later, to acquire 
licenses and play packaged files. These players are applications based on Windows Media Format 
SDK and contain a digital rights management (DRM) component, which encrypts and decrypts the 
content and enforces the rights in licenses. When a player application is revoked or receives a security 
upgrade, it is the DRM component that is affected. 

Consumers can acquire packaged Windows Media files in various ways. They can download 
Windows Media files directly from a Web site, copy them from friends, copy them from a CD, and so 
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forth. When playing a packaged Windows Media file, the player checks if the consumer has a valid 
license to play the file:  

If a valid license is not found on the consumer’s computer, the player initiates the 
license acquisition process, which is defined by the license issuer. For example, the consumer 
might be required to make a payment. Or, the license issuer might issue a license silently so the 
consumer is unaware of the process. Once a license is issued, consumers can play the Windows 
Media file according to the terms in the license.  
If a valid license is found on the consumer’s computer, the consumer can play the Windows 
Media file according to the terms in the license.  

Consumers can play packaged Windows Media files in several ways. Depending on the rights 
included in their licenses, consumers can:  

Play Windows Media files on a personal computer, for example, using Windows Media Player. 
Transfer Windows Media files to a portable player and play them.  
Copy Windows Media files to portable media, then play them on a computer or portable player. 

Note   SDMI-compliant portable devices and portable media are defined in the 
Secure Digital Music Initiative (SDMI) specification, which is available on the Secure Digital Music 
Initiative Web site.  

Web addresses can change, so you might be unable to connect to the Web site or sites mentioned 
here. 

See Also  

Licensing Packaged Files  
Packaging Windows Media Files  
Understanding How Windows Media Rights Manager Works  
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Common Business Scenarios 
The following scenarios are examples of different solutions for distributing digital files in Windows 
Media Format by using Windows Media Rights Manager SDK.  

Distributed retail. A content packager encodes and packages digital files in Windows Media 
Format, and then distributes the files to vendors. Consumers purchase the 
packaged Windows Media files and acquire licenses to play them from a license clearing house. 
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The content owner tracks which vendors were responsible for each purchase.  
Streaming. A content distributor sets up a Web site to stream content to which consumers pay 
a fee to log on. Consumers can select digital tracks to play. A license is silently issued and the 
Windows Media file is streamed to the consumer.  
Multiple licenses. A content distributor implements a Web site that enables consumers to 
choose the license they want for a particular Windows Media file. For example, a consumer can 
pay a small fee to play a Windows Media file for one week, or pay a larger fee to play the 
Windows Media file for one year.  
Batch packaging. A content owner wants to convert an existing collection of digital files in 
Windows Media Format to packaged Windows Media files for distribution on the Web. The 
content owner develops a batch packaging application that takes Windows Media files from a 
certain directory, adds information from a database, and then packages the Windows Media 
files.  
Rental or subscription model. A content distributor sets up a rental or subscription model and 
charges consumers periodically to listen to music. For example, the content distributor charges 
consumers $20 per month for unlimited access to the music Web site. Consumers download 
music and listen to it, and at the end of one month, their licenses expire. The consumers who 
renew their subscription receive new licenses.  

See Also  

About Windows Media Rights Manager 9 Series SDK  
Implementing Different Business Models  
Modifying the Content Header Dynamically  
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For More Information 
For features, articles, and answers to frequently asked questions about digital rights management 
(DRM) and Windows Media Rights Manager, see the Windows Media Developer Center on the 
Microsoft Web site. 

See Also  

About Windows Media Rights Manager 9 Series SDK  
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Programming Guide 
You can use the Microsoft® Windows Media® Rights Manager 9 Series Software Development Kit 
(SDK) to deliver digital media, such as songs and videos, through the Internet in a protected and 
secure manner. Licenses generated with Windows Media Rights Manager 9 Series are backward 
compatible with 7.1 players. 

The following sections describe the tasks for implementing a digital rights management system.  

 

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

Previous Next

Section Description

Programming Windows Media 
Rights Manager in C++

Provides information for C++ programmers, such as new 
interfaces and the Visual Basic objects they correspond to.

Setting Up Windows Media Rights 
Manager 9 Series SDK

Describes how to install and uninstall Windows Media 
Rights Manager SDK, as well as how to get a certificate to 
run Windows Media License Service.

Creating Packaged Windows Media 
Files

Describes how to protect a Windows Media file by 
encrypting it with a key, adding information to the content 
header, and signing the content header.

Setting Rights Describes how to set the rights in a license.

Generating and Issuing Licenses Identifies different methods for issuing and delivering 
licenses. 

Best Practices Describes different considerations and provides 
recommendations for setting up a Windows Media Rights 
Manager system.

Implementing Different Business 
Models

Provides guidelines and tips for implementing streaming, 
subscription, and super distribution models.

Using the Sample Pages Describes the purpose of each sample page and what it 
accomplishes.

Useful Tools Lists tools that help you perform various tasks.
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Programming Windows Media Rights Manager 
in C++ 
This SDK assumes that most developers are using Microsoft Visual Basic® Scripting Edition 
(VBScript) to create Windows Media Rights Manager solutions. The SDK documents only Visual 
Basic objects (with the exception of the IWMRMCoding interface) and the code examples are 
presented in VBScript.  

In this release of the SDK, new interfaces have been added, some of which inherit methods and 
properties from existing interfaces. The new methods and properties have been added to the 
documentation of existing objects. However, if you are programming in C++, be aware that the 
interfaces are different.  

The following table lists the new methods and properties, and the objects and interfaces they 
correspond to. 

 
See Also  

WMRMChallenge Object  
WMRMLicGen Object  
WMRMRights Object  

Previous Next

Visual Basic objects C++ interfaces

WMRMChallenge.CheckClientCapability IWMRMChallenge2::CheckClientCapability

WMRMLicGen.IndividualizedVersion 

WMRMLicGen.IsClientExcluded 

WMRMLicGen.AddContentRevocation 

IWMRMLicGen2::IndividualizedVersion 

IWMRMLicGen2::IsClientExcluded 

IWMRMLicGen2::AddContentRevocation 

WMRMRights.ExcludeApplication 

WMRMRights.ExpirationAfterFirstUse 

WMRMRights.ExpirationOnStore 

WMRMRights.MinimumClientSDKSecurity 

IWMRMRights2::ExcludeApplication 

IWMRMRights2::ExpirationAfterFirstUse 

IWMRMRights2::ExpirationOnStore 

IWMRMRights2::MinimumClientSDKSecurity
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Setting Up Windows Media Rights Manager 9 
Series SDK 
Application files for Windows Media Rights Manager 9 Series SDK are installed by default in 
C:\WMSDK\WMRM.  

You must obtain a certificate from Microsoft to run Windows Media License Service and issue 
licenses. If you already have a certificate for Microsoft Windows Media Rights Manager version 1, 
you can use that certificate instead. See the following procedures to set up your certificate:  

Using a New Certificate to Run Windows Media License Service  
Using the Version 1 Certificate to Run Windows Media License Service  

Then, you must install the latest Windows Media License Service information (such as the revocation 
list) from the Microsoft Web site http://licenseserver.windowsmedia.com/. The revocation list 
contains all the application certificates of those players known to be damaged or corrupted, and is 
included in all the licenses that you issue. 

If you are new to Windows Media Rights Manager, you can use the Quick Start to quickly set up and 
try out the Windows Media Rights Manager SDK.  

See Also  

Programming Guide  
Revoking Applications By Using Revocation Lists  
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Using a New Certificate to Run Windows 
Media License Service  
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If you do not have a certificate to run Windows Media License Service from Windows Media Rights 
Manager, then you must enroll with Microsoft to get a new certificate. Certificates are valid for one 
year. Version 7 certificates (used by Windows Media Rights Manager 9 Series) include the version 1 
certificates. 

To get a new certificate to run Windows Media License Service 

1. Go to the Microsoft Web site http://licenseserver.windowsmedia.com/, click Enroll to get a 
new certificate, and then follow the instructions to begin the enrollment process. 

You will receive an e-mail message containing the token you need to complete the enrollment.  

2. From the computer that is running Windows Media License Service (the computer from which 
you will issue licenses), return to the Microsoft Web site 
http://licenseserver.windowsmedia.com/, click Complete the enrollment with your e-mail 
confirmation, and then follow the instructions to complete the enrollment.  

This process must be performed on each computer running Windows Media License Service, one at a 
time, because tokens cannot be reused. 

If a new person becomes responsible for performing this process in your organization, you should 
send an e-mail message to Microsoft (drm-cert@microsoft.com) containing that person’s e-mail 
address. This ensures that your organization will be notified by Microsoft of updates and other 
information about Windows Media Rights Manager SDK. 

See Also  

Checking the Expiration Date on Your Certificate  
Setting Up Windows Media Rights Manager 9 Series SDK  
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Using the Version 1 Certificate to Run 
Windows Media License Service 
Before you can issue licenses by using Windows Media Rights Manager 9 Series SDK, you must 
install a Windows Media License Service certificate. You can use the certificate you used with 
Windows Media Rights Manager version 1.  

To set up the certificate for Windows Media License Service

Previous Next
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1. In the database for Windows Media Rights Manager 1, open the Drm_constants table and note 
the following values: 

license_server_private_key  
cert1  
cert2  

2. In the Samples subdirectory of the Windows Media Rights Manager 9 Series SDK installation 
directory, open the Importv1.vbs file.  

3. Locate the code enrollobj.ImportPrivateKey "XXX", and then replace XXX with the value for 
license_server_private_key.  

4. Locate the code enrollobj.StoreCertificate "cert1", "XXX", and then replace XXX with the 
value for cert1.  

5. Locate the code enrollobj.StoreCertificate "cert2", "XXX", and then replace XXX with the 
value for cert2.  

6. Save your changes to this file.  
7. Run the script file on the computer running Windows Media License Service. 

Note   To run the script, you must be an administrator on the computer running Windows 
Media License Service.  

See Also  

Setting Up Windows Media Rights Manager 9 Series SDK  
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Checking the Expiration Date on Your 
Certificate 
A Windows Media License Service certificate is only good for one year. To ensure that your license is 
still valid, you can periodically run the following Visual Basic Script, which will tell you the number 
of days remaining on your license. The LicenseGenerator.Get method shown below is used to 
retrieve this value. The cert1 expiration date is the same for version 1 and later licenses. 

'------------------------------------------------------- 
' This script tells you when your license server 
' certificates will expire. 
'------------------------------------------------------- 
dim LicenseServer 
dim val 
 
set LicenseServer = CreateObject( "LicenseServer.LicenseGenerator" ) 
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call LicenseServer.Get( "cert1_days_to_expiry", val ) 
wscript.echo "Cert1 (License Signing Certificate) Expires in " & val & " days." 
 
call LicenseServer.Get( "cert2_days_to_expiry", val ) 
wscript.echo "Cert2 (MS DRM License Server Root Certificate) Expires in " & val & 
 
set LicenseServer = nothing 

See Also  

Setting Up Windows Media Rights Manager 9 Series SDK  
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Uninstalling Windows Media Rights Manager 
You can uninstall Windows Media Rights Manager SDK to remove program files from your 
computer and entries from the registry. 

To uninstall Windows Media Rights Manager SDK 

1. On the Start menu, point to Settings, and then click Control Panel.  
2. In Control Panel, double-click Add/Remove Programs.  
3. Under Currently installed programs, click Windows Media Rights Manager SDK, and then 

click Change/Remove.  

To completely uninstall Windows Media Rights Manager SDK, you must manually delete the 
LicenseServer.dll file and remove its registry entry (HKLM\Software\Microsoft\WM Rights 
Manager\License Server) by using Microsoft Registry Editor. 

See Also  

Setting Up Windows Media Rights Manager 9 Series SDK  
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Creating Packaged Windows Media Files 
Packaging involves generating a content header, signing the content header, and encrypting the 
Windows Media file with a key. However, before packaging Windows Media files, you must encode 
them into Windows Media Format with .asf, .wma, or .wmv file name extensions by using one of the 
following codecs:  

Microsoft Windows Media Video codec version 1.0 or later  
Microsoft Windows Media Audio codec version 1.0 or later  
Microsoft Windows Media Screen codec version 7.0 or later  
ISO MPEG-4 codec version 1.0  

For a list of the most current authorized codecs, see the Authorized Codecs for Windows Media 
Rights Manager page at the Microsoft Web site. 

Note   Consumers cannot play packaged Windows Media files that are encoded with an ACM codec.  

To encode your files, you can use a tool such as Windows Media Encoder. As you encode your files, 
you should add any information about each file that you want to appear in the player, such as the 
name of the artist, title, copyright, or images. Then, you can package your files.  

The following table lists the information you must specify or generate for packaging. 

Previous Next

Value Description

License key 
seed

A value that is used to generate the key for a Windows Media file. You generate 
a license key seed by using the GenerateSeed method of the WMRMKeys 
object. You can generate a new license key seed as often as you want to, so long 
as you know which value was used to package each file. 

Key ID A value that is generated by the WMRMKeys object. This value is used with the 
license key seed to generate the key.

Key A value that is generated by the WMRMKeys object and is used to encrypt the 
Windows Media file.

License 
acquisition URL 

A URL that points to the first page in your license acquisition process.

Input file name The name of the Windows Media file to be packaged. The file must be in 
Windows Media Format, but the extension is not enforced.

Output path and 
file name

The path and name of the final packaged file, which must be different than the 
input file. The result is a file in packaged Windows Media Format, but the 
extension you specify is not enforced.
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The following diagram shows the flow of information that results in a packaged Windows Media file. 

 

A Windows Media file is packaged by using the following procedure:  

1. Use the WMRMKeys object to generate a key ID and content ID.  
2. Use the WMRMKeys object with the license key seed and key ID to generate a key. 

Content ID A value that uniquely identifies each Windows Media file you package. You can 
generate this value by using the WMRMKeys object. Optional, but 
recommended.

Attributes One or more name-value pairs you specify so that you can include more 
information in the content header of the Windows Media file. Recommended.

Required 
individualization 
version

The minimum individualization (security upgrade) version required for playing 
your Windows Media files. Optional.

Version 1 
license 
acquisition URL

A URL that points to the first page in the license acquisition process for players 
that support only version 1. The default value is 
http://www.microsoft.com/isapi/redir.dll?
prd=wmdrm&pver=2&os=win&sbp=newclient, which points to a Web page 
where consumers can get a player that supports Windows Media Rights Manager 
SDK version 7 or later.

Version 1 key 
ID

A value that you include if you issue version 1 licenses; this value should be the 
same as that for the version 7.1 key ID. If you use the default version 1 license 
acquisition URL (you don't specify one), this value is optional.
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3. Use the WMRMHeader object with the key, key ID, content ID, and license acquisition URL 
to create a content header. It is recommended that you add attributes and optionally specify a 
required individualization version number. Then, sign the content header.  
Note   A license header created with Windows Media Rights Manager 9 Series is backward 
compatible with 7.1 readers. The additional signed material is ignored by 7.1 players, but is 
otherwise the same.  

4. Use the WMRMProtect object with the input file, key, and content header to produce a 
packaged Windows Media file. Then, add a version 1 key ID and license acquisition URL.  

See Also  

Creating the Content Header  
Generating Key IDs, Keys, and Content IDs  
Modifying the Content Header Dynamically  
Programming Guide  
Protecting the Windows Media File  
Sharing Information with a License Issuer  
Using the Sample Pages  
WMRMHeader Object  
WMRMKeys Object  
WMRMProtect Object  
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Generating Key IDs, Keys, and Content IDs 
The first step in packaging a Windows Media file is to generate the following values for it:  

A key ID, which is a string used to generate the key. The key ID is stored in content header of 
the Windows Media file, and is used later by Windows Media License Service to generate a key 
and license for the Windows Media file. 

The key ID can also be specified rather than generated. For example, you can use the key ID 
that was generated for a different Windows Media file if you want both Windows Media files to 
be locked with the same key.  

A content ID, which is a value that uniquely identifies the Windows Media file. You should use 
the WMRMKeys object to generate a content ID. While a content ID is not required, it is 
strongly recommended that you specify one.  
A key, which is used to lock the Windows Media file. 
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Use the WMRMKeys object to generate the key ID and optionally the content ID. Then, with the key 
ID and license key seed, you can use the WMRMKeys object to generate the key for the Windows 
Media file, as shown in the following Visual Basic Scripting Edition (VBScript) code example.  

VBScript Example 

KeysObj.seed = your_license_key_seed 
key_id = KeysObj.GenerateKeyID() 
content_id = KeysObj.GenerateKeyID() 
KeysObj.KeyID = key_id 
key = KeysObj.GenerateKey() 

See Also  

Creating Packaged Windows Media Files  
Using the Sample Pages  
WMRMKeys Object  
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Creating the Content Header 
The second step in packaging a Windows Media file is to generate the content header. The content 
header of a file precedes the main content and contains information about the file. In a 
packaged Windows Media file, the content header is a string that contains the following information:  

Key ID, which is a string that is used to generate a key.  
Content ID (recommended), which is a value that uniquely identifies the Windows Media file.  
License acquisition URL, which points to the first page in the license acquisition process. This 
license acquisition URL is used for players that support Windows Media Rights Manager 7 
SDK or later.  
Individualization version number (optional), which specifies the minimum version of 
individualization (security upgrade) that a consumer’s player must have to play your Windows 
Media files.  
Attributes (optional), which are name-value pairs defined by the content packager. These 
attributes enable a content packager to add information to a Windows Media file. For a list of 
recommended attributes, see Adding Attributes to the Content Header.  

Players that support Windows Media Rights Manager 7 SDK or later use the content header 
information to send a challenge when requesting a license; however, players that support only version 
1 cannot interpret this content header. To make sure that your Windows Media files work with players 
that support either version 1 or version 7 or later, you can add information to the Windows Media file 
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outside of the content header when you protect the file so that you can issue version 1 licenses (if you 
do not specify a version 1 license acquisition URL, a default URL is used that points to a page where 
consumers can download a player that supports version 7 or later). This information is added during 
the protection stage.  

Note   A content header created with Windows Media Rights Manager 9 Series is backward 
compatible with 7.1 readers. The additional signed material is ignored by 7.1 players, but is otherwise 
the same. 

Then, you must sign the content header to increase security and prevent tampering with the packaged 
Windows Media file. The content header is signed with your private key; for the license issuer to 
verify the signature, you must share your public key with the license issuer. Before issuing a license, 
the license issuer can verify the validity of the signature of the content header by using the content 
packager’s public key. If these signatures do not match, the license is not issued. For example, if 
someone tried to change the content ID in a Windows Media file, the content header’s signature 
would be damaged, indicating that the Windows Media file was tampered with. The content packager 
can use the GenerateSigningKeys method of the WMRMKeys object to generate the private and 
public key pair. The WMRMHeader object is used to create and sign the content header. 

Once the content header is signed, take the string from the Header property in the WMRMHeader 
object and set it in the Header property in the WMRMProtect object.  

Note   You should only use the Windows Media Rights Manager objects to create and modify content 
headers. 

The following Visual Basic Scripting Edition (VBScript) code example shows how to create a content 
header. 

VBScript Example 

HeaderObj.KeyID = key_id 
HeaderObj.LicenseAcqURL = laurl 
HeaderObj.ContentID = content_id 
HeaderObj.IndividualizedVersion = indiv_version 
' The following attributes are recommended. 
HeaderObj.Attribute("Copyright") = "copyright statement"  
HeaderObj.Attribute("Content_Type") = "audio or video"  
HeaderObj.Attribute("Author") = "artist name"  
HeaderObj.Attribute("Artist_URL") = "http://artist_web_site"  
HeaderObj.Attribute("Title") = "title"  
HeaderObj.Attribute("License_Dist") = "name of license issuer"  
HeaderObj.Attribute("License_Dist_URL") = "http://license_issuer_web_site"  
HeaderObj.Attribute("Content_Dist") = "content distributor"     
HeaderObj.Attribute("Rating") = "rating"  
HeaderObj.Attribute("Description") = "description"  
 
call HeaderObj.SetCheckSum(key) 
call HeaderObj.Sign(privatekey) 
header = HeaderObj.Header 
ProtectObj.Header = header 

See Also  
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Adding Attributes to the Content Header  
Creating Packaged Windows Media Files  
Requiring Individualized Players  
Using the Sample Pages  
WMRMHeader Object  
WMRMProtect Object  
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Requiring Individualized Players 

An individualized player is one whose digital rights management (DRM) component has been 
individualized, which is like receiving a security upgrade. An individualized application is one in 
which the DRM secret value is different from all other applications. With individualized DRM 
components, a security attack on a DRM system should only affect one application.  

You can require that your Windows Media files be played only on an application that has been 
individualized by specifying the minimum individualization version number that is required. For the 
latest individualization information, see the Microsoft Web site 
http://licenseserver.windowsmedia.com/.  

If a consumer tries to play a Windows Media file that requires individualization by using a player that 
has not been individualized, the player prompts the consumer to get a security upgrade. If the 
consumer agrees, the player initiates the individualization process and the Microsoft Individualization 
Service installs the latest version of the security upgrade on the consumer’s computer. The player then 
attempts to play the Windows Media file again. 

See Also  

Creating Packaged Windows Media Files  
Issuing Licenses Based on Client Version and Individualization Information  
Using the Sample Pages  
WMRMHeader Object  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

Previous Next

Previous Next

Previous Next

Page 29 of 312Windows Media Rights Manager 9 Series SDK

4/12/2004file://C:\Documents%20and%20Settings\pelhamcd\Local%20Settings\Temp\~hh430.htm



Adding Attributes to the Content Header 

To add any information to a Windows Media file, you can add attributes (name-value pairs) to the 
content header. For example, attributes can be added to identify the source of the Windows Media 
file, the content owner, the version number of the Windows Media file, and so on. This feature is very 
useful because it allows the content owner, the content packager, the content distributor, and the 
license issuer to securely communicate and track information about the file. For example, if a license 
issuer works with multiple content owners, an attribute could be used to specify who owns the 
content, and the license issuer could use this information to determine which license key seed and 
packaging public key to use. 

It is recommended that you add the following attributes to each content header.  

 
See Also  

Creating Packaged Windows Media Files  
Using the Sample Pages  
WMRMHeader Object  
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Attribute Description

Copyright Copyright

Content_Type Content type (such as music or video)

Author Author or artist name

Artist_URL Artist Web site URL 

Title Title 

License_Dist License distributor or issuer

License_Dist_URL License distributor URL 

Content_Dist Content distributor 

Rating Rating

Description Description

Previous Next
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Protecting the Windows Media File 
The last step in packaging a Windows Media file is to protect it, which means encrypting the 
Windows Media file with a key.  

At this point, you can add information to support players that support only Windows Media Rights 
Manager 1. Such players cannot read the content header, so they cannot trigger license acquisition and 
send the appropriate license request. Instead, you can add the following items to the Windows Media 
file outside of the content header:  

Version 1 license acquisition URL, which points to the first page in the license acquisition 
process for issuing version 1 licenses. 

Or, you can specify a player upgrade URL. If you want to actively encourage your consumers 
to upgrade their players (for instance, if your Windows Media files require an individualized 
player), you can specify a version 1 license acquisition URL that points to a location where 
consumers can upgrade their players. By default, if you do not specify a version 1 license 
acquisition URL, a URL is used that points to a Web page where consumers can download a 
player that supports version 7 or later. 

Version 1 key ID, which should be the same key ID that is put into the content header for 
version 7 or later.  

The following Visual Basic Scripting Edition (VBScript) code example shows how to protect a 
Windows Media file. 

VBScript Example 

ProtectObj.Header = header 
ProtectObj.InputFile = inputfile 
ProtectObj.Key = key 
ProtectObj.V1LicenseAcqURL = v1_laurl 
ProtectObj.V1KeyID = key_id 
call ProtectObj.ProtectFile(outputfile) 

See Also  

Creating Packaged Windows Media Files  
Using the Sample Pages  
WMRMProtect Object  
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Sharing Information with a License Issuer 
If content packaging and license issuing are not performed by the same organization or if these 
functions are not performed on the same computer, the following information must be shared by the 
organizations or computers:  

The license key seed. Without this value, the license issuer cannot generate the correct key 
(and license) for a Windows Media file. It is important for this value to be shared in a secure 
manner.  
The content packager’s public key. The license issuer uses this value to verify the signature 
of the content header and to bind the packager’s public key to each license issued for the 
packaged files.  
The license issuer's public key. If content packagers want to revoke their own packaged files, 
they need the license issuer's public key to generate a content revocation string.  

See Also  

Creating Packaged Windows Media Files  
Revoking Packaged Files  
WMRMLicGen.BindToPubKey  
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Modifying the Content Header Dynamically 
Besides containing the required information for packaging a file, a content header can contain other 
information included as custom attributes. And, because the content header is signed, it is a secure 
channel of communication between the participants in a digital rights management business model.  

For example, a content owner packages Windows Media files, and then various vendors distribute 
them. To track which vendors are responsible for the sales of each packaged file, the content headers 
are modified by including a custom attribute for the retailer ID, such as: 
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WMRMHeader.Attribute("Retailer") = "Brand-X" 

Modifying a content header can be done by different parties or at different times in the packaging 
process, depending on the business model. For example, content owners can create different versions 
of a packaged file and send each vendor a version with its retailer ID in the content header. Or, each 
vendor can modify the content header of the packaged files received from the content owner. Another 
possibility for tracking information in the content header is to dynamically modify it at the time the 
packaged file is requested by a consumer, which is useful because it does not require you to create 
multiple versions of each packaged file. Also, this approach enables you to include user information 
in the content header as well, for example a customer ID.  

Note   You can modify content headers dynamically with Windows Media Rights Manager 7 SDK, 
but the modified packaged files must be saved to disk. The Download object was introduced in 
version 7.1, and this process is performed in memory to enable faster performance. 

The basic process for modifying a content header dynamically is as follows:  

1. Determine the path and file name of the packaged file to modify.  
2. Use the Download.GetDRMHeader method to obtain the current content header and modify it 

as needed. For example, to add new attributes. 

If you want to create a new content header and do not need the original one, you can skip this 
step. 

3. Sign the new header.  
4. Generate the new header.  
5. Add the new header to the packaged file by using the Download.Download or 

Download.DownloadEx method (the Download.DownloadEx method has additional options). 

You can also use the Download. ForceCompleteDownload property to override cache control 
and force a file to be completely downloaded again in the event it was partially downloaded 
previously. 

See Also  

Download object  
Taking Advantage of Super Distribution  
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Setting Rights 
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Rights specify how a consumer can use a Windows Media file and define any other actions that are 
allowed, such as allowing the consumer to play the Windows Media file on a computer. Rights can 
also specify conditions for the license, players, and portable devices. For example, you can set an 
expiration date for a license, after which the license is not valid and the Windows Media file can no 
longer be used.  

A license is deleted when it expires, when all counted operations (such as the number of plays) are 
used, and when the corresponding packaged files are revoked. For example, if a license allows 10 
plays, it is only deleted after the Windows Media file has been played 10 times. If a license has both 
counted operations and an expiration date, the license is deleted after all the counts have been used or 
the license expires, whichever comes first. 

See Also  

Excluding Player Applications  
Generating the Rights  
Programming Guide  
Revoking Packaged Files  
Rights for Licenses  
Rights for Security Levels  
Rights for Transferring Windows Media Files  
Rights for Using Windows Media Files on a Computer  
Rights Scenarios  
Using the Sample Pages  
WMRMRights Object  
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Rights for Using Windows Media Files on a 
Computer 
By using the following rights, you can determine the use of a Windows Media file on a computer:  

AllowPlayOnPC. This right allows the consumer to play the Windows Media file on a 
computer. By default, this right is set.  
Playcount. This right specifies the number of times the consumer is allowed to play the 
Windows Media file. By default, this right is not set and unlimited plays are allowed.  
AllowBurnToCD. This right allows the consumer to copy a Windows Media file to a CD in the 
Red Book audio format. For example, a consumer can copy music to CDs so that she can listen 
to music on her car stereo. However, once a Windows Media file is copied to a CD, the 
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Windows Media file is no longer protected. By default, this right is set.  
BurnToCDCount. This right specifies the number of times the consumer is allowed to copy a 
Windows Media file to a CD. By default, this right is not set and unlimited copying is allowed. 
AllowBackupRestore. This right allows the consumer to manage licenses by backing up and 
restoring them. Consumers can restore licenses to the same computer (such as when a consumer 
reformats a computer) or to different computers (such as a work computer and a home 
computer). 

The Microsoft License Management Service manages the restoration operation and enforces 
business rules that prevent a consumer from abusing content and discourage fraudulent use of 
licenses. Consumers can store licenses on up to four unique computers, meaning they can 
restore licenses three times (on three computers other than the one to which the license was 
issued). If an attempt is made to restore licenses to a fifth computer, a Web page is displayed to 
the consumer describing the limit. 

Note   If you allow counted operations in a license, you should not allow this right because 
restoring the license also restores the original values of the operations. For example, you allow 
10 plays. The consumer plays the Windows Media file nine times, then backs up and restores 
the license. However, the restored license allows an additional 10 plays. 

By default, this right is set unless you have specified a play count. 

See Also  

Generating the Rights  
Setting Rights  
Using the Sample Pages  
WMRMRights Object  
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Rights for Licenses 
By using the following rights, you can specify when a license for a Windows Media file is valid:  

BeginDate. This right specifies a date after which the license is valid. Before this date, the 
Windows Media file cannot be played. By default, this license is valid immediately.  
ExpirationDate. This right specifies a date after which the license is no longer valid and the 
Windows Media file can no longer be played. For example, you can set a license to expire on 
December 31, 2004. By default, this right is not set and the license never expires.  
ExpirationAfterFirstUse. This right specifies the length of time (in hours) a license is valid 
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after the first time the license is used. For example, you can set a license to expire 24 hours 
after a consumer begins to play the Windows Media file. By default, this right is not set and the 
license never expires.  
ExpirationOnStore. This right specifies the length of time (in hours) a license is valid after the 
first time the license is stored on the consumer's computer. For example, you can set a license to 
expire 72 hours after it is stored. By default, this right is not set and the license never expires.  
DeleteOnClockRollback. This right deletes the license if the consumer’s computer clock is set 
to an earlier time. For example, you can use this right if the license also specifies an expiration 
date. By default, this right is not set and licenses are not deleted when the clock is rolled back.  
DisableOnClockRollback. This right disables a license if the consumer’s computer clock is 
rolled back. The license is enabled again when the clock is corrected. By default, this right is 
not set and licenses are not disabled when the clock is rolled back.  

See Also  

Generating the Rights  
Setting Rights  
Using the Sample Pages  
WMRMRights Object  
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Rights for Transferring Windows Media Files 
You can specify whether you want to allow Windows Media files to be transferred to 
portable devices. When a Windows Media file is transferred, a portable license is also created. By 
default, portable licenses allow unlimited play and unlimited transfer to SDMI-compliant and non-
SDMI-compliant devices. However, you can specify your own rights for portable licenses (for 
example, to restrict the transfer to non-SDMI compliant devices).  

By using the following rights, you can specify how a Windows Media file can be transferred and how 
the portable license is set:  

AllowTransferToNonSDMI. This right allows the consumer to transfer the Windows Media 
file to a non-SDMI-compliant portable device or portable media. By default, this right is set.  
AllowTransferToSDMI. This right allows the consumer to transfer the Windows Media file to 
an SDMI-compliant portable device or portable media. By default, this right is set. 

Note   When using this right, you must follow the SDMI specification. For more information, 
see the Secure Digital Music Initiative Web site.
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TransferCount. This right specifies the number of times a consumer can transfer a Windows 
Media file to portable devices and portable media. When a Windows Media file is transferred to 
a portable device or portable media, the license for it is stored in the content header. Some 
portable devices and portable media also have the ability to store licenses separately from the 
Windows Media files. If the Windows Media file is transferred to such a device, the 
TransferCount is decremented only the first time the file is transferred to it (assuming the 
license storage is not deleted or removed). For those portable devices and portable media that 
do not store licenses separately, the TransferCount is decremented every time the file is 
transferred. By default, this right is not set and unlimited transfers are allowed.  
PMRights. This right specifies the rights you want to give in portable licenses. By default, this 
right is set to 19, which specifies the rights in the portable license to play the file on a portable 
device and transfer it. For more information about these rights, see WMRMRights.PMRights. 

Note   Although you can set rights in the portable license to allow files to be transferred to 
SDMI-compliant and non-SDMI-compliant portable devices, the rights you set in the main 
license (AllowTransferToNonSDMI and AllowTransferToSDMI) replace these settings in 
the portable license. 

PMExpirationDate. This right specifies a date when a portable license expires. Once a 
portable license has expired, the file cannot be transferred from a computer or portable device. 
If a portable license expires on a portable device, the file can no longer be played. By default, 
this right is not set and the portable license never expires.  

Web addresses can change, so you might be unable to connect to the Web site or sites mentioned 
here. 

See Also  

Generating the Rights  
Setting Rights  
Using the Sample Pages  
WMRMRights Object  
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Rights for Security Levels 
You can specify the security levels you want to require for your packaged files on players and 
portable devices, which include portable players and portable media. You can also specify the security 
level for the Windows Media Format SDK on which player applications are based. 
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Application security levels 

The application security level is a value that ranks the security of a player application or portable 
device, for example a player on a computer. Different players and portable devices have different 
levels of security. For example, a player or portable device with a high security level can play 
SDMI-compliant content; whereas, a less secure player or portable device cannot. 

You can specify the minimum application security level that you want to require for playing your 
Windows Media files. When a consumer tries to play the Windows Media file, the minimum 
application security level specified in the license is compared to the application security level of the 
player or portable device. The result determines whether the Windows Media file can be played. 
When specifying a minimum security level for your Windows Media files, consider whether you want 
your Windows Media files to be available to a wide market (require a low security level) or whether 
you want to restrict playback of your Windows Media files to very secure players and portable 
devices (require a higher security level).  

The following table shows examples of application security levels for different players and portable 
devices. 

 
Client SDK security level 

All player applications that support packaged files have a component that is based on the Windows 
Media Format SDK. If you want your files to have greater security, you can require a minimum level 
of security for the Windows Media Format SDK on which a player application is based. Significant 
enhancements have been made starting with the Windows Media Format 7.1 SDK, including 
signature verification for codecs and the SDK component. For players based on the Windows Media 
Format 7.1 SDK or later, set the client SDK security to 3000. This value is not set by default. 

By using the following rights, you can specify the minimum security levels for players and portable 
devices:  

Security level Players and portable devices Example

150 Players and portable devices that produce 
clear content.

Microsoft Windows Media 
Player for Pocket PC

450 The first level of security intended to meet the 
needs of the SDMI specification; portable media 
must have a hardware serial number.

SDMI-compliant players and 
portable devices

1,000 Audio players.  
Desktop computers with software 
obfuscation (software code with hidden 
information).  
Portable devices.  

Windows Media Player 6.4, 
Windows Media Player 7

2,000 Applications based on Windows Media Format 
7.1 SDK or later, and follow a stricter set of 
content protection guidelines than applications 
at level 1000.

Windows Media Player 7.1 
and later
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MinimumAppSecurity. This right specifies the minimum security level that is required of a 
player application. By default, this right is set to 150.  
PMAppSecurity. This right specifies the minimum security level that is required of a 
portable device. By default, this right is set to the same value as the MinimumAppSecurity 
right. If MinimumAppSecurity is not specified, the default value is 150.  
MinimumClientSDKSecurity. This right specifies the minimum security level that is required 
of the Windows Media Format SDK on which a player application is based. By default, this 
right is not set. 

You can determine whether a player application is based on Windows Media Format 7.1 SDK 
or later by using a license request. Use the WMRMChallenge.CheckClientCapability 
property with the value MinimumClientSDKSecurity. 

See Also  

Generating the Rights  
Requiring Kernel-Level Security (Secure Audio Path)  
Setting Rights  
Using the Sample Pages  
WMRMChallenge Object  
WMRMRights Object  
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Rights Scenarios 
This topic describes common scenarios and the rights to issue for each.  

Basic playback. For basic playback functionality, allow the following rights:  

AllowPlayOnPC  
AllowBackupRestore  

Portable players and portable media. To let consumers play their Windows Media files on 
portable devices, use the following rights:  

AllowTransferToNonSDMI  
AllowTransferToSDMI  
PMRights  
TransferCount (if you want to limit the number of transfers)  
PMAppSecurity  
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PMExpirationDate  

Promotional material. To distribute promotional material for limited use, use the following rights:  

AllowPlayOnPC  
BeginDate and ExpirationDate (to limit the time during which the license is valid)  
DeleteOnClockRollback or DisableOnClockRollback  
MinimumAppSecurity (set to a low value so that more consumers can play the Windows 
Media file)  

Rental. To let consumers play a Windows Media file for a period of time dependent on when they 
first open the file, use the following rights:  

AllowPlayOnPC  
ExpirationAfterFirstUse or ExpirationOnStore  
DeleteOnClockRollback or DisableOnClockRollback  

See Also  

Generating the Rights  
Setting Rights  
Using the Sample Pages  
WMRMRights Object  
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Generating the Rights 
Use the WMRMRights object to specify the rights you want to enable for your Windows Media files, 
and then set these rights in the WMRMLicGen object. The following example provides you with the 
Visual Basic Scripting Edition (VBScript) code you can use according to your rights scenario.  

VBScript Example 

RightsObj.MinimumAppSecurity = 1000 
RightsObj.AllowPlayOnPC = true 
RightsObj.BeginDate = "#20010101Z #" 
RightsObj.ExpirationDate =  "#20011231Z #" 
RightsObj.AllowBackupRestore = true 
RightsObj.AllowBurnToCD = false 
RightsObj.DeleteOnClockRollback = false 
RightsObj.DisableOnClockRollback = true 

Previous Next

Previous Next

Page 40 of 312Windows Media Rights Manager 9 Series SDK

4/12/2004file://C:\Documents%20and%20Settings\pelhamcd\Local%20Settings\Temp\~hh430.htm



RightsObj.AllowTransferToSDMI = false 
RightsObj.AllowTransferToNonSDMI = false 
v71rights = RightsObj.GetAllRights 
LicGenObj.Rights = v71rights 

See Also  

Setting Rights  
Using the Sample Pages  
WMRMLicGen Object  
WMRMRights Object  
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Generating and Issuing Licenses 
The basic process of issuing a license is illustrated in the following diagram. 
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1. The player sends a request for a license to Windows Media License Service.  
2. The challenge is received and put into the WMRMChallenge object, and the client information 

and content header information are processed.  
3. The WMRMRights object generates the rights to put into the license.  
4. The content header information is put into the WMRMHeader object to retrieve a key ID.  
5. The key ID and license key seed are put into the WMRMKeys object to generate the key.  
6. The individualization version number and the platform information from the client are 

determined by using WMRMLicGen.CheckClientCapability and 
WMRMLicGen.IndividualizedVersion. If the individualized version meets the requirement 
specified in the content header, the process continues. Otherwise, the process is halted, and a 
license is not issued.  

7. The client information, the rights, the key ID, and the key are put into the WMRMLicGen 
object to generate a license. The license is put into the WMRMResponse object to generate a 
response that is sent back to the requesting client and put into the license store on the 
consumer’s computer. 

For nonsilent license delivery, the license is sent to the player, and a Web page appears.  
For silent license delivery, the license is sent back to the digital rights management client. 

The following diagram illustrates the process for predelivering licenses. 
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Licenses can be predelivered using the RMGetLicense object:  

When using the GetSystemInfo method, a hidden form in a Web page sends client information 
to the Windows Media License Service. The License Service then returns a license and a new 
Web page to the consumer.  
When using the GetLicenseFromURL method, a license request is made using a background 
HTTP post. The License Service returns a license to the consumer. This method is useful for 
silent license delivery. 

Note   The RMGetLicense object cannot be used to predeliver version 1 licenses. 

The following Visual Basic Scripting Edition (VBScript) code example shows how to issue a license 
for a Windows Media file. 

VBScript Example 

<% 
Response.Buffer = True 
Response.Expires = 0 
 
' Declare variables and objects. 
Dim seed, contentowner_publickey, silent 
Dim strLicenseRequested, varHeader 
Dim kid, lResult, varKey, v71rights 
Dim varLicense, LicenseResponse 
Dim ChallengeObj, HeaderObj, KeysObj 
Dim RightsObj, LicGenObj, ResponseObj 
 
do 
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' Replace XXX with your own values. In real practice, you would  
' retrieve these values from a database. 
seed = "XXX"  ' License key seed used by the packaging server 
contentowner_publickey = "XXX"  ' Public signing key for the  
                                ' packaging server 
 
' Create objects. 
Set ChallengeObj = Server.CreateObject("WMRMobjs.WMRMChallenge") 
Set HeaderObj = Server.CreateObject("WMRMobjs.WMRMHeader") 
Set KeysObj = Server.CreateObject("WMRMobjs.WMRMKeys") 
Set RightsObj = Server.CreateObject("WMRMobjs.WMRMRights") 
Set LicGenObj = Server.CreateObject("WMRMobjs.WMRMLicGen") 
Set ResponseObj = Server.CreateObject("WMRMobjs.WMRMResponse") 
 
' Find out whether the request is for silent or non-silent delivery  
silent = true 
if (request.Form("nonsilent") <> "") then 
    silent = false 
end if 
 
' Put the license request (challenge) into the Challenge object, and then  
' extract the content header and client information from it. 
strLicenseRequested = Request.Form("challenge") 
ChallengeObj.Challenge = strLicenseRequested 
varHeader = ChallengeObj.Header 
 
' Put the content header into the Header object. Using the public key,  
' verify that the content header has not been tampered with. The header 
' is valid if the result equals 0. 
HeaderObj.Header = varHeader 
lResult = HeaderObj.Verify(contentowner_publickey) 
if (lResult = 0) then 
    ' Process for a corrupted or modified header. 
end if 
 
' Put the required individualization version from the content header  
' into the WMRMLicGen object. 
indiversion = HeaderObj.IndividualizedVersion 
LicGenObj.IndividualizedVersion = indiversion 
 
' Extract the key ID from the content header. Put the key ID and  
' license key seed into the Keys object, and then generate the key.  
kid = HeaderObj.KeyID 
KeysObj.KeyID = kid 
KeysObj.Seed = seed 
varKey = KeysObj.GenerateKey 
 
' Set the rights. 
RightsObj.MinimumAppSecurity = 1000 
RightsObj.AllowPlayOnPC = true 
RightsObj.BeginDate = "#20010101Z #" 
RightsObj.ExpirationDate =  "#20011231Z #" 
RightsObj.AllowBackupRestore = false 
RightsObj.AllowBurnToCD = false 
RightsObj.DeleteOnClockRollback = false 
RightsObj.DisableOnClockRollback = true 
RightsObj.AllowTransferToSDMI = false 
RightsObj.AllowTransferToNonSDMI = false 
v71rights = RightsObj.GetAllRights 
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' Put the license information into the License Generator object. 
' Including the following attributes is recommended. 
LicGenObj.KeyID = kid 
LicGenObj.SetKey "", varKey 
LicGenObj.Rights = v71rights 
LicGenObj.Priority = 10 
LicGenObj.Attribute("Copyright") = "copyright statement" 
LicGenObj.Attribute("Content_Type") = "audio or video" 
LicGenObj.Attribute("Author") = "artist name" 
LicGenObj.Attribute("Artist_URL") = "http://artist_web_site" 
LicGenObj.Attribute("Title") = "title" 
LicGenObj.Attribute("License_Dist") = "license issuer" 
LicGenObj.Attribute("License_Dist_URL") = "http://license_issuer_web_site" 
LicGenObj.Attribute("Content_Dist") = "content distributor" 
LicGenObj.Attribute("Rating") = "rating" 
LicGenObj.Attribute("Description") = "description" 
 
' Bind the license to the public key, and then generate the license. 
LicGenObj.BindToPubKey = contentowner_publickey 
varLicense = LicGenObj.GetLicenseToDeliver() 
 
' Use the Response object to deliver the license. If the client does 
' not allow silent license delivery, display a page (nonsilent.asp)  
' saying that a license has been delivered. 
call ResponseObj.AddLicense("2.0.0.0", varLicense) 
if (silent = true) then 
    LicenseResponse = ResponseObj.GetLicenseResponse() 
    Response.Write LicenseResponse 
else 
'  ResponseObj.ReplaceQuotesWith = """"""    ' For VBScript 
   ResponseObj.ReplaceQuotesWith = "\"""     ' For JavaScript 
   LicenseResponse = ResponseObj.GetLicenseResponse() 
%> 
<!-- #include file="Nonsilent.asp" --> 
<% 
end if 
%> 

The following page is used when licenses cannot be issued silently. 

Nonsilent.asp 

<html> 
<head> 
<script Language="JavaScript"> 
function Storev71License(hr) 
{ 
   LicenseObj.StoreLicense( "<%= LicenseResponse %>" ); 
} 
</script> 
</head> 
<body onload="Storev71License()"> 
<object classid="clsid:A9FC132B-096D-460B-B7D5-1DB0FAE0C062" height="0" 
id="LicenseObj" width="0"> 
  <embed mayscript type="application/x-drm-v2" hidden="true"> 
</object> 
You have received a license for this song. Click Play. 
</body> 
</html> 
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See Also  

Adding Attributes to Licenses  
Delivering Licenses  
Excluding Player Applications  
Issuing Licenses Based on Client Version and Individualization Information  
Programming Guide  
Redirecting Requests  
Refusing Licenses to Excluded DRM Components  
Reissuing All Licenses to a Consumer  
Requiring Kernel-Level Security (Secure Audio Path)  
Revoking Applications By Using Revocation Lists  
Revoking Packaged Files  
RMGetLicense Object  
Using the Sample Pages  
WMRMChallenge Object  
WMRMHeader Object  
WMRMKeys Object  
WMRMLicGen Object  
WMRMResponse Object  
WMRMRights Object  
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Issuing Licenses Based on Client Version and 
Individualization Information 
You can issue licenses based on the whether the digital rights managment (DRM) component of a 
consumer's player has received a security upgrade (a process known as individualization). When you 
receive a license request, retrieve the required individualization version from the content header, then 
put this value into the WMRMLicGen.IndividualizedVersion property.  

If the consumer's player meets the individualization requirement, a license is generated. If the 
consumer's player does not meet the individualization requirement and license generation fails, you 
can initiate the individualization process indirectly. This process is initiated only when a consumer 
tries to play a packaged file that requires an individualized player.  

So, when you receive a license request from a player that has not received a security upgrade (or is 
not the latest version), you can display a Web page with an embedded packaged file requiring 
individualization (for example, you can embed a very small dummy file that opens automatically). 
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After the dummy file opens, the consumer is prompted to get a security upgrade. When the consumer 
installs the security upgrade, you can continue with the license acquisition process.  

For the latest individualization version information, see the Microsoft Web site.  

The following Visual Basic Scripting Edition (VBScript) code example shows how to evaluate the 
client information. 

VBScript Example 

' Retrieve the license request from the client computer. 
  strLicenseRequested = Request.Form("challenge") 
 
' Set the license request into the WMRMChallenge object. 
  ChallengeObj.Challenge = strLicenseRequested 
 
' Retrieve the header from the challenge. 
  header = ChallengeObj.Header 
 
' Set the header into the WMRMHeader object. 
  HeaderObj.header = header 
 
' Retrieve the individualization version of the client from the 
' WMRMHeader object. 
  indiversion = HeaderObj.IndividualizedVersion 
 
'Individualized version may not exist in the content header. 
  err.clear  
 
' Set the individualization version into the WMRMLicGen object. 
  LicGenObj.IndividualizedVersion = indiversion 

See Also  

Generating and Issuing Licenses  
Keeping the License Server Version Current  
Requiring Individualized Players  
RMGetLicense.GetSystemInfo  
Simple License Generation  
WMRMChallenge Object  
WMRMLicGen Object  
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Issuing Version 1 Licenses to Macintosh Users 
The following steps describe how to issue a version 1 license to a Macintosh computer user, using the 
Windows Media Rights Manager 9 Series SDK. The files described here are included in the sample 
files saved in the ...WMRM\Samples directory included with the Windows Media Rights Manager 
SDK. 

To Issue a Version 1 License for a Macintosh User:  

1. Use Microsoft Internet Explorer to open the file Package.asp.  
2. In Version 1 license acquisition URL, enter v1LicM.asp.  
3. Complete the remaining fields.  
4. Package the content.  
5. Embed a player in the generated Web page (see the following sample code).  

How it Works 

When a client sends a challenge for a version 1 license to the server, v1LicM.asp is run This file uses 
the GenV1Lic() function to create a version 1 license object called v1licObj. The v1licObj license 
object then issues a version 1 license by calling v1licObj.IssueLicense(). The license must be stored 
in an embedded player. 

Note   Some sample pages, such as licenseM.asp (a downloaded sample page), use the following 
script syntax to store the license: 

netobject.StoreLicense("<%=strLicense%>") 

This syntax will not work on the Macintosh. Instead, you should use an embedded player to store the 
license. You can do this by replacing the previous syntax with the following code: 

<OBJECT classid=CLSID:760C4B83-E211-11D2-BF3E-00805FBE84A6 id=DrmStore> 
    <EMBED MAYSCRIPT TYPE=application/x-drm" HIDDEN="true"  LICENSE="<%=strLicense
</OBJECT> 

See Also  

Generating and Issuing Licenses  
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Requiring Kernel-Level Security (Secure Audio 
Path) 
This section describes Secure Audio Path, a feature of Microsoft Windows® Millennium Edition and 
Windows XP. Secure Audio Path is a security enhancement to the digital rights management (DRM) 
model. Secure Audio Path provides an infrastructure for maintaining encryption for digital music by 
ensuring that it reaches the DRM component of the computer kernel. By protecting digital media files 
in this way, the level of difficulty for breaking the system is increased. In addition, the Digital 
Millennium Copyright Act makes it a crime to circumvent antipiracy measures in software.  

See Also  

Generating and Issuing Licenses  
Using the Sample Pages  
WMRMRights Object  
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Understanding the Secure Audio Path Model 

Secure Audio Path (SAP) is a feature of Windows Millennium Edition and Windows XP and is an 
improvement to the digital rights management (DRM) model. In the current digital rights 
management model (used by Microsoft and all other DRM systems on the market today), when 
packaged digital music is played, the encrypted content passes to the DRM client component. The 
DRM client component verifies that the player and the component developed with the Microsoft 
Windows Media Format Software Development Kit (SDK) are valid. If they are valid, the DRM 
client component decrypts the content and sends it to the player, which then sends it to the audio 
components. At this point, the decrypted music is available to applications and plug-ins that can 
intercept the music, leaving it susceptible to tampering. The content is then passed to other system 
components until it reaches the sound card and is played.  

In the Secure Audio Path model, the DRM client component passes encrypted content to the player 
and the content remains encrypted until it reaches a DRM component in the computer kernel. Before 
decrypting and passing the content on to any other components, the DRM kernel component verifies 
that all remaining components in the path to the sound card are valid and authenticated. When this 
verification is completed, the content is decrypted and the music is played.  

The following diagram compares the current DRM model with the Secure Audio Path model.
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Viewing or Modifying the Music Signal 

In the Secure Audio Path model, applications cannot be used to modify packaged music in any way. 
For example, when an application is used to intercept a music signal, the signal sounds like random 
noise. As a result, applications used to modify signals (such as an equalizer) cannot change the sound 
of the music.  

Some applications are used to view a music signal. For example, some applications display flashing 
lights in time with the music signal, but do not modify it. To accommodate the use of such 
applications, a small part of the music is decrypted and passed in clear form with the encrypted 
content. The resulting signal is very poor (worse than telephone quality) but suffices for applications 
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used to view signals.  

Understanding the DRM Kernel Component 

The DRM kernel component provides two basic features that protect the integrity of encrypted music. 

First, the DRM client component and the DRM kernel component are in communication when a 
music file is played. This communication between components prevents anyone from tampering with 
the encrypted signal or from inserting false information. 

Second, the DRM kernel component does not decrypt the music signal until all remaining components 
are authenticated. That is, before decrypting content and passing it to the next system component, the 
DRM kernel component verifies that each remaining component in the path to the sound card (each 
component that can access the content) is certified as SAP-compliant by Microsoft. The absence of a 
certificate can indicate that the component is a false driver or in some other way suspicious. So, if any 
of the remaining components fail validation test by the DRM kernel, the signal is halted. Otherwise, if 
all components pass validation, the DRM kernel component decrypts the music and passes it to the 
next component.  

Microsoft digitally certifies drivers that pass the Windows Hardware Quality Lab (WHQL) tests for 
SAP to assure consumers that they are using the highest-security drivers. This practice is standard and 
guarantees the authenticity of components because the certificate cannot be forged, nor can the code 
be modified without destroying the certificate. To learn more about Windows Hardware Quality Labs, 
see the Windows Hardware Quality Labs page at the Microsoft Web site.  

Drivers included with Windows Millennium Edition and Windows XP are certified as SAP-
compliant. Drivers that are not signed for use with Windows Millennium Edition cannot play 
packaged files that requires both Secure Audio Path and certified drivers. All audio drivers that ship 
with Windows XP are signed for Secure Audio Path. Driver manufacturers can reissue updated 
versions of their drivers that are signed by WHQL, and publish them on the Internet for consumers to 
download. 

Disabling Digital Output 

You can also use Secure Audio Path to disable digital output on audio cards. By using this feature, 
content owners can disable digital output by setting a parameter in licenses for their music. If this 
parameter is set, Secure Audio Path forces the sound card to disable its digital output capability when 
playing packaged music. Users can listen to decrypted music, but they cannot make copies. If you do 
not use this feature, consumers can make a perfect digital recording of packaged music. 

Driver Security Level 

Each SAP-compliant audio driver has a security level and content owners can specify the minimum 
security level a driver must have to play their packaged files.  

© 2000-2003 Microsoft Corporation. All rights reserved.  
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Using Secure Audio Path 

You can choose how to implement Secure Audio Path (SAP) by enabling different features, as 
described in the following table. 

 
To accommodate different DRM scenarios, you can enable different business models. When you 
receive a license request, determine whether it is from a computer that supports Secure Audio Path. 
Use the WMRMChallenge.CheckClientCapability property by using SAPMode as a parameter 
value, as shown in the following example: 

bSupportSAP = Challenge.CheckClientCapability("SAPMode") 
if (bSupportSAP = true) then 
    ' The client supports Secure Audio Path. 
Endif 

If you want extremely secure digital media files, you might issue licenses only to computers that 
support Secure Audio Path, and then in the license require Secure Audio Path mode 1 or higher. 
Another option is to charge different rates depending on the consumer’s operating system; for 
example, you can charge less for licenses that are issued to computers that support Secure Audio Path. 
You have great flexibility in determining the business model you want to use. 

Previous Next

SAP level SAP 
required

Drivers 
verified

Digital 
output  
disabled

Secure Audio Path is not required. Content works on 
Microsoft Windows® 98, Windows NT® version 4 (with 
Service Pack 6), Windows 2000, and Windows Millennium 
Edition.

No No No

This level is the weakest, but permits a larger number of 
consumers initially. This mode enables you to secure your 
files beyond the player, but is the best chance that consumers 
will have the necessary software components to play files. 
Supported on Windows Millennium Edition and Windows 
XP.

Yes No No

This level ensures that consumers are using SAP-certified 
drivers. Supported on Windows Millennium Edition and 
Windows XP.

Yes Yes No

This level currently offers the highest level of security. 
Supported on Windows Millennium Edition and Windows 
XP.

Yes Yes Yes
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Note   Computers that support Secure Audio Path can also play Windows Media files that do not 
require Secure Audio Path; this feature is only implemented when required by a license. 

In addition to enabling different SAP features, you can specify the minimum security level that 
drivers are required to have. Each signed audio driver has a security level, and content owners can 
specify the minimum security level a driver must have to play their packaged files. Use the 
varMinDriverSecurity parameter of the WMRMRights.SetSAPMode method. The operating system 
determines the security level of the drivers, as described in the following table. 

 
See Also  

Requiring Kernel-Level Security (Secure Audio Path)  
WMRMChallenge.CheckClientCapability  
WMRMRights.SetSAPMode  
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Excluding Player Applications 
License issuers can exclude specific player applications from playing their 
packaged Windows Media files. When generating a license, the license issuer specifies one or more 
players to exclude. These players do not have to be revoked (known by Microsoft to be damaged or 
corrupted) to exclude them, but they do have to be based on Windows Media Format 7.1 SDK or 
later. Also, the choice of players to exclude does not have to be the same for all licenses.  

For example, PlayerABC is popular among Internet users, but is not very secure. A content owner 
wants their music to reach the largest audience, yet at the same time maintain security. Security is the 
first priority for a portion of the content owner's inventory, so the content owner has the license issuer 
exclude PlayerABC in the licenses for those files. The second priority for the content owner is a wide 
distribution of the rest of the packaged files, so PlayerABC is not excluded in obtaining those 
licenses. 

If a consumer tries to use an excluded player, two situations can occur:  

The consumer does not yet have a license, and the license acquisition URL is opened. The 

Platform SAP-compliant driver security level

Windows Millennium Edition 1100

Windows XP 1200
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license issuer detects that the consumer is using a player that is excluded for that particular 
packaged file. The license issuer displays a page informing the consumer that their player 
cannot play the file, and provides a link to a page where the consumer can download a player 
that can play the file.  
The consumer already has a license for the packaged file. Perhaps the license was issued when 
the consumer was using a different player, or the license issuer does not try to detect which 
player the consumer is using and issued a license anyway. The excluded player cannot play the 
file, so the license acquisition URL is opened (see the previous bulleted item).  

You can implement application exclusion in different ways. For example, if you issue licenses in 
response to requests, you can find out first whether the request is coming from a player that has been 
excluded and whether the player even supports application exclusion, and then issue a license 
accordingly. If you predeliver licenses, you must specify in the license which players to exclude. 

To find out whether the player application supports application exclusion, use the 
WMRMChallenge.CheckClientCapability property by using ApplicationExclusion as a parameter 
value, as shown in the following example: 

bSupportAE = Challenge.CheckClientCapability("ApplicationExclusion") 
if (bSupportAE = true) then 
    ' The player supports exclusion. 
endif 

To detect whether a license request is from an excluded player, retrieve the SUBJECTID2 attribute 
from the WMRMChallenge.ClientAttribute property. For example, you can respond to a license 
request from an excluded player by displaying links for downloading different players. 

sLicRequest = request.Form("challenge") 
ChallengeObj.Challenge = sLicRequest 
sAppID  = ChallengeObj.ClientAttribute("SUBJECTID2") 
    if (sAppID = 123) then 
        ' The player is excluded. 
    end if 

In the license, use the WMRMRights.ExcludeApplication method to specify the application ID for 
which players to exclude. For example, the following code shows how to exclude two players: 

Set RightsObj = Server.CreateObject("WMRMobjs.WMRMRights") 
RightsObj.ExcludeApplication(123) 
RightsObj.ExcludeApplication(456) 

See Also  

Generating the Rights  
WMRMRights Object  
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Refusing Licenses to Excluded DRM 
Components 
To ensure that licenses are not issued to player applications using DRM components known to be 
damaged or corrupted, Windows Media Rights Manager SDK posts a DRM component exclusion list 
that you must install on the computer running Windows Media License Service. This exclusion list 
contains the public keys of those DRM components known to be damaged or corrupted.  

The license issuer can detect when a license request is coming from a player using an excluded DRM 
component, and refuse to issue the license. The license issuer can also display a Web page where the 
consumer can install a new player or upgrade their current player to a version that is acceptable.  

To detect whether a license request is coming from a player using an excluded DRM component, use 
the WMRMLicGen.IsClientExcluded property. Revoking players by using revocation lists is 
similar, except that rather than preventing a consumer's player from playing any packaged files 
(including ones that were acquired before the player was revoked), refusing a license to a player with 
an excluded DRM component simply prevents the consumer from playing new packaged files on the 
player. The player itself is not affected.  

To install the latest DRM exclusion list for each computer that runs Windows Media License Service 
(licensing server), go to the Microsoft Web site http://licenseserver.windowsmedia.com/, and then 
click Download the latest License Service Information. It is recommended that you automate this 
process to occur periodically. 

See Also  

Revoking Applications By Using Revocation Lists  
WMRMLicGen.IsClientExcluded  
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Revoking Packaged Files 
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Content owners have the ability to revoke licenses for their own packaged Windows Media files 
(thereby revoking the content), provided the WMRMLicGen.BindToPubKey method was used 
when generating these licenses.  

Note   The BindToPubKey property is now required when generating licenses, but was optional for 
Windows Media Rights Manager 7 SDK.  

Content revocation can be initiated only by the content owner, who generates a string based on their 
public and private signing keys. The license issuer includes the string in all licenses from that point 
forward.  

You can include a content revocation string in any license. Whenever a consumer's player opens a 
license containing the string, licenses for all packaged files by the content owner in question are 
revoked and consumers can no longer play the files. If a consumer tries to play one of the revoked 
packaged files, the license acquisition URL opens because the license is rendered invalid. The content 
owner and license issuer are then responsible for providing information for consumers about the 
content revocation, (for example, help them get new versions of the revoked content). Unlike 
application revocation, which is managed by Microsoft, content revocation is a process that is 
completely managed by a content owner and anyone with whom they have a business relationship. 

To revoke content, the content owner uses the WMRMTools.GenerateContentRevocation method 
to generate the content revocation string to include in licenses. This XML string is based on the 
content owner's signing keys, so licenses for packaged files signed with this key pair will be revoked. 
Then, the content owner sends this string to the license issuer (for example, in an e-mail message or 
on a floppy disk). The license issuer uses the WMRMLicGen.AddContentRevocation method to 
add this string to licenses. Later, a new pair of public and private signing keys should be generated by 
usi ng the WMRMKeys.GenerateSigningKeys method and the content owner should repackage the 
content. 

See Also  

WMRMLicGen.AddContentRevocation  
WMRMTools.GenerateContentRevocation  
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Revoking Applications By Using Revocation 
Lists 
To ensure that players known to be damaged or corrupted cannot access packaged files, Windows 
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Media Rights Manager SDK posts a revocation list that you must install on each licensing server. This 
revocation list contains all the application certificates of those players known to be damaged or 
corrupted. To install the latest revocation list on a licensing server, go to the Microsoft Web site 
http://licenseserver.windowsmedia.com/ from that computer, and then click Download the latest 
License Service Information. It is recommended that you automate this process to occur 
periodically. 

This revocation list is then included in all licenses you issue, and then the list is stored on the 
consumer's computer in a secure storage area. When a player receives a new license, the 
DRM component of the player compares the revocation list in the license to the local list. If a newer 
one is found, the new revocation list is stored on the computer.  

Whenever a consumer plays a packaged Windows Media file, the player is checked against the 
revocation list. If the application certificate of that player is revoked, the player cannot play that 
packaged file or any other packaged files.  

Note   Your privacy statement should mention that revocation lists are stored on consumers’ 
computers in addition to licenses. 

See Also  

Generating and Issuing Licenses  
Setting Up Windows Media Rights Manager 9 Series SDK  
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Adding Attributes to Licenses 
You can add attributes to a license just as you do to content headers to provide additional information. 
This information can be used in the future for other features. For example, currently applications do 
not provide a way for consumers to view the conditions and attributes in a license; however, this 
feature might be available in the future, so adding attributes now would ensure that this information 
would be available at that time.  

It is highly recommended that, at a minimum, you add the following attributes to each license by 
using the Attribute property of the WMRMLicGen object:  
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Attribute Description

Copyright Copyright
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See Also  

Generating and Issuing Licenses  
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Delivering Licenses 
Depending on your business model and the consumer experience you want to achieve, you can issue 
licenses to consumers by using the following methods:  

Predelivery. This method delivers a license before the packaged file is played, so consumers 
are not required to follow additional steps to acquire a license after acquiring a Windows Media 
file. For example, a consumer selects a song and purchases it, and then a license is issued. Then 
the consumer downloads the song and can play it immediately. You can also use this method 
for streaming; you issue a license when a consumer selects a Windows Media file to listen to, 
and then you stream the content. 

Note   The consumer must have a version 7 or later-enabled player for predelivery. Version 1 
licenses cannot be predelivered using the RMGetLicense object, but there is a workaround that 
involves using an embedded player in a Web page. For more information, see the Windows 
Media Developer Center at the Microsoft Web site. 

License request delivery. This method delivers a license in response to a license request, 
which is made by the consumer’s player (the consumer is trying to play a Windows Media file 

Content_Type Content type (such as music or video)

Author Author or artist name

Artist_URL Artist Web site URL 

Title Title 

License_Dist License distributor or issuer

License_Dist_URL License distributor URL 

Content_Dist Content distributor 

Rating Rating

Description Description
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for which there is no license). This method was used in Windows Media Rights Manager 
version 1. Licenses can be delivered either nonsilently or silently: 

Nonsilent license delivery. When a license is requested, 
Windows Media License Service prompts the consumer for some information. For 
example, a Web site might require the consumer to provide an e-mail address or make 
payment in exchange for a license.  
Silent license delivery. Windows Media License Service has the information it needs 
and can issue the license without prompting the consumer. For example, previously the 
consumer might have registered or paid a subscription fee, or Windows Media License 
Service might not require anything in exchange for the license. 

Note   Because consumers are not aware of the license acquisition process, it is strongly 
recommended that you do not silently charge payment in exchange for a license. If you 
require payment, you should use the non-silent delivery method and inform consumers 
when you charge them. 

Version 1 and 7.1 license delivery. This method accommodates those consumers who have 
players that support only Windows Media Rights Manager version 1. 

If a consumer is using a version 7 or later-enabled player, both version 1 and 7.1 and 
version 7.1 licenses are issued. So, the consumer can then play the Windows Media file 
on a version 7 or later-enabled player and a version 1-enabled player.  
If a consumer is using a version 1-enabled player, which requests a license from the 
version 1 license acquisition URL stored in the Windows Media file, only a version 1 
license is issued.  

See Also  

Complex License Generation  
Generating and Issuing Licenses  
Predelivering a License By Using the GetLicenseFromURL Method  
Predelivering a License By Using the GetSystemInfo Method  
Simple License Generation  
Using the Sample Pages  
WMRMChallenge Object  
WMRMLicGen Object  
WMRMResponse Object  
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Redirecting Requests 
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You can redirect requests for licenses to a different server after the initial request is received by your 
licensing server. 

The digital rights management (DRM) component calls the Wininet API to send an HTTP request 
message to the Windows Media License Service, which receives the request along with other 
information, such as the challenge. At this point, you can redirect the request to go to a different page 
to get the license, which is a feature that is supported by HTTP. For example, in Microsoft Internet 
Information Services (IIS), you can use the Response.Redirect(URL) method to redirect the request 
to a URL. Wininet calls a new URL, but this URL does not get the parameters that were included with 
the original request. Unless the Response.Redirect(URL) method can package the parameters in the 
redirected request, the new URL does not get the information. 

If your licensing server uses IIS version 5.0, you can use the Server.Transfer method to redirect the 
request. The redirection occurs on the server side and the parameters are preserved. If the license 
request is for nonsilent license acquisition, you can send any HTML page in the request. For example, 
you can send a page that has a form with the original parameters from the DRM component, which 
can be posted automatically when the page is loaded; the page is redirected but without using an 
HTTP redirect. 

See Also  

Delivering Licenses  
Generating and Issuing Licenses  
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Reissuing All Licenses to a Consumer 
You can reissue all licenses that you have previously issued to a consumer. For example, a 
consumer’s computer might have been damaged or replaced, and the consumer might want to recover 
all licenses issued from your site. If you do not allow the right to back up and restore licenses (
license management), the only way for a consumer to recover licenses is for your site to reissue them. 
You can set your own policy for reissuing licenses; for example, you might limit the number of times 
you reissue licenses to each consumer.  

For each license transaction, you must record a customer ID and key ID for which the license was 
issued, and the rights if you want to reissue the same type of license.  

See Also  

Generating and Issuing Licenses
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Using the Sample Pages  
WMRMChallenge Object  
WMRMLicGen Object  
WMRMResponse Object  
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Keeping the License Server Version Current 
The license server stores a list of acceptable client security component versions in its registry. If these 
keys have not been updated and a client with a newer security version attempts to acquire a license, 
the request will fail with the error DRM_E_LIC_UNAUTHORIZED_DRM_CLIENT. To prevent this 
error, the license server administrator must make sure that the server has the most current security 
versions and keys in its registry. This information can be updated automatically at the Microsoft Web 
site, or it can be updated manually by modifying the registry. Updating this information will prevent 
you from issuing licenses to clients with old security components. 

Important   It is strongly advised that you update the security versions automatically at the Microsoft 
Web site. Because version numbers are periodically updated, the registry values in the previous 
procedure may no longer be valid. The registry values shown in this section may change as future 
versions of the security components are released. 

To update the registry automatically  

1. On the computer running the license server, type the following URL: 
http://licenseserver.windowsmedia.com/  

2. Click Download the Latest License Server Information to update the registry entries 
automatically.  

To update the registry manually  

1. Browse to the following path in the registry: 
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\WM Rights 
Manager\LicenseServer\VerificationKeys  

2. Change the value of the registry key 2.1.0.0 in this path to:  
WRZPSd6hM7Q9ZakF9NO3ydZA7UN888SR*!j!cH!wrd18zsbXVdR4fy==  

3. Change the value of the registry key 2.1.0.1 in this path to:  
WRZPSd6hM7Q9ZakF9NO3ydZA7UN888SR*!j!cH!wrd18zsbXVdR4fy==  

4. Create a new registry key named 2.2.0.1 and set its value to:  
WRZPSd6hM7Q9ZakF9NO3ydZA7UN888SR*!j!cH!wrd18zsbXVdR4fw==  
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The following table shows a complete list of name value pairs in the registry path shown previously. 
The name represents the license version, and the value represents the license key for that version. 
Values will not change, but future values may be added. Note that the registry keys 2.1.0.0 and 2.1.0.1
are invalid, but are useful entries to have because they allow the server to choose the proper error 
code. 
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Best Practices 
The following list contains suggestions to help you deploy a Windows Media Rights Manager system. 
When creating a solution by using the Windows Media Rights Manager SDK, security should be a 
paramount goal and is not limited to these suggestions. 

Security  

For very secure files, issue only version 7.1 or later licenses. However, version 7.1 licenses can 
only be interpreted by players that support Windows Media Rights Manager version 7.1 or 
later, such as Windows Media Player 7.1.  
Version 7.1 and later licenses let you use features that increase security such as 
individualization and Secure Audio Path.  

Version 1 Support  

For backward compatibility, include version 1 and 7.1 information when packaging your files, 
and then issue version 1 and 7.1 licenses for them. 

Registry 
Key

Key Value

0.1.0.0 ZHyme!DRoiebD8uLV3V2UEbUkhd8pDjcCeVsS8P8V3u3B0i5RVpFcA==

0.1.0.2 FiLzeUi!jkNCFzhKaQQh5v0J1jAyq5mDc6F9P2JUFALIasYmYQ!5aA==

0.1.0.3 mpkrB5kvgOd0iwwv1zsgcNflD0PEITMglW7mN9zN3FngV9!cnRvtQw==

2.0.0.0 XVEsJxPWYxSbiKqOcy9htr1iqgPgP3OnBJ0cbTTO4Fg50qtpS0alUQ==

2.1.0.0 WRZPSd6hM7Q9ZakF9NO3ydZA7UN888SR*!j!cH!wrd18zsbXVdR4fy==

2.1.0.1 WRZPSd6hM7Q9ZakF9NO3ydZA7UN888SR*!j!cH!wrd18zsbXVdR4fy==

2.2.0.1 WRZPSd6hM7Q9ZakF9NO3ydZA7UN888SR*!j!cH!wrd18zsbXVdR4fw==
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Version 1 licenses should be simple (allow play), but you can use more complex features in the 
version 7.1 licenses.  
Windows Media License Service version 1 was changed so that you can extract values from the 
registry (the same values used for version 7.1 of License Service) rather than reading these 
values from a database. For more information, see Supporting Windows Media Rights Manager 
1.  

License Key Seed  

Use the GenerateSeed property of the WMRMKeys object to generate your license key seed.  
Ensure that you use strong security when you store your license key seed; if the license key 
seed is compromised, so is your content.  
Change the license key seed regularly.  
When exchanging the license key seed between the content packager and license issuer (these 
functions should be performed on different servers), be extremely careful in not compromising 
the license key seed by using a secure method of delivery and information exchange.  
License Services can manage different license key seeds for different content packagers.  

Keys  

Use the WMRMKeys object to generate key IDs and keys.  

Rights  

By default, the right AllowBurnToCD is allowed. However, when 
packaged Windows Media files are copied to a CD, they are no longer protected. You should 
not allow this right if you do not want your packaged files to be copied to a CD.  
For any licenses that allow counted operations (Playcount, BurnToCDCount, and 
TransferCount) or set an expiration period, you should not allow the right 
AllowBackupRestore because restoring the license also restores the original values of the 
operations and expiration.  

Attributes  

Add attributes to the content headers and licenses. For a list of recommended attributes, see 
Adding Attributes to the Content Header and Adding Attributes to Licenses.  

Content IDs  

Include unique content IDs in content headers. Use the GenerateKeyID property of the 
WMRMKeys object to generate your content IDs.  

License Management (Backup and Restore)  

The license management feature is designed to create a good experience for consumers when 
backing up and restoring licenses. The Microsoft License Management Service that manages 
this feature provides business rules to prevent abuse of content. You can implement a different 
solution for consumers to recover licenses, but it might less appealing to consumers.  

Individualization  
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For the latest information about individualization (such as the current individualization version 
number), see the Microsoft Web site.  
Do not issue version 1 licenses for packaged files that require individualization.  

Secure Audio Path  

To use this feature, the player that is included with Microsoft® Windows® Millennium Edition 
must be upgraded before it can play packaged files requiring Secure Audio Path. Check the 
challenge to ensure that the player has been upgraded to a version greater than 204, which is 
determined by checking SUBJECTID1. If the player has not been upgraded, redirect consumers 
to a download location to obtain a newer player.  

Windows 2000  

Use strong network security for servers on the Internet, which might include using firewalls and 
routers for increased security and scalability.  
Use strong passwords.  
Ensure you have physical security for your servers.  

Encoded Files  

If you have digital files that were encoded with an ACM codec, they must be re-encoded using 
one of the supported codecs. For more information about supported codecs, see Creating 
Packaged Windows Media Files.  

See Also  

Programming Guide  
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Implementing Different Business Models 
You can use Windows Media Rights Manager SDK to implement various business models that enable 
consumers to acquire and play your packaged Windows Media files in different ways. This section 
provides examples and tips on implementing some of the most common business models, such as:  

A subscription service in which consumers pay a periodic fee to access your digital media 
inventory.  
A streaming Web site that lets consumers access your digital media inventory by streaming 
content rather than downloading it, maintaining security at the same. 
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A super distribution model in which consumers help increase the distribution and sales of 
packaged files by sharing them with other consumers.  

See Also  

Common Business Scenarios  
Creating a Subscription Service  
Programming Guide  
Streaming Secure Files  
Taking Advantage of Super Distribution  
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Creating a Subscription Service 
By using a digital rights management (DRM) system like Windows Media Rights Manager, you can 
provide content to consumers through a subscription service. Rather than selling individual digital 
media files, you can charge consumers a fee to access your inventory. At the same time, you can 
ensure your digital media files are secure.  

The following example illustrates one way a subscription model could work: 

A distributor operates a music Web site and sets up a subscription model. Consumers pay a monthly 
fee of $10 for unlimited access to the songs on this Web site. Songs can be streamed or downloaded. 
For example, after streaming a song, a consumer can download it and play it later while not connected 
to the Internet. At the end of one month, all licenses expire. Consumers who renew their subscriptions 
receive new licenses for songs that were downloaded and can continue to access the music on the 
Web site. Consumers who do not renew their subscriptions are not able to continue playing any files. 

A subscription model can be very flexible and you can set it up differently depending on your needs.  

See Also  

Choosing the Rights to Allow in Licenses  
Deciding How and When to Issue Licenses  
Determining Your Policies on Reissuing Licenses  
Including Additional Information with Your Digital Media Files  
Increasing the Security of Your Files  
Issuing the Same License For All Digital Media Files  
Providing Digital Media Files for Downloading, Streaming, or Both  
Providing Information to Subscribers
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Reissuing Licenses When Subscriptions Are Renewed  
Setting up the License Acquisition URL  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

Including Additional Information with Your Digital Media Files 

You can make a subscription service more compelling by including metadata with your digital media 
files. The Windows Media Download (WMD) format enables you to do this. For example, you can 
use a .wmd file to distribute a virtual album that contains all of the songs from the album as packaged 
Windows Media files. The .wmd file could also include the album’s cover art, an artist profile, liner 
notes, synchronized lyrics, a playlist, and links to related Web sites. For more information about 
WMD format, see the Microsoft Web site.  

See Also  

Creating a Subscription Service  
Useful Tools  
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Providing Digital Media Files for Downloading, Streaming, or Both 

You can allow consumers to download your digital media files so that consumers can play these files 
when their computers are not connected to the Internet. You can stream files if you do not want 
consumers to have their own copies—or if you want to encourage consumers to visit your site each 
time to access files. You can also provide both options.  

Regardless of your choice, your files are protected because you packaged them. Applications are 
available that allow consumers to capture a stream and save it to disk, but packaged files remain 
encrypted and protected by licenses even if they are saved from a stream.  

See Also  
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Creating a Subscription Service  
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Issuing the Same License For All Digital Media Files 

Just as a single key can unlock more than one door, licenses can unlock more than one digital media 
file. You can issue one license for each digital media file, or you can issue a single license for several 
files. For example, you could issue a single license for all of the songs on the same album, or you 
could issue a single license to unlock all of the digital media files in your subscription service.  

When using a single license for multiple files, each file must use the same encryption key. You can 
specify this key when you package your files. However, you can achieve greater security when you 
use a different key (and therefore a different license) for each file. 

See Also  

Creating a Subscription Service  
Generating Key IDs, Keys, and Content IDs  
Generating Keys  
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Choosing the Rights to Allow in Licenses 

This topic provides guidelines for setting rights for digital media files that are available for download, 
for streaming, and for files based on Windows Media Rights Manager 1. 

Rights for Downloaded Packaged Files 

Use the following guidelines when setting rights for digital media files that you provide for download: 

Set an expiration date. For example, set licenses to expire at the end of each month. The 
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expiration date might also include a few extra days for late payment.  
Allow unlimited play (rather than limiting the number of times a file can be played).  
Allow or disallow transfer of files to a portable device, depending on how strictly you want to 
restrict playback of expired files. At this time, many portable devices do not enforce expiration 
dates. That is, if a license for a digital media file expires, the consumer cannot play it on his or 
her computer. But if the file is transferred to a portable device, the consumer could play the file 
after the expiration date. 

If you do allow transfer of files to portable device, you can restrict the number of transfers that 
are allowed. 

Do not allow files to be copied to CD. Packaged files that are copied to a CD are no longer 
secure.  
Do not allow the back up and restoration of licenses. The backup and restore feature is 
primarily for those consumers who purchase digital media files and want to have backups of 
their licenses. You should set up a different method of reissuing licenses to those consumers 
who lose their licenses.  

The following code is an example of how you might specify rights for a subscription service that 
allows downloads: 

With rightsObj 
.AllowPlayOnPC = true 
.ExpirationDate = "#20001201Z#"  
.AllowBackupRestore = false  
.AllowBurnToCD = false  
.DisableOnClockRollback = true  
.MinimumAppSecurity = 450  
.AllowTransferToSDMI = false  
.AllowTransferToNonSDMI = false  
End With 

Rights for Streamed Packaged Files 

Use the following guideline when setting rights for digital media files that you stream:  

Set an expiration date. Applications are available that allow a consumer to save a streamed file 
to their computer. If you do not want consumers to be able to play saved copies of your files, 
set an expiration date (such as the next day). This date ensures that the consumer can play the 
digital media file as it is streamed, but cannot play a saved stream past the expiration date you 
set.  

Rights for Files Packaged with Windows Media Rights Manager 1 

If you issue version 1 licenses, you must set rights differently. Another point to consider is that the 
technology in Windows Media Rights Manager SDK offers greater security and improved 
revocation—features such as Secure Audio Path and Individualization are not available in version 1, 
nor are rights such as DisableOnClockRollBack.   

Set rights using the varRights parameter of the LicenseGenerator.IssueLicense method. This 
parameter is a set of two 32-bit arrays (four bytes each). To allow the right to play the file (and 
disallow all other rights), the first byte in each array is set to 5. The following code sample 
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shows how the sample page Getlic.asp could be modified: 

rights(0) = 5 
rights(1) = 0 
rights(2) = 0 
rights(3) = 0 
 
rights(4) = 5 
rights(5) = 0 
rights(6) = 0 
rights(7) = 0 

Expiration is set by using the varNumDaysToExpiry parameter of the 
LicenseGenerator.IssueLicense method. You cannot specify an expiration date, but rather an 
expiration period in days. The expiration date is then calculated when the license is issued, 
according to the issue date of the license. For example, set this value to 30 if you want licenses 
to expire 30 days after they are issued.   
The minimum application security level for players is set by using the varMinClientSecurity 
parameter of the LicenseGenerator.IssueLicense method.  

For an example of how the LicenseGenerator.IssueLicense method is used, see the sample page 
Getlic.asp, which is included with Windows Media Rights Manager 1.   

See Also  

Creating a Subscription Service  
Setting Rights  
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Deciding How and When to Issue Licenses 

You can issue licenses for files in different ways. You first need to decide whether you issue licenses 
for only those items that are downloaded or streamed, or for all your digital media files at once. For 
example, you can issue a license for a digital media file when the consumer downloads it. Or, if your 
inventory of digital media files is not very large, you might issue licenses for all available files when a 
consumer first subscribes to your site.  

Note   For player applications based on Windows Media Format 7 SDK, there is a limitation to the 
number of licenses you can issue with one call to the RMGetLicense.StoreLicense method (the 
approximate limit is 10 licenses). To avoid this problem, you can detect which application is sending 
a request and issue licenses accordingly.
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The next decision is how you want to issue licenses. Predelivery is usually the least obtrusive method 
for consumers. This method lets you deliver the license before a packaged file is played. When 
licenses are predelivered, the consumer always has both a packaged file and its license, so the 
additional license acquisition step is not necessary. For example, if a consumer selects a song to 
download, you could predeliver the license while the file is being transferred. Or, for streamed files, 
you could predeliver the license before the file begins to stream.  

See Also  

Creating a Subscription Service  
Generating and Issuing Licenses  
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Reissuing Licenses When Subscriptions Are Renewed 

When a consumer renews a subscription, it is important to continue your service without interruption 
or inconvenience to the consumer. Therefore, to renew a subscription, you can simply reissue updated 
licenses for the files the consumer has already downloaded—you might do this when the consumer 
pays for the subscription renewal, for example. Otherwise, the consumer will not be able to continue 
to play the files from the previous subscription period, without connecting to the Internet first to 
reacquire those licenses.   

For example, Fred and Pat subscribe to your Web site and each download 10 songs. One month later, 
the licenses for these songs expire. Fred renews his subscription and at that time your site reissues the 
10 licenses with a new expiration date. Fred continues to play these songs, and is unaware of the 
licensing process. However, Pat does not renew her subscription. When she tries to play a song she 
downloaded previously, a Web page (specified by the license acquisition URL) is displayed to tell her 
that she must renew her subscription before she can play the song.  

See Also  

Creating a Subscription Service  
Generating and Issuing Licenses  
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Previous Next

Previous Next

Previous Next

Page 70 of 312Windows Media Rights Manager 9 Series SDK

4/12/2004file://C:\Documents%20and%20Settings\pelhamcd\Local%20Settings\Temp\~hh430.htm



Determining Your Policies on Reissuing Licenses 

When you provide files for consumers to download, you need to consider different policies for your 
subscription service, such as whether to reissue licenses that have been lost, and whether to issue 
multiple licenses for the same file. These questions are closely related and apply to a variety of 
situations.  

The following scenarios demonstrate some possible licensing situations, using the example of a music 
Web site:  

Scenario 1. A subscriber buys a new computer in the middle of a subscription period. She tries 
to download her favorite songs again from the music Web site. She needs new licenses because 
the original licenses are on her previous computer.  
Scenario 2. A subscriber reinstalls the operating system on his computer during a subscription 
period. He needs new licenses because all licenses that were previously issued are no longer 
valid.  
Scenario 3. A subscriber wants to listen to songs on multiple computers. She logs on to the 
music Web site from work and downloads a number of songs. Later, she copies the files to a 
disk, takes them home, and tries to play them. She needs a new set of licenses to play these 
songs on her home computer.  
Scenario 4. A subscriber shares his name and password for the music Web site with his friends, 
who each try to log in and download songs from the site. Each friend needs his own licenses to 
play these songs.  

In each scenario, the basic question is the same: will you reissue licenses that the consumer has 
already received? In scenarios 1 and 2, the request for new licenses is legitimate—the subscriber 
simply lost licenses that were acquired legitimately and wants them replaced. Scenario 3 is a matter of 
policy; will you allow subscribers to play your digital media files on several different computers? You 
might not want to allow the request for additional licenses in scenario 4, but, in practice, this scenario 
might be difficult to distinguish from scenario 3.  

One possible solution for addressing all scenarios is to track which licenses are issued to a subscriber 
and the number of times they are issued within a subscription period. Then, set a limit on the number 
of licenses that can be issued for a given file. This limit allows the subscriber to play your digital 
media files on different computers and to receive new licenses when the original ones are lost, while 
restricting him or her from sharing files with friends. 

Another issue to consider is how you will reissue these licenses to subscribers. In scenario 1, you 
could deliver licenses when the files are downloaded again. In scenarios 2 and 3, the consumer 
already has the files, but no licenses, so you could reissue a license each time the subscriber tries to 
play each file by using the license acquisition URL in the file to trigger the process. However, if your 
subscribers are not connected to the Internet while playing each item, they will not be able to acquire 
the necessary licenses. Another possibility is to provide an option on your Web site that lets the 
subscriber receive all of the licenses on their current computer.
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See Also  

Creating a Subscription Service  
Generating and Issuing Licenses  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

Setting up the License Acquisition URL 

In the subscription business model, there are different situations that direct a consumer to your Web 
page referred to by the acquisition URL:  

The consumer has not renewed his or her subscription and is trying to play files for which the 
licenses have expired.  
The consumer has copied the files to a different computer and is trying to play them.  
The consumer has reinstalled the operating system on his computer and licenses are no longer 
valid.  
The consumer sent copies of the packaged files to friends, who are trying to play the files.  

The license acquisition URL that you display should provide information for these situations. For 
example, this Web page might explain how the consumer can subscribe to your site, renew a 
subscription, or request new licenses.  

If a consumer shares files with a friend, you can track where the file originated—for example, to 
redirect the friend to the appropriate vendor. For more information, see Taking Advantage of Super 
Distribution. 

See Also  

Creating a Subscription Service  
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Increasing the Security of Your Files 

In addition to the protection you receive by packaging and licensing your files, Windows Media 
Rights Manager provides added security through features such as individualization and Secure Audio 
Path.  

See Also  

Creating a Subscription Service  
Issuing Licenses Based on Client Version and Individualization Information  
Requiring Individualized Players  
Requiring Kernel-Level Security (Secure Audio Path)  
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Providing Information to Subscribers 

You will need to tell your subscribers about your services and policies, but in particular you might 
want to inform them that files they download from your subscription service remain on their 
computer, even when the licenses expire. Therefore, consumers should delete the files (usually files 
with a .wma file name extension) when their subscription expires to free up hard disk space.  

See Also  

Creating a Subscription Service  
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Streaming Secure Files 
You can provide music and video to your consumers in different ways. In addition to letting 
consumers download digital media files, you can also stream them. Streaming content is a good 
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choice when you want to make it available but you do not want to give copies of it to consumers. 
Streaming also forces consumers back to your Web site to play your digital media files, which is 
advantageous when you want to make sure that consumers see branding, advertisements, and other 
information on your site.  

However, streaming digital media files rather than providing them for download does not necessarily 
ensure that the files are secure. Several programs are currently available that allow a consumer to 
capture an audio or video stream and save it to a file on their computer. Consumers can then play the 
resulting digital media file at any time and share it with other people. To ensure that your audio and 
video content is secure and protected, package your digital media files first, and then stream them.  

Streaming packaged files provides several solutions to ensure security:  

If consumers save streamed files to their computer, the file remains protected; that is, 
consumers must have a license to play the saved stream.  
Because a license is required to play a packaged file, even if consumers share a saved stream 
with others, those people cannot play the file without first obtaining a license.  
You can provide a URL in the packaged file so that when consumers try to play a local copy of 
it and do not have a license, they are redirected to a Web site from which they can obtain a 
license. For example, you might display a page with information about the particular song or 
video, or redirect consumers to a location from which the file can be streamed again.  

After packaging your files, you can set up your Web site to stream them and to deliver licenses for 
them. You must consider how you want to issue licenses, what rights you want to allow, and also 
which URL to display if a consumer saves a streamed file and then tries to play it. 

This SDK provides many methods for issuing licenses, but perhaps the best way for a streamed file is 
to predeliver a license; that is, to issue the license after a consumer selects the digital media file they 
want to play, but before it is streamed. For example, a consumer selects a song to play, you issue a 
license, and then stream the song. A predelivered license provides the best experience for consumers 
because they are not aware of the licensing process; users simply select a file that is then streamed to 
their players. 

You must also consider the rights you want to allow for your packaged digital media files. For 
streaming files, you should allow the right to play the file. Because consumers can save the stream to 
their computer, you might limit the rights you allow. For example, you might allow only one 
playback, which is the minimum right consumers need to play a stream. If consumers save the stream 
and try to play the resulting file on their computer, the license does not allow further playback.  

After you have established a delivery method and set the rights for a file, you should specify a license 
acquisition URL to display when consumers try to play a packaged file for which there is no valid 
license (or when they try to play a saved stream with a license that does not allow further playback). 
This URL typically displays a Web site where the consumer can acquire a license. However, for 
streamed files, you might specify a URL that points to a registration page on your Web site. Or you 
might display a page with information that tells consumers that they cannot play a local copy of your 
digital media stream and must instead play it from your Web site.  

The following packaging and licensing configuration is one possibility for streaming. 

Packaging  
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Encrypt all of your digital media files, regardless of whether you stream them or provide them 
for download.  
Set the license acquisition URL in each content header to a page that is worded specifically for 
undesired stream captures. When the consumer plays a captured stream and does not have a 
valid license, this URL is displayed. Inform the consumer that they must return to your Web 
site to play this item and cannot play a saved copy of it. The saved stream is not playable and 
essentially rendered useless.  

Licensing  

If the consumer's computer supports it, require Secure Audio Path in the license (set the 
corresponding property).  
If the consumer is using a player that supports the Windows Media Rights Manager  SDK, 
before streaming the digital media file, predeliver a license that allows one play.  

See Also  

Implementing Different Business Models  
Issuing Licenses Based on Client Version and Individualization Information  
Requiring Individualized Players  
Requiring Kernel-Level Security (Secure Audio Path)  
Setting Rights  
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Taking Advantage of Super Distribution 
Typically, packaged files are distributed to consumers from a retail Web site. However, you can take 
advantage of super distribution, which is a process by which consumers help increase the distribution 
and sales of packaged files by sharing them with other consumers. This topic describes three scenarios 
in which you can take advantage of this process. 

Scenario 1: The content owner adds a Retailer ID to content headers 

The content owner wants to control how the content header of a packaged file is modified. The 
content owner encodes and packages files in-house or uses a service provider. Before sending the files 
to a retailer, the content owner adds a Retailer ID attribute to the content header, such as:  

WMRMHeader.Attribute("Retailer") = "Brand-X" 

The Retailer ID value is unique to each retailer. The content owner then provides the list of Retailer 
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ID values to the license clearing house (the organization responsible for issuing licenses). Using this 
list, the license clearing house can determine which retailer is responsible for selling each file. 

For example, when the retailer sells a song to a consumer, the license clearing house issues the license 
to the consumer. If the consumer shares the song with a friend and the friend tries to play the song, 
she will be directed to the license clearing house to acquire her own license. When the license clearing 
house checks the Retailer ID, it determines who the retailer is, and can then either handle the 
transaction for the retailer or can redirect the consumer to the retailer’s Web site to complete the 
transaction. 

The advantages to this scenario are:  

The content owner maintains control over the entire packaging process.  
The retailer does not need to run Windows Media Rights Manager.  
The original retailer is the preferred vendor for super distribution of packaged digital media 
files and gets credit for resulting sales.  

The following figure illustrates the process described in this scenario. An explanation of each 
numbered step is provided below the figure. 

  

1. The Content Owner packages files with the retailers’ unique IDs and sends these files to the 
retailers.  

2. Consumer A purchases a song and downloads it from Retailer B.  
3. Consumer A gets a predelivered license for the song.  
4. Consumer A shares the song with Consumer B.  
5. Consumer B plays the song, and the license request includes the Retailer ID.  
6. The License Clearing House directs Consumer B back to Retailer B to purchase the song. 

Retailer B collects payment, and then redirects Consumer Bback to the License Clearing House. 
A license is then issued to Consumer B, who plays the song.  

Scenario 2: The retailer adds their own Retailer ID to content headers 

The content owner sends the packaged file to the retailer, and the retailer modifies the content header 
information by adding a retailer ID attribute with its unique ID value. The retailer must use the 
Windows Media Rights Manager SDK to modify the content header. The retailer also creates a 
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public/private key pair for signing the content header, and then shares the public key and retailer ID 
with the license clearing house. Because only the content owner and the license clearing house have 
the license key seed (a secret value used for the encryption process), the retailer can modify the 
content header but not the entire file.  

As in Scenario 1, if a packaged file is shared, resulting sales are credited to the correct retailer. 

The advantages to this scenario are:  

Less work for the content owner because there is no need to make or store multiple copies of 
the files with different retailer IDs.  
The original retailer is the preferred vendor for super distribution of packaged digital media 
files and gets credit for resulting sales.  

The following figure illustrates the process described in this scenario. An explanation of each 
numbered step is provided below the figure. 

  

1. The Content Owner packages files and sends them to the retailers.  
2. The retailers modify the content headers by adding their unique retailer ID value. Consumer A 

purchases a song and downloads it from Retailer B.  
3. Consumer A gets a predelivered license for the song.  
4. Consumer A shares the song with Consumer B.  
5. Consumer B plays the song, and the license request includes the retailer ID.  
6. The License Clearing House directs Consumer B back to Retailer B to purchase the song. 

Retailer B collects payment, and then redirects the consumer to the License Clearing House. A 
license is then issued to Consumer B, who plays the song.  

Scenario 3: The content owner changes the content header dynamically 

After the retailer has completed the transaction with the consumer, the consumer is redirected to the 
content owner’s Web site to download the file (the consumer is not aware of this process). The 
content owner adds the appropriate retailer ID attribute and value to the content header dynamically, 
and the consumer downloads this copy of the packaged file. Then, the consumer acquires a license. 

As in Scenario 1, if a packaged file is shared with other consumers, resulting sales are credited to the 
correct retailer. 
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The advantages to this scenario are:  

Less disk space is used because only one copy of the packaged file exists.  
The content owner maintains control over the entire packaging process.  
The retailer does not need to use the Windows Media Rights Manager SDK.  
The original retailer is the preferred vendor for the super distribution of digital media files and 
gets credit for resulting sales.  

The following figure illustrates the process described in this scenario. An explanation of each 
numbered step is provided below the figure. 

  

1. The Content Owner packages files.  
2. Consumer A purchases a song from Retailer B.  
3. Retailer B directs the consumer to the Content Owner.  
4. The Content Owner repackages the file with Retailer B’s ID and any other pertinent 

information. Consumer A downloads the file.  
5. Consumer A gets a predelivered license for the song.  
6. Consumer A shares the song with Consumer B.  
7. Consumer B plays the song, and the license request includes the retailer ID.  
8. The License Clearing House directs Consumer B back to Retailer B to purchase the song. 

Retailer B collects payment, and then redirects the consumer to the License Clearing House. A 
license is then issued to Consumer B, who plays the song.  

See Also  

Implementing Different Business Models  
Modifying the Content Header Dynamically  
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Using the Sample Pages 
Sample pages are included in the Windows Media Rights Manager SDK to demonstrate different 
ways in which to use the objects to package Windows Media files and issue licenses. Comments 
appear throughout the code in each of the sample pages to describe the process in detail. 

The sample pages in Windows Media Rights Manager 9 Series SDK are installed by default in 
C:\WMSDK\WMRM\Samples. Before you set up the sample pages, you must complete the steps in 
the Setting Up Windows Media Rights Manager 9 Series SDK section to set up a certificate. To set up 
the sample pages, you can either put all the samples in one directory on your Web server, or put them 
in two directories (one for issuing licenses, the other for batch packaging). For example, copy these 
files to C:\Inetpub\Wwwroot\Wm. 

Before using these sample pages, you must set up a Global.asa file, which acts as a database for some 
of the sample pages. For more information about setting up the Global.asa file, see Setting Up the 
Global.asa File. 

The following table describes the samples included with this SDK. 

Previous Next

Sample Description

Simple License Generation Demonstrates silent and nonsilent license delivery.

Complex License Generation Demonstrates license delivery for combinations of licenses 
with rights you select.

Predelivering a License By Using 
the GetLicenseFromURL Method

Demonstrates predelivery of licenses by using the 
GetLicenseFromURL method.

Predelivering a License By Using 
the GetSystemInfo Method

Demonstrates predelivery of licenses by using the 
GetSystemInfo method.

Packaging a Batch of Windows 
Media Files

Demonstrates how to package multiple Windows Media files 
from one directory.

Packaging a Batch of Windows 
Media Files and Specifying the 
Rights

Demonstrates how to package multiple Windows Media files 
and include the rights as an attribute in the content header.

Upgrading Version 1 Files to 
Version 7.1

Demonstrates how to repackage Windows Media files from 
version 1 format to 7.1 format.

Ch_head.vbs Changes content headers in packaged Windows Media files. 

Importv1.vbs Enables you to install the certificate from Windows Media 
Rights Manager version 1 to run 
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See Also  

Programming Guide  
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Setting Up the Global.asa File 
The sample pages are located in C:\WMSDK\WMRM\Samples. Copy the sample files to the Web site 
root directory (for example, C:\Inetpub\Wwwroot\WM). 

Modifying an Existing Global.asa File 

If you already have a Global.asa file, you must modify it.  

Warning   If you already have a Global.asa file, do not replace it with the sample Global.asa file; 
instead, add information to it as described below. 

Open the Global.asa file in C:\WMSDK\WMRM\Samples, and copy the section following sample 
code, which appears between “Sub Application_OnStart” and “End Sub”: 

Application("siteurl") = "xxx" 'URL for the license server 
Application("KeyID") =     "xxx"  'for pre-delivery 
 
'Content server information. In this sample, we support only one content server. 
Application("seed") = "xxx" 
Application("contentserverpubkey") = "xxx"                
Application("contentserverprivkey") = "xxx" 
 
'License server information.  
Application("licserverprivkey") = "xxx" 
Application("licserverpubkey") = "xxx" 
Application("cert1") = "XXX" 
Application("cert2") = "XXX" 
 
'DRM client verfication keys. 
Application("veri1") = "dpRKG*JUYWa!yw1CiWdPiwFqFHBM*9UklDaEU6tf4aMG2GFsWdkBJw=="
Application("veri2") = "oJO8d5x1x9!fKMSReWusAvg!GQuiomlv0B4!Y1kcLtBxhGeQj7i5HA=="
Application("veri3") = "XVEsJxPWYxSbiKqOcy9htr1iqgPgP3OnBJ0cbTTO4Fg50qtpS0alUQ=="

Windows Media License Service. For more information, see 
Using the Version 1 Certificate to Run Windows Media 
License Service.

Previous Next

Previous Next
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Application("veri4") = "WRZPSd6hM7Q9ZakF9NO3ydZA7UN888SR*!j!cH!wrd18zsbXVdR4fw=="
 
Application("ownerid")  = "Company X" 
Application ("dbguid") = "xxx" 

Notes  

For seed, you can either use a previous version 1 license key seed or you can generate a new 
license key seed by using the WMRMKeys.GenerateSeed property.  
The values in the License server information section are used for issuing version 1 licenses. 
You can find the values in the drm_constants table in the database used for Windows Media 
Rights Manager version 1.  
The values veri1, veri2, veri3, and veri4 are stored in the registry and are not needed in your 
Global.asa.  
You do not need to specify a value for dbguid.  

Open your existing Global.asa file and paste the section at the end of the "Application_OnStart" 
function just before the "End Sub" statement. You must also fill in certain variables, such as your 
Web site URL, the key ID to use for testing the predelivery process, and your license key seed. You 
can generate the values for seed, contentserverpubkey, and contentserverprivkey by creating a script 
file as follows (three files are created, one file contains the license key seed, one contains the 
public key, and the other contains the private key): 

Dim WSHShell 
Set WSHShell = WScript.CreateObject("WScript.Shell") 
 
dim keysobjs 
dim privkey 
dim pubkey 
dim seed 
 
Set keysobj= CreateObject("wmrmobjs.WMRMKeys") 
keysobj.GenerateSigningKeys privkey, pubkey 
seed = keysobj.GenerateSeed() 
Dim cmd 
'Write the private key to privkey.txt 
cmd = "command.com /C echo " + privkey + " > privkey.txt"  
WSHShell.Run cmd,0 
'Write the public key to pubkey.txt 
cmd = "command.com /C echo " + pubkey + " > pubkey.txt" 
WSHShell.Run cmd,0 
'Write the license key seed to seed.txt 
cmd = "command.com /C echo " + seed + " > seed.txt" 
WSHShell.Run cmd,0 

After you have edited your Global.asa file, you must stop and restart the World Wide Web Service (at 
the command prompt, enter Net stop w3svc, then enter Net start w3svc). 

Setting Up a New Global.asa File for Testing Sample Pages 

If you do not have a Global.asa file, create a new directory and place the sample Global.asa file in it 
(for example, in C:\Inetpub\Wwwroot\Wm).  

To enable a directory for a new global.asa file
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1. Create a host directory for the samples (for example, C:\Inetpub\Wwwroot\Wm).  
2. On the Start menu, point to Programs, point to Administrative Tools, and then click Internet 

Services Manager.  
3. Expand the icon for your server, and then click Default Web Site.  
4. In the content pane, right-click the host directory (for example, Wm) and click Properties.  
5. On the Directory tab under Application Settings, click Create.  
6. In Execute Permissions, click Scripts and Executables.  
7. Click OK.  
8. Stop and restart the World Wide Web Service (at the command prompt, enter Net stop w3svc, 

then enter Net start w3svc).  

See Also  

Complex License Generation  
Packaging a Batch of Windows Media Files  
Packaging a Batch of Windows Media Files and Specifying the Rights  
Predelivering a License By Using the GetLicenseFromURL Method  
Predelivering a License By Using the GetSystemInfo Method  
Simple License Generation  
Upgrading Version 1 Files to Version 7.1  
Using the Sample Pages  
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Simple License Generation 
In this scenario, you can issue a Windows Media Rights Manager 9 Series license, testing silent and 
nonsilent license delivery.  

The following .asp files are included in the Simple License Generation sample:  

Package.asp. This page enables you to specify a Windows Media file to be packaged, and then 
select the type of license to issue (which scenario to test).  
Simple.asp. This page checks whether the license is for silent or nonsilent delivery. If silent 
delivery is used, this page generates and delivers the license. 

The rights that are given for the simple license are hard coded in this file, but you can modify 
the code to allow different rights.  

Simple_NS.asp. If nonsilent delivery is used, this page delivers the license and confirms 
delivery.  

Previous Next

Previous Next
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To test this sample 

1. Open Package.asp, and then fill out the form by specifying the Windows Media file to be 
packaged, the output path and file name for the packaged Windows Media file, and select 
Simple for License acquisition URL. The Rights to allow option does not apply to this 
sample. Click Package. 

Note   Make sure the output folder allows Change permission to Everyone. Otherwise, an 
"Access is denied" message appears when you try to package files. 

2. To test license delivery, play the packaged Windows Media file. If you use Windows Media 
Player 7 or later, you can change the preferred license delivery method (silent or nonsilent) by 
selecting Options on the Tools menu, clicking the Player tab, and then selecting or clearing the 
Attempt to automatically acquire licenses option.  

See Also  

Complex License Generation  
Packaging a Batch of Windows Media Files  
Packaging a Batch of Windows Media Files and Specifying the Rights  
Predelivering a License By Using the GetLicenseFromURL Method  
Predelivering a License By Using the GetSystemInfo Method  
Setting Up the Global.asa File  
Upgrading Version 1 Files to Version 7.1  
Using the Sample Pages  
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Complex License Generation 
In this scenario, you can issues different combinations of licenses:  

9 Series license only  
9 Series license and a version 1 license 

Note   The version 1 license allows unlimited play, but you can specify different rights for the 
version 7.1 license. 

Two 9 Series licenses with different priorities  

You can also select which rights are allowed.

Previous Next

Previous Next
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When the Windows Media file is packaged, different attributes are added to the content header, 
depending on your selection. Then, Windows Media License Service issues licenses with certain 
rights according to these attributes.  

When you select the license combination to issue, a content ID (CID) attribute is set. It is used 
by Windows Media License Service to determine which licenses to issue. However, in practice, 
it is strongly recommended that you use a globally unique identifier (GUID) for content IDs.  
When you select the rights to allow, a rights ID (RID) attribute is set, using the rights string as 
the value. This value is used by Windows Media License Service to determine which rights to 
allow in the license. However, in practice, you should not specify the rights for Windows 
Media files this way unless you are only issuing 9 Series licenses. For example, a player 
supporting version 1 would not be able to extract this rights string when requesting a license. 

A better way for Windows Media License Service to determine which rights to allow is to find 
the content ID for a packaged Windows Media file in a database, and then issue rights 
accordingly. 

The following .asp files are included in the Complex License Generation sample:  

Package.asp. This page enables you to specify a Windows Media file to be packaged, select the 
type of license to be issued (which scenario to test), and select the rights to allow in the license. 
Complex.asp. This page parses the request, and sets the values for the RID and CID attributes. 
Then, checks whether the license is for silent or nonsilent delivery. If silent delivery is used, 
this page generates and delivers the license.  
ComplexGenLic.asp. This page generates licenses. You can also set different rights for the 
version 1 license, which are hard-coded in this file.  
ComplexRights.asp. This page generates the rights string for 9 Series licenses.  
Complex_NS.asp. If nonsilent delivery is used, this page delivers the license and confirms 
delivery.  

To test this sample 

1. Open Package.asp, then fill out the form by specifying the Windows Media file to be packaged, 
the output path and file name for the packaged Windows Media file, select Complex for 
License acquisition URL, and specify the license to issue and the rights to allow. Click 
Package. 

Note   Make sure the output folder allows Change permission to Everyone. Otherwise, an 
"Access is denied" message appears when you try to package files. 

2. To test license delivery, play the packaged Windows Media file. If you use Windows Media 
Player 7 or later, you can change the preferred license delivery method (silent or nonsilent) by 
selecting Options on the Tools menu, clicking the Player tab, and then selecting or clearing the 
Attempt to automatically acquire licenses option.  

See Also  

Packaging a Batch of Windows Media Files  
Packaging a Batch of Windows Media Files and Specifying the Rights  
Predelivering a License By Using the GetSystemInfo Method
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Predelivering a License By Using the GetLicenseFromURL Method  
Setting Up the Global.asa File  
Simple License Generation  
Upgrading Version 1 Files to Version 7.1  
Using the Sample Pages  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

Predelivering a License By Using the 
GetLicenseFromURL Method 
This scenario shows one way of predelivering a license by using the GetLicenseFromURL method. 
This method enables you to specify a URL from which to issue a license.  

The following .asp files are included in the Predelivering a License By Using the 
GetLicenseFromURL Method sample:  

Package.asp. This page enables you to specify a Windows Media file to be packaged, and then 
select the type of license to be issued (which scenario to test).  
PreDel1.asp. This page predelivers a 9 Series license by using GetLicenseFromURL.  
PreLicGen.asp. This page generates a 9 Series license. The rights that are given are hard-coded 
in this page, but you can modify the code to allow different rights.  
Confirm1.asp. This page confirms license delivery.  

To test this sample 

1. Open Package.asp, then fill out the form by specifying the Windows Media file to be packaged, 
the output path and file name for the packaged Windows Media file, and select Predelivery for 
License acquisition URL. Click Package. Copy the value for Key ID. 

Note   Make sure the output folder allows Change permission to Everyone. Otherwise, an 
"Access is denied" message appears when you try to package files. 

2. Edit the Global.asa file, and replace the key ID in this file with the value you copied. Save the 
file.  

3. Stop and restart the World Wide Web Service (at the command prompt, enter Net stop w3svc, 
and then enter Net start w3svc).  

4. Edit PreDel1.asp and replace your server with the URL to the server running Windows Media 
License Service, for example MyServer/WM/. Save the file.  

5. Open PreDel1.asp and initiate the license delivery by clicking Give me a license for the song. 

Previous Next
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6. To test license delivery, play the packaged Windows Media file.   

See Also  

Complex License Generation  
Packaging a Batch of Windows Media Files  
Packaging a Batch of Windows Media Files and Specifying the Rights  
Predelivering a License By Using the GetSystemInfo Method  
Setting Up the Global.asa File  
Simple License Generation  
Upgrading Version 1 Files to Version 7.1  
Using the Sample Pages  
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Predelivering a License By Using the 
GetSystemInfo Method 
This scenario shows one way of predelivering a license by using the GetSystemInfo method. This 
method sends client information to Windows Media License Service to get a license.  

The following .asp files are included in the Predelivering a License By Using the GetSystemInfo 
Method sample:  

Package.asp. This page enables you to specify a Windows Media file to be packaged, and then 
select the type of license to be issued (which scenario to test).  
PreDel2.asp. This page predelivers a 9 Series license by using GetSystemInfo.  
PreLicGen.asp. This page generates a 9 Series license. The rights that are given are hard-coded 
in this page, but you can modify the code to allow different rights.  
Confirm2.asp. This page confirms license delivery.  

To test this sample 

1. Open Package.asp, then fill out the form by specifying the Windows Media file to be packaged, 
the output path and file name for the packaged Windows Media file, and select Predelivery for 
License acquisition URL. Click Package. Copy the value for Key ID. 

Note   Make sure the output folder allows Change permission to Everyone. Otherwise, an 
"Access is denied" message appears when you try to package files.

Previous Next
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2. Edit the Global.asa file, and replace the key ID in this file with the value you copied from 
Package.asp. Save the file.  

3. Stop and restart the World Wide Web Service (at the command prompt, type Net stop w3svc, 
and then type Net start w3svc).  

4. Open PreDel2.asp and initiate the license delivery by clicking Give me the license for the 
song.  

5. To test license delivery, play the packaged Windows Media file.   

See Also  

Complex License Generation  
Packaging a Batch of Windows Media Files  
Packaging a Batch of Windows Media Files and Specifying the Rights  
Predelivering a License By Using the GetLicenseFromURL Method  
Setting Up the Global.asa File  
Simple License Generation  
Upgrading Version 1 Files to Version 7.1  
Using the Sample Pages  
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Packaging a Batch of Windows Media Files 
This sample, which includes the BatchPackage_Simple.asp file, packages files in a directory based 
on criteria that you specify. You can also narrow the number of Windows Media files to be packaged 
according to additional criteria, such as last date modified. 

Note   In this sample, you cannot package files that have already been packaged. 

To test this sample 

1. Open BatchPackage_Simple.asp and fill out the form. 

Note   Make sure the output folder allows Change permission to Everyone. Otherwise, an 
"Access is denied" message appears when you try to package files. 

2. Click Protect Files.  

You can use BatchPackage_LicGen.asp to deliver licenses. 

See Also  

Previous Next
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Complex License Generation  
Packaging a Batch of Windows Media Files and Specifying the Rights  
Predelivering a License By Using the GetSystemInfo Method  
Predelivering a License By Using the GetLicenseFromURL Method  
Setting Up the Global.asa File  
Simple License Generation  
Upgrading Version 1 Files to Version 7.1  
Using the Sample Pages  
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Packaging a Batch of Windows Media Files and 
Specifying the Rights 
In this scenario, you can package multiple Windows Media files from a directory, and narrow the 
number of Windows Media files to be packaged according to additional criteria, such as last date 
modified. You can also specify the rights. The rights string is then added to the content header, and 
licenses are generated for the packaged files. 

Note   In this sample, you cannot package files that have already been packaged. 

The following .asp files are included in the Packaging a Batch of Windows Media Files and 
Specifying the Rights sample:  

BatchPackage_Complex.asp. This page packages files in a directory based on criteria that you 
specify.  
BatchPackage_Rights.asp. This page specifies rights to allow, and creates the rights string.  
BatchPackage_LicGen.asp. This page generates information for the license to be issued, and 
inserts the attributes into the content headers of the files to be packaged.  
BatchPackage_NS.asp. This page provides a registration page for nonsilent delivery.  
BatchPackage_Confirm.asp. This page confirms license delivery.  

To test this sample 

1. Open BatchPackage_Complex.asp and fill out the form. 

Note   Make sure the output folder allows Change permission to Everyone. Otherwise, an 
"Access is denied" message appears when you try to package files. 

2. Click Protect Files.  

Previous Next
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3. Play the packaged Windows Media files. If you use Windows Media Player 7 or later, you can 
change the preferred license delivery method (silent or nonsilent) by selecting Options on the 
Tools menu, clicking the Player tab, and then selecting or clearing the Attempt to 
automatically acquire licenses option.  

See Also  

Complex License Generation  
Packaging a Batch of Windows Media Files  
Predelivering a License By Using the GetLicenseFromURL Method  
Predelivering a License By Using the GetSystemInfo Method  
Setting Up the Global.asa File  
Simple License Generation  
Upgrading Version 1 Files to Version 7.1  
Using the Sample Pages  
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Upgrading Version 1 Files to Version 7.1 
This sample, which includes the Upgrade_v1Tov7.asp file, enables you to take Windows Media files 
that were packaged using Windows Media Rights Manager version 1 and repackage them with 
Windows Media Rights Manager 9 Series SDK to upgrade your files.  

To test this sample 

1. Open Upgrade_v1Tov7.asp and fill out the form. 

Note   Make sure the output folder allows Change permission to Everyone. Otherwise, an 
"Access is denied" message appears when you try to package files. 

2. Click Package.  
3. Play the packaged Windows Media files. If you use Windows Media Player 7 or later, you can 

change the preferred license delivery method (silent or nonsilent) by selecting Options on the 
Tools menu, clicking the Player tab, and then selecting or clearing the Attempt to 
automatically acquire licenses option.  

See Also  

Complex License Generation  
Packaging a Batch of Windows Media Files
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Packaging a Batch of Windows Media Files and Specifying the Rights  
Predelivering a License By Using the GetLicenseFromURL Method  
Predelivering a License By Using the GetSystemInfo Method  
Setting Up the Global.asa File  
Simple License Generation  
Using the Sample Pages  
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Useful Tool 
You can download the following tool from the Microsoft Web site:  

Windows Media Encoder, a tool to encode sound files to wma, wmv, or asf format.  

See Also  

Programming Guide  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

Programming Reference 
You can use the Microsoft® Windows Media® Rights Manager 9 Series Software Development Kit 
(SDK) to programmatically manage encrypted content and licenses. The following diagram illustrates 
the steps in this process. 

Previous Next
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The preceding diagram illustrates the interactions among the content packager, the license issuer, 
Windows Media® License Service, and the consumer after the latter has asked to play a specific 
Windows Media file for which a license has not yet been granted. Items in the following list 
correspond to the numbered steps in the diagram:  

1. The content packager uses a license key seed and key ID to generate a key. The license key 
seed is a shared secret between the content packager and the license issuer and is a random 
value at least 5 bytes long. The key ID is a globally unique identifier (GUID).  
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2. The content packager encrypts the content by using the key, and places the key ID and the 
Internet address of the license issuer into a header. The content packager then packages both the 
header and the encrypted content into a Windows Media file.  

3. The content packager delivers the Windows Media file to the consumer.  
4. The consumer's player queries Windows Media Rights Manager to determine whether the 

Windows Media file can be played.  
5. Windows Media Rights Manager searches the license store for a valid license to play the file.  
6. If Windows Media Rights Manager fails to find the necessary license, it requests a license from 

the license issuer. The challenge used to request the license contains the content header and 
information about the consumer's computer.  

7. The license issuer uses the shared license key seed and the key ID to generate the same content 
key that was generated by the content packager in step 1. The license issuer then encrypts the 
key.  

8. The license issuer creates a license, adds the encrypted content key to the license, adds a 
certificate obtained from Windows Media License Service, and signs the license by using the 
private signing key.  

9. The license issuer delivers the signed license to Windows Media Rights Manager on the 
consumer's computer.  

10. Windows Media Rights Manager verifies the signature and expiration of the certificate, and 
places the license in the license store.  

11. Windows Media Rights Manager decrypts and sends packets of the requested multimedia 
content to the player.  

 
See Also  

Windows Media Rights Manager 9 Series SDK  
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Objects 

Section Description

Objects Describes the objects that are supported in this SDK for packaging 
and licensing content.

Interfaces Describes the interface that is supported in this SDK.

Error Codes and Messages Describes the error codes and messages that are returned by the 
Windows Media Rights Manager SDK and player applications.

Previous Next
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The following diagram illustrates the objects you must use to package a Windows Media file. To 
package content in response to a consumer request, you must create a Windows Media file that 
contains a version 9 header, a version 1 header, and the encrypted content. 
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When a consumer submits a request to play content, you must create a header containing the 
following items. It is recommended that you use a database to store these. 

 
The following items are not included in the header. 

 
You can use the WMRMKeys object to create the key, key ID, license key seed, content ID, private 
signing key and public signing key. You must use the WMRMHeader object to retrieve the required 
items, and create and sign a content header. Signing is required.  

You must use the WMRMProtect object to encrypt the clear content and package it, along with the 
version 1 and version 9 headers, in a Windows Media file. 

The following diagram illustrates the objects you must use to create and deliver a license.

Item Description

License acquisition URL URL of the Web site used to issue licenses.

Individualized version number An optional number identifying the 
individualized client version needed to play the 
content on the consumer's computer.

Content ID An optional string that uniquely identifies the 
content. The inclusion of a content ID is strongly 
recommended.

Key ID A string used by both the content packager and 
the license issuer to generate a key.

Attributes Optional name-value pairs that can be used to 
identify the content owner, the name of the 
author, the type of content, and so on. The use of 
attributes is strongly recommended.

Item Description

Key A value used to encrypt the content.

License key seed A secret shared between the content packager 
and the license issuer. The license key seed and 
the key ID are used to generate the key.

Private signing key Private key used by the content packager to sign 
the header.

Public signing key Public key generated by the content packager 
and delivered to the license issuer to use when 
verifying the header.
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To request a license, the player on the consumer's computer posts a challenge to the license issuer. A 
challenge consists of the version 9 content header, information about the consumer's computer, a list 
of requested actions, and an optional version 1 challenge. You must use the WMRMChallenge 
object to retrieve these items.  

In the current Windows Media Rights Manager release, the action list in the challenge requests only 

Page 95 of 312Windows Media Rights Manager 9 Series SDK

4/12/2004file://C:\Documents%20and%20Settings\pelhamcd\Local%20Settings\Temp\~hh430.htm



the right to play the encrypted content. The content packager can specify additional rights by using 
the WMRMRights object. If the content packager and the license issuer are not the same person or 
organization, then the content packager must tell the licence issuer which rights to issue with the 
license. 

To create licenses, a license issuer requires a certificate from Windows Media License Service. To 
sign the license, the license issuer uses the private signing key. 

After you have retrieved the challenge and specified the rights, you must use the WMRMLicGen 
object to create and sign a license. The license contains the encrypted key used to encrypt the content, 
the specified rights, information about the client computer, optional attributes, a priority number, and 
the certificate of the license issuer. 

You must use the WMRMResponse object to generate a response string for the licenses to be 
transmitted to Windows Media Rights Manager on the consumer's computer. 

The Windows Media Rights Manager SDK has been designed for scripting languages. It supports the 
following objects. 

 
To see a list of objects that appear in the Visual Basic object browser but which cannot be used in 
Visual Basic programming, see Unsupported Visual Basic Objects. 

See Also  

Programming Windows Media Rights Manager in C++  
Windows Media Rights Manager 9 Series SDK  

Object Description

Download Enables a content header to be modified dynamically.

LicenseGenerator Creates version 1 licenses.

RMGetLicense Enables client-side license acquisition.

WMRMChallenge Processes a license request.

WMRMHeader Manages content headers.

WMRMKeys Manages encryption keys and license key seeds.

WMRMLicGen Generates licenses.

WMRMProtect Encrypts files.

WMRMResponse Delivers a license to the consumer.

WMRMRights Specifies the rights that govern the use of encrypted content.

WMRMTools Generates a content revocation string.
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Download Object 
The Download object enables you to dynamically modify a content header of an existing packaged 
file. The modification process is performed in memory and eliminates the need to rewrite the file to 
disk, improving speed and performance. As a result, only one version of a packaged file needs to 
exist. 

Note   This object should only be used inside an ASP page, and must be created by calling 
Server.CreateObject. 

The Download object exposes the following properties and methods. 

 

 
See Also  

Modifying the Content Header Dynamically  
Programming Reference  
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Download.Download 

Previous Next

Property Description

ForceCompleteDownload Requires the consumer to download a packaged file in its entirety.

Method Description

Download Adds the modified content header to the packaged file. 

DownloadEx Similar to the simple Download function, but allows the entry of a 
MIME type and header creation time.

GetDRMHeader Retrieves a content header from an existing packaged file.

Previous Next

Previous Next
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The Download method adds the modified content header to the packaged file and downloads the file 
to the consumer's computer. 

Syntax 

Download.Download(bstrPathFileName, bstrContentHeader) 

Parameters 

bstrPathFileName 

[in]  String containing the path and file name of the packaged file. 

bstrContentHeader 

[in]  String containing the new content header.  

Return Values 

This method does not return a value. If the method fails, it returns a number in the error object. 

 
Remarks 

After creating a new content header or retrieving the existing content header from the packaged file 
by using the Download.GetDRMHeader method and modifying it (for example, adding new 
attributes), add the new or modified content header to the packaged file by using this method.  

Example Code  

<%option explicit%> 
<%Response.Buffer = True%> 
<% 
    ' Declare objects and variables. 
    Dim strPath, strContent, strUserName, publickey, privatekey 
    Dim objDownloadMgr, objHeader, strHeader 
 
    ' Retrieve end user and file information from the form. 

Return code Description

0x80041108 Invalid content header.

0x8004110B Unsupported content header version.

0xC004291F This method does not support Windows Media Rights Manager 1.

0xC0042911 The InputFile property must be set before calling this method.

0xC004291A The input file must be protected.

0xC004291E The object was not created with Server.CreateObject.

0xC0042905 The property has not been set.
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    strPath = Request.QueryString("path") 
    strContent = Request.QueryString("content") 
    strUserName= Request.QueryString("username") 
  
    ' Create a download manager object. 
    Set objDownloadMgr =  
       Server.CreateObject("wmrmobjs.reheader")  
 
    ' Create a header object. 
    Set objHeader = Server.CreateObject("Wmrmobjs.WMRMHeader") 
        ' Place header information into the header object. 
     
    strHeader = objDownloadMgr.GetDRMHeader(strPath+"\"+strContent) 
    objHeader.Header = strHeader 
    objHeader.Attribute("UserName") = strUserName 
    privatekey = "XXX"    ' XXX is the packaging server's private key. 
    objHeader.Sign(privatekey) 
    strHeader = objHeader.Header 
 
    ' Add the header to the Response object. 
    Response.AddHeader "Content-Disposition", _ 
                       "attachment;filename="+strContent 
 
    ' Force the end user to download the packaged file. 
    objDownloadMgr.ForceCompleteDownload = True 
 
    ' Download the file. 
    call objDownloadMgr.DownLoad(strPath+"\"+strContent, strHeader) 
%> 

See Also  

Download Object  
Download.DownloadEx  
Download.ForceCompleteDownload  
Download.GetDRMHeader  
Modifying the Content Header Dynamically  
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DownLoad.DownloadEx 

The DownloadEx method is similar to the simple Download function, but allows the entry of a 
MIME type and header creation time. 

Syntax 

Previous Next

Previous Next
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DownLoad.DownloadEx( 
  bstrFileName As BSTR, 
  bstrDRMHeader As BSTR, 
  bstrDRMHeaderTime As BSTR, 
  bstrMIMEType As BSTR 
) 

Parameters 

bstrFileName 

[in]  String containing the path and file name of the packaged file. 

bstrDRMHeader 

[in]  String containing the new content header. 

bstrDRMHeaderTime 

[in]  Optional string that specifies the time the header was created. If empty, it uses the file time only. 
If not empty, this function will pick the newer of two times (entered time or file time) and use that 
one. 

bstrMIMEType 

[in]  Optional string specifying the MIME type. If empty, the function will guess the type from the 
file extension. 

Return Values 

This method does not return a value. 

Remarks 

DownloadEx is identical to the Download method, but includes two additional parameters. See 
Download for a full explanation of the function. 

Example Code 

DownLoad.DownloadEx(bstrFileName, bstrDRMHeader, bstrDRMHeaderTime, bstrMIMEType)

See Also  

Download Object  
Download.Download  
Download.ForceCompleteDownload  
Download.GetDRMHeader  
Modifying the Content Header Dynamically  

Previous Next
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Download.ForceCompleteDownload 

The ForceCompleteDownload property specifies and retrieves a Boolean value that indicates 
whether the packaged file is downloaded in its entirety to a consumer's computer, regardless of 
whether there is a full or partial copy of the file in the local cache. 

Syntax 

Download.ForceCompleteDownload = Boolean 
Boolean = Download.ForceCompleteDownload 

Parameters 

This property takes no parameters. 

Return Values 

This property does not return a value. 

Remarks 

If you specify True, the entire packaged file will be downloaded to the consumer's computer. If you 
specify False, it is possible that a download could be resumed from a previous attempt. For example, 
a consumer tries to download a packaged file and the transfer is interrupted, but a partial copy of the 
file is saved in their local cache. If the consumer tries to download the file again, the download could 
resume where the partial copy stopped.  

By default, this property is set to False. 

Example Code 

<%option explicit%> 
<%Response.Buffer = True%> 
<% 
    ' Declare objects and variables. 
    Dim strPath, strContent, strUserName, publickey, privatekey 
    Dim objDownloadMgr, objHeader, strHeader 
 
    ' Retrieve end user and file information from the form. 
    strPath = Request.QueryString("path") 
    strContent = Request.QueryString("content") 
    strUserName= Request.QueryString("username") 
  
    ' Create a download manager object. 

Previous Next
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    Set objDownloadMgr = Server.CreateObject("wmrmobjs.reheader")  
 
    ' Create a header object. 
    Set objHeader = Server.CreateObject("Wmrmobjs.WMRMHeader") 
        ' Place header information into the header object. 
     
    strHeader = objDownloadMgr.GetDRMHeader(strPath+"\"+strContent) 
    objHeader.Header = strHeader 
    objHeader.Attribute("UserName") = strUserName 
    privatekey = "XXX"    ' XXX is the packaging server's private key. 
    objHeader.Sign(privatekey) 
    strHeader = objHeader.Header 
 
    ' Add the header to the Response object. 
    Response.AddHeader "Content-Disposition", _ 
                       "attachment;filename="+strContent 
 
    ' Force the end user to download the packaged file. 
    objDownloadMgr.ForceCompleteDownload = True 
 
    ' Download the file. 
    call objDownloadMgr.DownLoad(strPath+"\"+strContent, strHeader) 
%> 

See Also  

Download Object  
Download.Download  
Download.GetDRMHeader  
Modifying the Content Header Dynamically  
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Download.GetDRMHeader 

The GetDRMHeader method retrieves the existing content header from a packaged file so you can 
modify it. This method is optional.  

Syntax 

bstrContentHeader = Download.GetDRMHeader(bstrPathFileName) 

Parameters 

bstrPathFileName 

Previous Next

Previous Next
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[in]  String containing the path and file name of the packaged file. 

Return Values 

This method returns a String containing the content header from the packaged file. 

Remarks 

Use this method f you need to modify the original content header rather than replace it (for example, 
to add an attribute). However, if you simply want to replace the content header, you do not need to 
retrieve the original one first.  

Example Code 

<%option explicit%> 
<%Response.Buffer = True%> 
<% 
    ' Declare objects and variables. 
    Dim strPath, strContent, strUserName, publickey, privatekey 
    Dim objDownloadMgr, objHeader, strHeader 
 
    ' Retrieve end user and file information from the form. 
    strPath = Request.QueryString("path") 
    strContent = Request.QueryString("content") 
    strUserName= Request.QueryString("username") 
  
    ' Create a download manager object. 
    Set objDownloadMgr = Server.CreateObject("wmrmobjs.reheader")  
 
    ' Create a header object. 
    Set objHeader = Server.CreateObject("Wmrmobjs.WMRMHeader") 
 
    ' Get the original content header from the packaged file. 
    strHeader = objDownloadMgr.GetDRMHeader(strPath+"\"+strContent) 
 
    ' Place header information into the header object. 
    objHeader.Header = strHeader 
    objHeader.Attribute("UserName") = strUserName 
    privatekey = "XXX"    ' XXX is the packaging server's private key. 
    objHeader.Sign(privatekey) 
    strHeader = objHeader.Header 
 
    ' Add the header to the Response object. 
    Response.AddHeader "Content-Disposition", _ 
                       "attachment;filename="+strContent 
 
    ' Force the end user to download the packaged file. 
    objDownloadMgr.ForceCompleteDownload = True 
 
    ' Download the file. 
    call objDownloadMgr.DownLoad(strPath+"\"+strContent, strHeader) 
%> 

See Also  

Download Object  
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Download.Download  
Download.ForceCompleteDownload  
Modifying the Content Header Dynamically  
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LicenseGenerator Object 
You can use the LicenseGenerator object to create Windows Media Rights Manager version 1 
licenses and get details about the license request. It is included for backward compatibility with 
players that do not support Windows Media Rights Manager 7 SDK or later. The LicenseGenerator 
object exposes the following methods. 

 
See Also  

Programming Reference  
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LicenseGenerator.DeleteIssueEntry

Previous Next

Previous Next

Method Description

DeleteIssueEntry Deletes an entry from the version 1 license database.

Get Retrieves license attribute values.

InstallKeys Installs new public and private keys in the database.

IssueLicense Creates the license from a challenge.

Set Specifies license attributes.

Previous Next

Previous Next
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The DeleteIssueEntry method is used to delete an entry from the version 1 license database. 

Syntax 

LicenseGenerator.DeleteIssueEntry bstrConnectionString, lLicenseIssueId 

Parameters 

bstrConnectionString 

[in]  String containing the database connection string. 

lLicenseIssueId 

[in]  Long containing the ID of the entry to be deleted from the database. 

Return Values 

This method does not return a value. 

Remarks 

Entries in the database are made when licenses are issued. If the client is not issued a license, you can 
use the DeleteIssueEntry method to delete the entry from the table. This method is only useful when 
a database is used. 

See Also  

LicenseGenerator Object  
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LicenseGenerator.Get 

The Get method retrieves license attribute values. 

Syntax 

varAttributeValue = LicenseGenerator.Get ( bstrAttributeName ) 

Parameters 

Previous Next

Previous Next
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bstrAttributeName 

The name of the attribute for which you want a value. This must be one of the following values. 

 
Return Values 

This method returns a Variant containing the value of the attribute. 

Remarks 

You can use the attribute values, with or without a database, to make decisions regarding whether to 
issue the license. 

See Also  

Value Description

Kid The encoded key ID in the license request. The 
key identifier is stored in the Windows Media 
file, and becomes part of the challenge blob 
when the client requests a license.

Kid_decoded The decoded key ID.

Client_version The client version number. The format is x.x.x.x 
where x is an integer in the range zero (0) 
through 255. The client verification key used to 
verify the authenticity of the client depends on 
the client version number. Because the client 
version number is not available until after the 
IssueLicense method is called, you must put all 
possible client verification keys into the database 
by using the Set method.

Rights_issued The rights issued to the client. This value is a 
hexadecimal encoding of a 4-byte number. The 
32 bits represent the possible rights.

Expiry_date The expiration date of the license. The format is 
YYYYMMDDZ, where YYYY represents a four-
digit year, MM represents a two-digit month, DD 
represents a two-digit day, and Z indicates that 
the date is in universal format.

License_request_version The version of the license request. The format is 
the same as the client version number.

License_version The version number of the license issued.

Cert1_days_to_expiry The number of days left before cert1 expires.

Cert2_days_to_expiry The number of days left before cert2 expires. 
Can be either "Unused Cert" or an integer.
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LicenseGenerator Object  
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LicenseGenerator.InstallKeys 

The InstallKeys method installs new public and private keys in the database. 

Syntax 

Call LicenseGenerator.InstallKeys(  
    bstrConnectionString, 
    bReuse, 
    varLicenseServerPublicKey, 
    varLicenseServerPrivateKey 
) 

Parameters 

bstrConnectionString 

[in]  String containing the database connection string. If a database is not used, the string can be 
empty. 

bReuse 

[in]  Boolean indicating whether to reuse generate new keys. Specify True if existing public and 
private keys are to be reused. This parameter is ignored if bstrConnectionString is empty. 

varLicenseServerPublicKey 

[in, out]  Variant containing the encoded public Windows Media License Service key. 

varLicenseServerPrivateKey 

[in, out] Variant containing the encoded private key. 

Return Values 

This method does not return a value. 

Remarks 

Previous Next

Previous Next
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The public key is used to acquire certificates from Windows Media License Service. 

See Also  

LicenseGenerator Object  
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LicenseGenerator.IssueLicense 

The IssueLicense method creates the license from a challenge. 

Syntax 

Call LicenseGenerator.IssueLicense( 
    bstrConnectionString, 
    bstrLicenseRequest, 
    lUserId, 
    varContentId, 
    varNumDaysToExpiry, 
    varRights, 
    varMinClientSecurity, 
    varLicenseResponse, 
    varIssueID 
) 

Parameters 

bstrConnectionString 

[in]  String containing the database connection string. If a database is not used, the string is empty. 

bstrLicenseRequest 

[in]  String containing the challenge from the consumer's player. 

lUserId 

[in]  Long containing the ID of the consumer to whom the license was issued. This parameter 
associates a license with a specific registered consumer. If this information is not available, zero (0) is 
passed. 

varContentId 

Previous Next

Previous Next
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[in]  Variant containing the content ID. The parameter can be NULL or any string representing a 
GUID. 

varNumDaysToExpiry 

[in]  Variant containing the number of days remaining until the license expires. If this field is NULL, 
the license never expires. 

varRights 

[in]  Variant containing the rights that are allowed for the Windows Media file. Every challenge 
contains the rights requested by the consumer. Each of the 32 bits in this value represents a right. If 
the bit is set to 1, the action is permitted. Currently only 2 bits are assigned for the following rights. 

 
By using this parameter, Windows Media License Service determines how the final rights are formed. 
If this parameter is NULL, the consumer is given the requested rights. If this parameter is not NULL, 
it should be an array of 8 items, each ranging from zero (0) through 255. Windows Media License 
Service converts each item to a byte and uses the first four bytes to mask off rights that should not be 
given to a consumer. It uses the last four bytes to give any additional rights, even if the client has not 
requested them. The final rights are determined as follows: 

        final rights = (requested rights & 1st 32 bits) | 2nd 32 bits 

where & represents the bitwise AND operation, and | represents the bitwise OR operation. 

varMinClientSecurity 

[in]  Variant containing the minimum security level that is needed to issue the license. By default, the 
value is 100. Every application that requests a license (such as Windows Media Player) has a 
certificate containing the level of security provided by the application. This security level is part of 
the license request, and is embedded in the challenge blob. The security level is a 4-byte field in 
which the left-most byte indicates the highest level of security. The ASP page can request a certain 
minimum level of security to issue the license, which is indicated in this parameter. If the security 
level of the requested application is lower than the level specified in this parameter, the license object 
does not issue the license. 

varLicenseResponse 

[in, out]  Variant containing the license blob to be delivered to the consumer's computer. The client 
can interpret this blob. 

varIssueId 

[in,out]  Variant containing the license issue ID, if a database is used.

Bit Description

1 The Windows Media file can be played on the computer to which the license was issued.

2 The Windows Media file can be transferred to a portable player.
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Return Values 

This method does not return a value. 

Remarks 

Both the license and the challenge are encrypted, encoded blobs. The IssueLicense method checks the 
validity of the request by checking the client version number, the validity of the client certificate, and 
the license request version number. If the request is valid and all other data is available for generating 
the license (either from the database or the LicenseGenerator.Set method), the IssueLicense method 
attempts to form the license blob, and return. If a database is used, the IssueLicense method creates 
an entry to indicate that a license was issued. 

If the registry contains the license server private key, client verification keys, cert1, and cert2, they are 
loaded when the LicenseGenerator object is created. There is no need to use the Set method. The 
registry values are used if bstrConnectionString is NULL. However, if a database is used, the 
corresponding values will override the values loaded from the registry. 

See Also  

LicenseGenerator Object  
LicenseGenerator.Set  
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LicenseGenerator.Set 

The Set method specifies license attributes. 

Syntax 

LicenseGenerator.Set (bstrAttributeName, varAttributeValue) 

Parameters 

bstrAttributeName 

[in]  String containing the name of the attribute. This must be one of the following values. 

Previous Next

Previous Next

Value Description
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varAttributeValue 

[in]  Variant containing the value of the attribute.

Cert1 The first certificate given to Windows Media 
License Service. The value must be base-64 
encoded before it is passed to the method.

Cert2 The second certificate given to Windows Media 
License Service. The value must be base-64 
encoded before it is passed to the method.

Client_verification_public_key_0.1.0.0 The client public key, with the suffix indicating 
the client version number. Depending on the 
client version numbers supported, the Set 
method can be used repeatedly with an attribute 
name for each client version number. The 
LicenseGenerator object selects the value based 
on the client version number in the license 
request. If there are duplicate entries with the 
same name, the last one is used. The attribute 
value must be base-64 encoded before passing it 
to the method. A maximum of 1,000 client 
version numbers can be stored by using this 
method.

Kid The encoded key ID for the requested license. 
Use this attribute when recovering licenses that 
have already been issued. This key ID overrides 
the one in the challenge used in the 
IssueLicense method. 

License_server_private_key The private key assigned to Windows Media 
License Service. The value must be base-64 
encoded before it is passed to the method.

License_server_public_key The public key assigned to Windows Media 
License Service. The value must be base-64 
encoded before it is passed to the method.

Seed The license key seed used to generate a key to 
unlock the content. The key is a function of this 
seed and the key ID stored in the content 
(available through the challenge blob). By using 
this method, you can select the appropriate 
license key seed based on the database GUID 
(database_GUID) value, which is always sent 
with the license acquisition URL. License key 
seed selection is not directly supported by the 
license object. The license object uses only one 
license key seed.
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Return Values 

This method does not return a value. 

Remarks 

Use this method when a database is not used with Windows Media License Service. If a database is 
used (a database connection string is passed), any values set by this method are overridden by the 
values from the database. 

See Also  

LicenseGenerator Object  
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RMGetLicense Object 
The RMGetLicense object enables client-side license acquisition (nonsilent license delivery) and can 
be implemented in a variety of user interfaces that enable consumers to make requests for a license. 
This object is included with the Windows Media Format SDK runtime on the client, and is not 
actually part of the Windows Media Rights Manager SDK.  

The RMGetLicense object exposes the following methods. 

Previous Next

Previous Next

Method Description

GetAsyncCallStatus Retrieves the status of the last call to the 
GetLicenseFromURLAsync method.

GetDRMSecurityVersion Returns the individualization version of the consumer’s player.

GetDRMVersion Returns the DRM version of the consumer's player application.

GetLicenseFromURL Sends a license request and retrieves a license.

GetLicenseFromURLAsync Creates a separate thread to send a license request and retrieve a 
license. 

GetSystemInfo Retrieves the Windows Media Rights Manager system 
information from the consumer's computer.
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See Also  

Programming Reference  
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RMGetLicense.GetAsyncCallStatus 

The GetAsyncCallStatus method retrieves the status of the last call to the 
GetLicenseFromURLAsync method.  

Syntax 

GetLicense.GetAsyncCallStatus(pvarStatus,pvarResult) 

Parameters 

pvarStatus 

[in, out]  Variant returns the execution status of the last call to the GetLicenseFromURLAsync 
method. 

pvarResult 

[in, out]  Variant returns the result returned by GetLicenseFromURL. 

Return Values 

The following table describes the return values for pvarStatus. 

StoreLicense Stores a license on the consumer’s computer.

Previous Next

Previous Next

Return code Description

0 GetLicenseFromURLAsync has not been called.

1 A call to GetLicenseFromURLAsync is in progress.

2 The last call to GetLicenseFromURLAsync is complete. 

pvarResult contains the result returned by GetLicenseFromURL. 
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See Also  

Predelivering a License By Using the GetLicenseFromURL Method  
RMGetLicense Object  
RMGetLicense.GetSystemInfo  
WMRMChallenge Object  
WMRMChallenge.Header  
WMRMHeader Object  
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RMGetLicense.GetDRMSecurityVersion 

The GetDRMSecurityVersion method retrieves information about the DRM component running on 
the consumer’s computer in the form a.b.c.d, where a.b is the release version, c is reserved, and d is 
the category. 

Syntax 

bstrDRMSecurityVersion = GetLicense.GetDRMSecurityVersion 

Parameters 

This method takes no parameters. 

Return Values 

This method returns a String containing a string identifying the version of the DRM component of 
the consumer’s player. 

Remarks 

You can use this method to determine whether a player is individualized by using client-side 
scripting. For example, if you determine a player is not individualized, you can trigger 
individualization by embedding a player in a Web page that opens a dummy file that requires 
individualization. 

The following table lists the possible values of bstrDRMSecurityVersion. 

Previous Next

Previous Next

Release Version Category 
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See Also  

Issuing Licenses Based on Client Version and Individualization Information  
Predelivering a License By Using the GetLicenseFromURL Method  
Predelivering a License By Using the GetSystemInfo Method  
RMGetLicense Object  
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RMGetLicense.GetDRMVersion 

The GetDRMVersion method returns the version of the DRM component of the client player 
application. 

Syntax 

bstrDRMVersion = GetLicense.GetDRMVersion 

Parameters 

This method takes no parameters. 

Return Values 

This method returns a String containing a string identifying the version of the DRM component of 
the client player application. 

Remarks 

This method can be used to determine the version of the client. You can prompt the consumer to 
upgrade the player if you require a higher version.

(a.b) (d)

Default DRM component on the Microsoft Win32 platform for the 
Windows Media Format SDK 7.0, 7.1 and 8.0

2.1 0

DRM component on the Win32 platform with security upgrade 2.2 1

Default DRM component on the Win32 platform for the Windows 
Media Format 9 Series SDK

2.3 0

Previous Next

Previous Next
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See Also  

Predelivering a License By Using the GetLicenseFromURL Method  
Predelivering a License By Using the GetSystemInfo Method  
RMGetLicense Object  
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RMGetLicense.GetLicenseFromURL 

The GetLicenseFromURL method sends a license request and retrieves a license. Use this method 
when predelivering a license. 

Syntax 

GetLicense.GetLicenseFromURL (bstrHeader, bstrURL) 

Parameters 

bstrHeader 

[in]  String containing the consumer portion of a license request. If you do not want to use a content 
header, you can send an empty or NULL string. 

bstrURL 

[in]  String containing a URL. The license challenge data is sent to this URL using an HTML POST. 

Return Values 

This method does not return a value. 

Remarks 

The GetLicenseFromURL method calls the RMGetLicense.GetSystemInfo method to retrieve the 
Windows Media Rights Manager portion of a license request and combines it with the user portion 
before sending the combined string to the license issuer. 

To send the user portion of a license request in a secure manner, bstrHeader must be a properly 
formatted content header. If it is not, the license issuer will not be able to retrieve the necessary 
information. You can use the WMRMHeader object to create the header, which should contain a key 
ID and any other information you want to add. The license acquisition URL can be a dummy value 

Previous Next

Previous Next
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because the bstrURL parameter is the actual URL. If you do not want to pass a content header, you 
can include the key ID as part of the bstrURL (for example, append ?KID=abc). 

The license issuer must do the following:  

1. Create a WMRMChallenge object.  
2. Retrieve the header using the WMRMChallenge.Header property.  
3. Set the header into a WMRMHeader object.  
4. Use the properties of that object to retrieve the information.  

The header includes double quotation marks (") from the HTML code created by the server-side 
script. When passing this string as a parameter to the GetLicenseFromURL method, replace each 
instance of a double quotation mark (") with either a single quotation mark (') or a backslash and 
quotation mark (\"). A standard scripting language function, such as Replace() in Microsoft® Visual 
Basic® Scripting Edition (VBScript), can be used to do this.  

When the license request is received, the challenge blob is similar to the challenge from a player and 
the header can be retrieved by using the WMRMChallenge object. However, the version 1 challenge 
is not sent as part of the version 9 challenge, so you cannot use this method to predeliver version 1 
licenses. 

See Also  

Predelivering a License By Using the GetLicenseFromURL Method  
RMGetLicense Object  
RMGetLicense.GetSystemInfo  
WMRMChallenge Object  
WMRMChallenge.Header  
WMRMHeader Object  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

RMGetLicense.GetLicenseFromURLAsync 

The GetLicenseFromURLAsync method creates a separate thread to send a license request and 
retrieve a license. 

Syntax 

GetLicense.GetLicenseFromURLAsync (bstrHeader, bstrURL) 

Parameters 

Previous Next

Previous Next
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bstrHeader 

[in]  String containing the consumer portion of a license request. 

bstrURL 

[in]  String containing a URL. The license challenge data is sent to this URL using an HTML POST. 

Return Values 

This method does not return a value. 

Remarks 

This method creates a separate thread and uses this thread to call GetLicenseFromURL. This method 
returns immediately after starting the thread. You should call GetAsyncCallStatus to determine the 
status of the last call to GetLicenseFromURLAsync. 

This method is useful if you embed a player in a Web page and want to deliver multiple licenses 
while the player is playing something else. 

See Also  

Predelivering a License By Using the GetLicenseFromURL Method  
RMGetLicense Object  
RMGetLicense.GetSystemInfo  
WMRMChallenge Object  
WMRMChallenge.Header  
WMRMHeader Object  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

RMGetLicense.GetSystemInfo 

The GetSystemInfo method retrieves the Windows Media Rights Manager system information from 
the consumer's computer. 

Syntax 

bstrSysInfo = GetLicense.GetSystemInfo 

Parameters 

Previous Next
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This method takes no parameters. 

Return Values 

This method returns a String containing a string identifying the system information. 

Remarks 

The GetSystemInfo method can be used to retrieve the client information needed to generate a 
license. When this method is used, you do not need to use the WMRMChallenge object because 
license delivery is based on the information from this method instead of the challenge. 

See Also  

Predelivering a License By Using the GetSystemInfo Method  
RMGetLicense Object  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

RMGetLicense.StoreLicense 

The StoreLicense method stores a license on the consumer's computer. 

Syntax 

GetLicense.StoreLicense (bstrLicenseResponse) 

Parameters 

bstrLicenseResponse 

[in]  String containing the license response , with one or more licenses, returned from 
Response.GetLicenseResponse. 

Return Values 

If the property succeeds, it returns S_OK. If it fails, it returns a number in the error object. 

Remarks 

For player applications based on the Windows Media Format 7 SDK, there is a limitation to the 

Previous Next

Previous Next
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number of licenses you can deliver by using this method. If more than approximately 10 licenses are 
issued with one call, the player application stops responding, and a stack overflow error appears if a 
debugger is used. The exact number depends on the size of your licenses. Because the error appears at 
the client and not the server, you should determine the license limit before you issue licenses to 
consumers. You can either test the process yourself or simply issue one license with each call to this 
method. This limitation does not occur in players based on Windows Media Format 9 Series SDK or 
later. 

Example Code 

<html> 
<head> 
<script Language="JavaScript"> 
function StoreV7License(hr) 
{ 
   GetLicenseObj.StoreLicense( "<%= LicenseResponse %>" ); 
} 
</script> 
</head> 
<body onload="StoreV7License()"> 
<object classid="clsid:A9FC132B-096D-460B-B7D5-1DB0FAE0C062" height="0" 
id="GetLicenseObj" width="0"> 
  <embed mayscript type="application/x-drm-v2" hidden="true"> 
</object> 
You have received a license for this song. Click Play. 
</body> 
</html> 

See Also  

Predelivering a License By Using the GetLicenseFromURL Method  
Predelivering a License By Using the GetSystemInfo Method  
RMGetLicense Object  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

WMRMChallenge Object 
The WMRMChallenge object is used to process a challenge from the client. A challenge is a request 
from the consumer for a license and contains the following information:  

Version 9 content header (backward compatible with version 7.1). 
The key ID used to create a key.  
A content ID to uniquely identify the encrypted content. 

Previous Next
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Attributes that identify the content.  
A URL identifying the Internet address of the license issuer (the license acquisition 
URL).  
The minimum application security version number required to play content.  

Information about the consumer's computer. 
An encrypted client ID.  
The version of Windows Media Rights Manager on the consumer's computer.  
The individualized version number on the consumer's computer.  
Information about the secure audio path (SAP) kernel component.  

An action list indicating the rights requested by the consumer. This list is not included in a 
challenge if the RMGetLicense.GetLicenseFromURL method is used.  
An optional Windows Media Rights Manager version 1 challenge This is included because 
versions of the player earlier than version 7 cannot process version 7 or later licenses. However, 
it is not included when a license is predelivered.  

You must retrieve this information from the challenge before using the WMRMLicGen object to 
place it in a license. The WMRMChallenge object exposes the following properties and method. 

 

 
See Also  

Programming Reference  
Programming Windows Media Rights Manager in C++  
WMRMLicGen Object  

Property Description

Action Retrieves a specific action from the list of actions requested in a 
challenge.

ActionCount Retrieves the number of actions requested in a challenge.

Challenge Specifies and retrieves the license request.

ClientAttribute Retrieves a specific name-value pair from the client information 
section of a challenge.

ClientInfo Retrieves the consumer information section from a challenge.

Header Retrieves the header section from a challenge.

V1Challenge Retrieves the version 1 license request, if present, from the version 9 
challenge.

Method Description

CheckClientCapability Determines whether the DRM component of a player supports 
application exclusion and Secure Audio Path, and whether it is based 
on Windows Media Format 9 Series SDK. 
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WMRMChallenge.Action 

The Action property retrieves a specific action from the list of actions requested in a challenge. 

Syntax 

Bstr = Challenge.Action(dwIndex) 

Parameters 

dwIndex 

[in]  DWORD containing the index of the requested action. The index is zero-based. 

Return Values 

If the property succeeds, it returns a String containing the requested action. This must be the 
following value. 

 
If the property fails, it returns a number in the error object. 

 
Remarks 

This property is read-only. Actions are client requests for rights to use the encrypted content. For 
instance, if the challenge contains a request to play the encrypted content, 
<ACTION>Play</ACTION>, the Action property returns a String containing "Play". The index is 
zero-based. Therefore, to find a specific action, you must call WMRMChallenge.ActionCount and 
loop through the collection of actions from zero (0) to Challenge.ActionCount – 1. In the current 
Windows Media Rights Manager version, there is only one action. 

Action properties are not present in the challenge that is generated when predelivering a license.

Previous Next

Return code Description

Play Enables the end user to play the content.

Return code Description

0x80004005 An unspecified error occurred.

0x80070057 The specified parameter is not valid.
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See Also  

WMRMChallenge Object  
WMRMChallenge.ActionCount  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

WMRMChallenge.ActionCount 

The ActionCount property retrieves the number of actions requested in a challenge. 

Syntax 

DWORD = Challenge.ActionCount 

Parameters 

This property takes no parameters. 

Return Values 

If the property succeeds, it returns a DWORD containing the number of requested actions. If it fails, 
it returns a number in the error object. 

 
Remarks 

This property is read-only. The current Windows Media Rights Manager recognizes only the Play 
action. 

Example Code 

' Declare variables and objects. 
 
    Dim dwActionCnt, lIndex 
    Dim ChallengeObj 
 

Previous Next

Previous Next

Return code Description

0x80004005 An unspecified error occurred.

0x80070057 The specified parameter is not valid.
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    Set ChallengeObj = Server.CreateObject("Wmrmobjs.WMRMChallenge") 
 
' Retrieve the action requested by the client. In the current  
' version of Windows Media Rights Manager, "Play" is the only  
' reported action. 
 
    dwActionCnt = ChallengeObj.ActionCount 
 
    for lIndex = 0 to dwActionCnt-1 
       if (lIndex=0 And sAction(lIndex)<>"Play") Then 
            ' The action is not permitted. 
       end if 
       if (lIndex>0) Then 
            ' The action is not permitted. 
       end if 
    next 

See Also  

WMRMChallenge Object  
WMRMChallenge.Action  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

WMRMChallenge.Challenge 

The Challenge property specifies and retrieves the license request. 

Syntax 

Challenge.Challenge = String 
String = Challenge.Challenge 

Parameters 

This property takes no parameters. 

Return Values 

If the property succeeds, it returns a String containing the challenge from the consumer. If it fails, it 
returns a number in the error object. 

Previous Next

Previous Next

Return code Description
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Remarks 

A challenge contains the following information:  

Version 9 content header (backward compatible with version 7.1). 
The key ID used to create a key.  
An optional content ID to uniquely identify the encrypted content.  
Optional attributes that identify the content.  
A URL identifying the Internet address of the license issuer.  

Information about the consumer's computer. 
An encrypted client ID.  
The version of Windows Media Rights Manager on the consumer's computer.  
The individualized version number on the consumer's computer.  

Action list indicating the rights requested by the consumer.  
An optional Windows Media Rights Manager version 1 challenge This is included because 
versions of the player earlier than version 7 cannot process version 7 or later licenses. However, 
it is not included when a license is predelivered.  

Example Code 

' Assume that the content packager has sent encrypted content and  
' a header to a consumer. The consumer's computer determines that  
' a license is needed and posts a challenge to the license issuer. 
' The challenge contains the header sent by the content packager, 
' actions requested by the client, and information about the client 
' computer. 
' 
' For more information about the header, see the WMRMHeader object. 
 
 
' Declare variables and objects. 
 
    Dim sHeader, sClientInfo, sPubKey, lResult, dwActionCnt 
    Dim sLicRequest, lIndex, sVerClient, sVerSecurity, sAppSecurity 
    Dim sAction() 
    Dim HeaderObj 
    Dim ChallengeObj 
 
' Create objects. 
 
    Set HeaderObj = Server.CreateObject("Wmrmobjs.WMRMHeader") 
    Set ChallengeObj = Server.CreateObject("Wmrmobjs.WMRMChallenge") 
   
' Retrieve the license request from the client computer. 
 
    sLicRequest = request.Form("challenge") 
 
' Set the license request into the WMRMChallenge object. 
 
    ChallengeObj.Challenge = sLicRequest 
 

0x80004005 An unspecified error occurred.

0x80070057 The specified parameter is not valid.
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' Retrieve the header from the challenge. 
 
    sHeader = ChallengeObj.Header 
 
' Set the header into the WMRMHeader object. 
 
    HeaderObj.Header = sHeader 
 
' Verify the header with the public key created by the content 
' packager. 
 
    lResult = HeaderObj.Verify(sPubKey) 
    if (lResult = 0) then 
        ' The header has been corrupted. 
    end if 
 
' Retrieve the client information section of the challenge. 
 
    sClientInfo = ChallengeObj.ClientInfo 
 
' Retrieve attributes from the client. 
 
    sVerClient = ChallengeObj.ClientAttribute("CLIENTVERSION" ) 
        ' Perform actions based on the Windows Media Rights Manager 
        ' version installed on the client computer. 
 
    sVerSecurity = ChallengeObj.ClientAttribute("SECURITYVERSION") 
        ' Perform actions based on the security version number. 
 
    sAppSecurity  = ChallengeObj.ClientAttribute("APPSECURITY") 
        ' Perform actions based on the security level of the  
        ' application on which the Windows Media file is to 
        ' be played. 

See Also  

WMRMChallenge Object  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

WMRMChallenge.CheckClientCapability 

You can use the CheckClientCapability method to determine the features that are supported by the 
DRM component of a player. Use this information to choose the type of license to issue, or whether to 
issue a license at all. For example, if the minimum security level that you require for your content is 
not supported by the client, you can refuse to issue a license when requested. 

Previous Next
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Syntax 

Boolean = Challenge.CheckClientCapability(bstrFeatureName) 

Parameters 

bstrFeatureName 

[in]  String containing the feature name. 

 
Return Values 

If the property succeeds, it returns a Boolean value indicating whether the client supports the specified 
feature. If the property fails, it returns a number in the error object. 

 
Example Code 

' Assume that the content packager has sent encrypted content and  
' a header to a consumer. The consumer's computer determines that  
' a license is needed and posts a challenge to the license issuer. 
' The challenge contains the header sent by the content packager, 
' actions requested by the client, and information about the client 
' computer. 
' 
' For more information about the header, see the WMRMHeader object. 
 
 
' Declare variables and objects. 
 
    Dim sHeader, sClientInfo, sPubKey, lResult, dwActionCnt 
    Dim sLicRequest, lIndex, sVerClient, sVerSecurity, sAppSecurity 
    Dim sAction() 
    Dim HeaderObj 
    Dim ChallengeObj 

Value Description

ApplicationExclusion Determines whether the player application supports application 
exclusion (the ability to prevent specified players from playing 
your packaged files). True indicates the player application is 
based on Windows Media Format 7.1 SDK or later. 

MinimumClientSDKSecurity Determines whether the player application is based on Windows 
Media Format 7.1 SDK or later. 

SAPMode Determines whether the client's operating system supports Secure 
Audio Path (SAP). Currently, only Windows Millennium Edition 
(after upgrading Windows Media Player) and Windows XP 
support SAP. 

Return code Description

0xC0042920 The specified feature is not supported by this method.
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    Dim bAppExcl, bMinSDK, bSAPSupport 
 
' Create objects. 
 
    Set HeaderObj = Server.CreateObject("Wmrmobjs.WMRMHeader") 
    Set ChallengeObj = Server.CreateObject("Wmrmobjs.WMRMChallenge") 
   
' Retrieve the license request from the client computer. 
 
    sLicRequest = request.Form("challenge") 
 
' Set the license request into the WMRMChallenge object. 
 
    ChallengeObj.Challenge = sLicRequest 
 
' Retrieve the header from the challenge. 
 
    sHeader = ChallengeObj.Header 
 
' Set the header into the WMRMHeader object. 
 
    HeaderObj.Header = sHeader 
 
' Verify the header with the public key created by the content 
' packager. 
 
    lResult = HeaderObj.Verify(sPubKey) 
    if (lResult = 0) then 
        ' The header has been corrupted. 
    end if 
 
' Verify that the client supports application exclusion and SAP, and 
' is based on Windows Media Format SDK 7.1 or later.  
 
  bAppExcl = ChallengeObj.CheckClientCapability("ApplicationExclusion") 
  if (bAppExcl = False) then 
      ' Application exclusion is not supported. 
  end if 
 
  bMinSDK = ChallengeObj.CheckClientCapability("MinimumClientSDKSecurity") 
  if (bMinSDK = False) then 
      ' The client is not based on Windows Media Format SDK 7.1 or later. 
  end if 
 
  bSAPSupport = ChallengeObj.CheckClientCapability("SAPMode") 
  if (bSAPSupport = False) then 
      ' SAP is not supported. 
  end if 

See Also  

Excluding Player Applications  
Programming Windows Media Rights Manager in C++  
Rights for Security Levels  
Using Secure Audio Path  
WMRMChallenge Object  
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WMRMChallenge.ClientAttribute 

The ClientAttribute property retrieves a specific attribute, by name, from the client information 
section of a challenge. 

Syntax 

String = Challenge.ClientAttribute(bstrName) 

Parameters 

bstrName 

[in]  String containing the name of the attribute to be retrieved. 

Return Values 

If the property succeeds, it returns a String containing the attribute. If it fails, it returns a number in 
the error object. 

 
Remarks 

This property is read-only. The ClientAttribute property does not retrieve the encrypted client ID. 
Only the following attribute names are valid. 

Note   These values are not signed and should be used for information only, not for security purposes. 

Previous Next

Previous Next

Return code Description

0x80004005 An unspecified error occurred.

0x80070057 The specified parameter is not valid.

Attribute name Description

CLIENTVERSION Identifies the version of Windows Media Rights Manager installed on the 
client computer.

SECURITYVERSION Identifies the DRM component version in the format a.b.c.d, where a.b is 
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This method requires you to retrieve specific values and check them. However, in some situations, the 
new WMRMChallenge.CheckClientCapability method may be more useful because it checks for 
specific functionality, returning True or False.  

Example Code 

' Assume that the content packager has sent encrypted content and  
' a header to a consumer. The consumer's computer determines that  
' a license is needed and posts a challenge to the license issuer. 
' The challenge contains the header sent by the content packager, 
' actions requested by the client, and information about the client 
' computer. 
' 
' For more information about the header, see the WMRMHeader object. 
 
 
' Declare variables and objects. 
 
    Dim sHeader, sClientInfo, sPubKey, lResult, dwActionCnt 
    Dim sLicRequest, lIndex, sVerClient, sVerSecurity, sAppSecurity 
    Dim sAction() 
    Dim HeaderObj 
    Dim ChallengeObj 
 
' Create objects. 
 
    Set HeaderObj = Server.CreateObject("Wmrmobjs.WMRMHeader") 
    Set ChallengeObj = Server.CreateObject("Wmrmobjs.WMRMChallenge") 
   
' Retrieve the license request from the client computer. 
 
    sLicRequest = request.Form("challenge") 
 
' Set the license request into the WMRMChallenge object. 
 
    ChallengeObj.Challenge = sLicRequest 
 
' Retrieve the header from the challenge. 
 
    sHeader = ChallengeObj.Header 
 
' Set the header into the WMRMHeader object. 
 
    HeaderObj.Header = sHeader 

the version, c is reserved, and d is the category.

APPSECURITY Identifies the minimum security level that the application or the Windows 
Media Format SDK it is based on must have to play a packaged file.

SUBJECTID1 Identifies the Windows Media Format SDK on which the application is 
based.

SUBJECTID2 Identifies the application. 

DRMKVERSION Identifies the version number of the secure audio path (SAP) kernel 
component.
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' Verify the header with the public key created by the content 
' packager. 
 
    lResult = HeaderObj.Verify(sPubKey) 
    if (lResult = 0) then 
        ' The header has been corrupted. 
    end if 
 
' Retrieve the client information section of the challenge. 
 
    sClientInfo = ChallengeObj.ClientInfo 
 
' Retrieve attributes from the client. 
 
    sVerClient = ChallengeObj.ClientAttribute("CLIENTVERSION" ) 
        ' Perform actions based on the Windows Media Rights Manager 
        ' version installed on the client computer. 
 
    sVerSecurity = ChallengeObj.ClientAttribute("SECURITYVERSION") 
        ' Perform actions based on the security version number. 
 
    sAppSecurity  = ChallengeObj.ClientAttribute("APPSECURITY") 
        ' Perform actions based on the security level of the  
        ' application on which the Windows Media file is to 
        ' be played. 

See Also  

WMRMChallenge Object  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

WMRMChallenge.ClientInfo 

The ClientInfo property retrieves the consumer information section from a challenge. 

Syntax 

String = Challenge.ClientInfo 

Parameters 

This property takes no parameters. 

Return Values 

Previous Next

Previous Next
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If the property succeeds, it returns a String containing the client information. If it fails, it returns a 
number in the error object. 

 
Remarks 

This property is read-only. You must pass the string containing client information to the ClientInfo 
property of the WMRMLicGen object as part of the license generation process. The consumer 
information section of the challenge contains the following information:  

An encrypted client ID.  
The version of Windows Media Rights Manager on the consumer's computer.  
The individualized version number on the consumer's computer.  
Information about the secure audio path (SAP) kernel component.  

Example Code 

' Assume that the content packager has sent encrypted content and  
' a header to a consumer. The consumer's computer determines that  
' a license is needed and posts a challenge to the license issuer. 
' The challenge contains the header sent by the content packager, 
' actions requested by the client, and information about the client 
' computer. 
' 
' For more information about the header, see the WMRMHeader object. 
 
 
' Declare variables and objects. 
 
    Dim sHeader, sClientInfo, sPubKey, lResult, dwActionCnt 
    Dim sLicRequest, lIndex, sVerClient, sVerSecurity, sAppSecurity 
    Dim sAction() 
    Dim HeaderObj 
    Dim ChallengeObj 
 
' Create objects. 
 
    Set HeaderObj = Server.CreateObject("Wmrmobjs.WMRMHeader") 
    Set ChallengeObj = Server.CreateObject("Wmrmobjs.WMRMChallenge") 
   
' Retrieve the license request from the client computer. 
 
    sLicRequest = request.Form("challenge") 
 
' Set the license request into the WMRMChallenge object. 
 
    ChallengeObj.Challenge = sLicRequest 
 
' Retrieve the header from the challenge. 
 

Return code Description

0x80004005 An unspecified error occurred.

0x80070057 The specified parameter is not valid.
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    sHeader = ChallengeObj.Header 
 
' Set the header into the WMRMHeader object. 
 
    HeaderObj.Header = sHeader 
 
' Verify the header with the public key created by the content 
' packager. 
 
    lResult = HeaderObj.Verify(sPubKey) 
    if (lResult = 0) then 
        ' The header has been corrupted. 
    end if 
 
' Retrieve the client information section of the challenge. 
 
    sClientInfo = ChallengeObj.ClientInfo 
 
' Retrieve attributes from the client. 
 
    sVerClient = ChallengeObj.ClientAttribute("CLIENTVERSION" ) 
        ' Perform actions based on the Windows Media Rights Manager 
        ' version installed on the client computer. 
 
    sVerSecurity = ChallengeObj.ClientAttribute("SECURITYVERSION") 
        ' Perform actions based on the security version number. 
 
    sAppSecurity  = ChallengeObj.ClientAttribute("APPSECURITY") 
        ' Perform actions based on the security level of the  
        ' application on which the Windows Media file is to 
        ' be played. 

See Also  

WMRMChallenge Object  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

WMRMChallenge.Header 

The Header property retrieves the header section from a challenge. 

Syntax 

String = Challenge.Header 

Parameters 

Previous Next

Previous Next
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This property takes no parameters. 

Return Values 

If the property succeeds, it returns a String containing the header object. If it fails, it returns a number 
in the error object. 

 
Remarks 

This property is read-only. You must pass the string containing header information to the 
WMRMHeader object if you want to manipulate the header before generating a license. The content 
header contains the following information:  

The key ID used to create a key.  
An optional content ID to uniquely identify the encrypted content.  
Optional attributes that identify the content.  
A URL identifying the Internet address of the license issuer.  
The minimum application security version number required to play content.  

Example Code 

' Assume that the content packager has sent encrypted content and  
' a header to a consumer. The consumer's computer determines that  
' a license is needed and posts a challenge to the license issuer. 
' The challenge contains the header sent by the content packager, 
' actions requested by the client, and information about the client 
' computer. 
' 
' For more information about the header, see the WMRMHeader object. 
 
 
' Declare variables and objects. 
 
    Dim sHeader, sClientInfo, sPubKey, lResult, dwActionCnt 
    Dim sLicRequest, lIndex, sVerClient, sVerSecurity, sAppSecurity 
    Dim sAction() 
    Dim HeaderObj 
    Dim ChallengeObj 
 
' Create objects. 
 
    Set HeaderObj = Server.CreateObject("Wmrmobjs.WMRMHeader") 
    Set ChallengeObj = Server.CreateObject("Wmrmobjs.WMRMChallenge") 
   
' Retrieve the license request from the client computer. 
 
    sLicRequest = request.Form("challenge") 
 

Return code Description

0x80004005 An unspecified error occurred.

0x80070057 The specified parameter is not valid.
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' Set the license request into the WMRMChallenge object. 
 
    ChallengeObj.Challenge = sLicRequest 
 
' Retrieve the header from the challenge. 
 
    sHeader = ChallengeObj.Header 
 
' Set the header into the WMRMHeader object. 
 
    HeaderObj.Header = sHeader 
 
' Verify the header with the public key created by the content 
' packager. 
 
    lResult = HeaderObj.Verify(sPubKey) 
    if (lResult = 0) then 
        ' The header has been corrupted. 
    end if 
 
' Retrieve the client information section of the challenge. 
 
    sClientInfo = ChallengeObj.ClientInfo 
 
' Retrieve attributes from the client. 
 
    sVerClient = ChallengeObj.ClientAttribute("CLIENTVERSION" ) 
        ' Perform actions based on the Windows Media Rights Manager 
        ' version installed on the client computer. 
 
    sVerSecurity = ChallengeObj.ClientAttribute("SECURITYVERSION") 
        ' Perform actions based on the security version number. 
 
    sAppSecurity  = ChallengeObj.ClientAttribute("APPSECURITY") 
        ' Perform actions based on the security level of the  
        ' application on which the Windows Media file is to 
        ' be played. 

See Also  

WMRMChallenge Object  
WMRMHeader Object  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

WMRMChallenge.V1Challenge 

The V1Challenge property retrieves the version 1 license request, if present, from the version 9 

Previous Next
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challenge. 

Syntax 

String = Challenge.V1Challenge 

Parameters 

This property takes no parameters. 

Return Values 

If the property succeeds, it returns a String containing the version 1 challenge. If it fails, it returns a 
number in the error object. 

 
Remarks 

This property is read-only. The version 1 challenge is an encoded binary blob. You must pass the 
version 1 challenge to the version 1 license generator to play encrypted content on any version of 
Windows Media Player earlier than version 7. This property is provided for backward-compatibility. 

See Also  

WMRMChallenge Object  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

WMRMHeader Object 
The WMRMHeader object manipulates content headers. If you are packaging multimedia content 
into a Windows Media file, you must use this object to create a content header. A content header 
consists of the following information:  

The key ID used to create a key.  
A content ID to uniquely identify the encrypted content. 

Return code Description

0x80004005 An unspecified error occurred.

0x80070057 The specified parameter is not valid.

Previous Next

Previous Next
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Attributes that identify the content.  
A URL identifying the Internet address of the license issuer.  
The minimum application security version number required to play the Windows Media file.  

The content header contains only the key ID, not the key. To re-create the key and package it in a 
license, a license issuer needs both the key ID and the shared license key seed. 

The content ID is optional but highly recommended. For example, assume that you have multiple 
pieces of content and that, for a specific content, you want to delineate different rights for different 
consumer groups. You can do this by associating each group of rights with a different key ID, all of 
which are associated with a single content ID. 

Attributes are name-value pairs that can be used to identify the content. For example, attributes can 
identify the name of the content packager, the name of the artist, and so on. 

The WMRMHeader object exposes the following properties and methods. 

 

 
See Also  

Programming Reference  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

Property Description

Attribute Specifies and retrieves name-value pairs.

ContentID Specifies and retrieves the ID of the encrypted content.

Header Specifies and retrieves the content header.

IndividualizedVersion Specifies and retrieves the minimum version of the Windows Media 
Rights Manager dynamic link library (DLL) that is individualized for 
a specific computer.

KeyID Specifies and retrieves the ID of the encryption key.

LicenseAcqURL Specifies and retrieves the URL of the Web page that the client must 
use to apply for a license.

Version Retrieves the version number from the content header.

Method Description

SetCheckSum Specifies the checksum used for key verification.

Sign Adds a signature to the content header.

Verify Verifies the signature in the data section of the content header.

Previous Next
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WMRMHeader.Attribute 

The Attribute property specifies and retrieves name-value pairs. 

Syntax 

Header.Attribute(bstrName) = String 
String = Header.Attribute(bstrName) 

Parameters 

bstrName 

[in]  String containing the attribute name. It is strongly recommended that you use the names in the 
following table. 

 
Return Values 

If the property succeeds, it returns a String containing the attribute value. If it fails, it returns a 
number in the error object. 

Previous Next

Attribute name Description

Artist_URL Contains the URL of the artist's Web site.

Author Contains the name of the content author.

Content_Distributor Contains the name of the distributor of the content.

Content_Type Contains the type of content, such as music or video.

Copyright Contains the copyright of the content.

Description Contains a description of the content.

License_Distributor Contains the name of the license distributor.

License_Distributor URL Contains the URL of the license issuer's Web site.

Rating Contains the rating indicating the type of audience for which the 
content is suitable.

Title Name of the content.

Return code Description
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Remarks 

Attribute names are case-sensitive, and both the name and value must be specified in a valid XML 
format. If you duplicate an existing attribute, the earlier attribute is updated. 

Example Code 

' Declare variables and objects. 
 
    Dim sKID, sCID, sSeed, sKey, sHeader 
    Dim sPrivKey, sPubKey 
    Dim HeaderObj 
    Dim KeysObj 
    Dim ProtectObj 
 
' Create objects. 
 
    Set HeaderObj = Server.CreateObject("Wmrmobjs.WMRMHeader") 
    Set KeysObj = Server.CreateObject("Wmrmobjs.WMRMKeys") 
    Set ProtectObj = Server.CreateObject("Wmrmobjs.WMRMProtect") 
 
' Create the key ID and content ID, and key. Set the key ID and  
' the content ID into the header. Store the key in a secure manner. 
 
    sKID = KeysObj.GenerateKeyID() 
    sCID = KeysObj.GenerateKeyID() 
    KeysObj.KeyID = sKID 
 
    HeaderObj.KeyID = sKID 
    HeaderObj.ContentID = sCID 
 
'  Replace XXX with the license key seed. 
 
    sSeed = "XXX" 
    KeysObj.Seed = sSeed 
 
' Generate the key. 
 
    sKey = KeysObj.GenerateKey() 
 
' Require individualization version 2.2. 
' Version numbers change. Make sure this is up to date 
 
    HeaderObj.IndividualizedVersion = "2.2" 
 
' Specify the URL of the license issuer, and set it into 
' the header. 
 
    sURL = "http://www.LicenseIssuer.com/getlicense.asp" 
    HeaderObj.LicenseAcqURL = sURL 
 

0x80004005 An unspecified error occurred.

0x80070057 The specified parameter is not valid.

0x80041003 The string was not specified in a valid XML format.
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' Set name-value pairs describing the content into the header. 
 
    HeaderObj.Attribute("Author") = "name of the author" 
    HeaderObj.Attribute("Content Distributor") = "name of the distributor" 
    HeaderObj.Attribute("Content Type") = "type of content distributed" 
    HeaderObj.Attribute("Title") = "title of the content" 
 
' Set the checksum. 
 
    HeaderObj.SetCheckSum(sKey) 
 
' Replace XXX with the packaging server's private key.  
 
    sPrivKey = "XXX" 
 
' Sign the header. 
 
    HeaderObj.Sign(sPrivKey) 
 
' Retrieve the string containing the header. 
 
    sHeader = HeaderObj.Header 
 
' Set the header string into the WMRMProtect object. 
 
    ProtectObj.Header = sHeader 
 
' Set the key into the WMRMProtect object. 
 
    ProtectObj.Key = sKey 
 
' Specify the name of the file to be protected. 
 
    ProtectObj.InputFile = "c:\input_file.wmv" 
 
' Generate a protected file. 
 
    ProtectObj.ProtectFile("c:\output_file_1.wmv") 

See Also  

WMRMHeader Object  
WMRMHeader.ContentID  
WMRMHeader.IndividualizedVersion  
WMRMHeader.KeyID  
WMRMHeader.LicenseAcqURL  
WMRMKeys Object  
WMRMProtect Object  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

Previous Next
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WMRMHeader.ContentID 

The ContentID property specifies and retrieves the ID of the encrypted content. 

Syntax 

Header.ContentID = String 
String = Header.ContentID 

Parameters 

This property takes no parameters. 

Return Values 

If the property succeeds, it returns a String containing the content ID. If it fails, it returns a number in 
the error object. 

 
Remarks 

The content ID is optional but recommended. It is also recommended that you use 
WMRMKeys.GenerateKeyID to create a globally unique identifier (GUID) to ensure that the 
content ID is unique. You can also use the GenerateKeyID method to create a standard key ID. The 
content ID is not required by Windows Media Rights Manager. 

Example Code 

' Declare variables and objects. 
 
    Dim sKID, sCID, sSeed, sKey, sHeader 
    Dim sPrivKey, sPubKey 
    Dim HeaderObj 
    Dim KeysObj 
    Dim ProtectObj 
 
' Create objects. 
 
    Set HeaderObj = Server.CreateObject("Wmrmobjs.WMRMHeader") 
    Set KeysObj = Server.CreateObject("Wmrmobjs.WMRMKeys") 
    Set ProtectObj = Server.CreateObject("Wmrmobjs.WMRMProtect") 

Previous Next

Return code Description

0x80004005 An unspecified error occurred.

0x80070057 The specified parameter is not valid.
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' Create the key ID and content ID, and key. Set the key ID and  
' the content ID into the header. Store the key in a secure manner. 
 
    sKID = KeysObj.GenerateKeyID() 
    sCID = KeysObj.GenerateKeyID() 
    KeysObj.KeyID = sKID 
 
    HeaderObj.KeyID = sKID 
    HeaderObj.ContentID = sCID 
 
'  Replace XXX with the license key seed. 
 
    sSeed = "XXX" 
    KeysObj.Seed = sSeed 
 
' Generate the key. 
 
    sKey = KeysObj.GenerateKey() 
 
' Require individualization version 2.2. 
' Version numbers change. Verify number before using 
    HeaderObj.IndividualizedVersion = "2.2" 
 
' Specify the URL of the license issuer, and set it into 
' the header. 
 
    sURL = "http://www.LicenseIssuer.com/getlicense.asp" 
    HeaderObj.LicenseAcqURL = sURL 
 
' Set name-value pairs describing the content into the header. 
 
    HeaderObj.Attribute("Author") = "name of the author" 
    HeaderObj.Attribute("Content Distributor") = "name of the distributor" 
    HeaderObj.Attribute("Content Type") = "type of content distributed" 
    HeaderObj.Attribute("Title") = "title of the content" 
 
' Set the checksum. 
 
    HeaderObj.SetCheckSum(sKey) 
 
' Replace XXX with the packaging server's private key.  
 
    sPrivKey = "XXX" 
 
' Sign the header. 
 
    HeaderObj.Sign(sPrivKey) 
 
' Retrieve the string containing the header. 
 
    sHeader = HeaderObj.Header 
 
' Set the header string into the WMRMProtect object. 
 
    ProtectObj.Header = sHeader 
 
' Set the key into the WMRMProtect object. 
 
    ProtectObj.Key = sKey 
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' Specify the name of the file to be protected. 
 
    ProtectObj.InputFile = "c:\input_file.wmv" 
 
' Generate a protected file. 
 
    ProtectObj.ProtectFile("c:\output_file_1.wmv") 

See Also  

WMRMChallenge.Header  
WMRMHeader Object  
WMRMHeader.Attribute  
WMRMHeader.IndividualizedVersion  
WMRMHeader.KeyID  
WMRMHeader.LicenseAcqURL  
WMRMKeys Object  
WMRMKeys.GenerateKeyID  
WMRMProtect Object  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

WMRMHeader.Header 

The Header property specifies and retrieves the string that makes up the content header. 

Syntax 

Header.Header = String 
String = Header.Header 

Parameters 

This property takes no parameters. 

Return Values 

If the property succeeds, it returns a String containing the content header. If it fails, it returns a 
number in the error object. 

Previous Next

Previous Next

Return code Description
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Remarks 

You can use the Header property to verify that you have correctly specified the data section before 
you pass the header object to the WMRMProtect object. A content header consists of the following 
information.  

The key ID used to create a key.  
An optional content ID to uniquely identify the encrypted content.  
Optional attributes that identify the content.  
A URL identifying the Internet address of the license issuer.  
The minimum application security version number required to play content.  

Example Code 

' Declare variables and objects. 
 
    Dim sKID, sCID, sSeed, sKey, sHeader 
    Dim sPrivKey, sPubKey 
    Dim HeaderObj 
    Dim KeysObj 
    Dim ProtectObj 
 
' Create objects. 
 
    Set HeaderObj = Server.CreateObject("Wmrmobjs.WMRMHeader") 
    Set KeysObj = Server.CreateObject("Wmrmobjs.WMRMKeys") 
    Set ProtectObj = Server.CreateObject("Wmrmobjs.WMRMProtect") 
 
' Create the key ID and content ID, and key. Set the key ID and  
' the content ID into the header. Store the key in a secure manner. 
 
    sKID = KeysObj.GenerateKeyID() 
    sCID = KeysObj.GenerateKeyID() 
    KeysObj.KeyID = sKID 
 
    HeaderObj.KeyID = sKID 
    HeaderObj.ContentID = sCID 
 
'  Replace XXX with the license key seed. 
 
    sSeed = "XXX" 
    KeysObj.Seed = sSeed 
 
' Generate the key. 
 
    sKey = KeysObj.GenerateKey() 
 
' Require individualization version 2.2. 
' Version numbers change. Verify version number. 
 
    HeaderObj.IndividualizedVersion = "2.2" 
 

0x80004005 An unspecified error occurred.

0x80070057 The specified parameter is not valid.
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' Specify the URL of the license issuer, and set it into 
' the header. 
 
    sURL = "http://www.LicenseIssuer.com/getlicense.asp" 
    HeaderObj.LicenseAcqURL = sURL 
 
' Set name-value pairs describing the content into the header. 
 
    HeaderObj.Attribute("Author") = "name of the author" 
    HeaderObj.Attribute("Content Distributor") = "name of the distributor" 
    HeaderObj.Attribute("Content Type") = "type of content distributed" 
    HeaderObj.Attribute("Title") = "title of the content" 
 
' Set the checksum. 
 
    HeaderObj.SetCheckSum(sKey) 
 
' Replace XXX with the packaging server's private key.  
 
    sPrivKey = "XXX" 
 
' Sign the header. 
 
    HeaderObj.Sign(sPrivKey) 
 
' Retrieve the string containing the header. 
 
    sHeader = HeaderObj.Header 
 
' Set the header string into the WMRMProtect object. 
 
    ProtectObj.Header = sHeader 
 
' Set the key into the WMRMProtect object. 
 
    ProtectObj.Key = sKey 
 
' Specify the name of the file to be protected. 
 
    ProtectObj.InputFile = "c:\input_file.wmv" 
 
' Generate a protected file. 
 
    ProtectObj.ProtectFile("c:\output_file_1.wmv") 

See Also  

WMRMHeader Object  
WMRMKeys Object  
WMRMProtect Object  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

Previous Next
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WMRMHeader.IndividualizedVersion 

The IndividualizedVersion property specifies and retrieves the minimum version of the DRM 
component that is individualized for the consumer's computer. 

Syntax 

Header.IndividualizedVersion = String 
String = Header.IndividualizedVersion 

Parameters 

This property takes no parameters. 

Return Values 

If the property succeeds, it returns a String containing the version number. The following table 
identifies the version number implemented in the current Windows Media Rights Manager SDK. 

 
If the property fails, it returns a number in the error object. 

 
Remarks 

You can require that your Windows Media files be played only on an application that has been 
individualized by specifying a minimum individualization version number. If a consumer tries to play 
a Windows Media file that requires individualization using a player that has not been individualized, a 
license is not issued and the player prompts the consumer to get a security upgrade. 

The IndividualizedVersion property is optional. You can use it to provide an extra level of security 
for the encrypted content. If the DLL version number on the client machine does not at least equal the 
DLL version number you specify, Windows Media Rights Manager retrieves the updated DLL from 
the Microsoft Web site. If you do not specify a DLL version number, the encrypted content will play 
on any Windows Media Player. The version is in the format a.b.

Previous Next

Version Description

2.2 DRM component on the Win32 platform.

Return code Description

0x80004005 An unspecified error occurred.

0x80070057 The specified parameter is not valid.
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Example Code 

' Declare variables and objects. 
 
    Dim sKID, sCID, sSeed, sKey, sHeader 
    Dim sPrivKey, sPubKey 
    Dim HeaderObj 
    Dim KeysObj 
    Dim ProtectObj 
 
' Create objects. 
 
    Set HeaderObj = Server.CreateObject("Wmrmobjs.WMRMHeader") 
    Set KeysObj = Server.CreateObject("Wmrmobjs.WMRMKeys") 
    Set ProtectObj = Server.CreateObject("Wmrmobjs.WMRMProtect") 
 
' Create the key ID and content ID, and key. Set the key ID and  
' the content ID into the header. Store the key in a secure manner. 
 
    sKID = KeysObj.GenerateKeyID() 
    sCID = KeysObj.GenerateKeyID() 
    KeysObj.KeyID = sKID 
 
    HeaderObj.KeyID = sKID 
    HeaderObj.ContentID = sCID 
 
'  Replace XXX with the license key seed. 
 
    sSeed = "XXX" 
    KeysObj.Seed = sSeed 
 
' Generate the key. 
 
    sKey = KeysObj.GenerateKey() 
 
' Require individualization version 2.2. 
' Version numbers change. Verify that this number is up to date 
 
    HeaderObj.IndividualizedVersion = "2.2" 
 
' Specify the URL of the license issuer, and set it into 
' the header. 
 
    sURL = "http://www.LicenseIssuer.com/getlicense.asp" 
    HeaderObj.LicenseAcqURL = sURL 
 
' Set name-value pairs describing the content into the header. 
 
    HeaderObj.Attribute("Author") = "name of the author" 
    HeaderObj.Attribute("Content Distributor") = "name of the distributor" 
    HeaderObj.Attribute("Content Type") = "type of content distributed" 
    HeaderObj.Attribute("Title") = "title of the content" 
 
' Set the checksum. 
 
    HeaderObj.SetCheckSum(sKey) 
 
' Replace XXX with the packaging server's private key.  
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    sPrivKey = "XXX" 
 
' Sign the header. 
 
    HeaderObj.Sign(sPrivKey) 
 
' Retrieve the string containing the header. 
 
    sHeader = HeaderObj.Header 
 
' Set the header string into the WMRMProtect object. 
 
    ProtectObj.Header = sHeader 
 
' Set the key into the WMRMProtect object. 
 
    ProtectObj.Key = sKey 
 
' Specify the name of the file to be protected. 
 
    ProtectObj.InputFile = "c:\input_file.wmv" 
 
' Generate a protected file. 
 
    ProtectObj.ProtectFile("c:\output_file_1.wmv") 

See Also  

WMRMHeader Object  
WMRMHeader.Attribute  
WMRMHeader.ContentID  
WMRMHeader.KeyID  
WMRMHeader.LicenseAcqURL  
WMRMKeys Object  
WMRMProtect Object  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

WMRMHeader.KeyID 

The KeyID property specifies and retrieves the ID of the encryption key. 

Syntax 

Header.KeyID = String 
String = Header.KeyID 

Previous Next

Previous Next
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Parameters 

This property takes no parameters. 

Return Values 

If the property succeeds, it returns a String containing the ID. If it fails, it returns a number in the 
error object. 

 
Remarks 

Both the key ID and the license key seed are required by the Windows Media Rights Manager SDK to 
generate a key. 

Example Code 

' Declare variables and objects. 
 
    Dim sKID, sCID, sSeed, sKey, sHeader 
    Dim sPrivKey, sPubKey 
    Dim HeaderObj 
    Dim KeysObj 
    Dim ProtectObj 
 
' Create objects. 
 
    Set HeaderObj = Server.CreateObject("Wmrmobjs.WMRMHeader") 
    Set KeysObj = Server.CreateObject("Wmrmobjs.WMRMKeys") 
    Set ProtectObj = Server.CreateObject("Wmrmobjs.WMRMProtect") 
 
' Create the key ID and content ID, and key. Set the key ID and  
' the content ID into the header. Store the key in a secure manner. 
 
    sKID = KeysObj.GenerateKeyID() 
    sCID = KeysObj.GenerateKeyID() 
    KeysObj.KeyID = sKID 
 
    HeaderObj.KeyID = sKID 
    HeaderObj.ContentID = sCID 
 
'  Replace XXX with the license key seed. 
 
    sSeed = "XXX" 
    KeysObj.Seed = sSeed 
 
' Generate the key. 
 
    sKey = KeysObj.GenerateKey() 
 

Return code Description

0x80004005 An unspecified error occurred.

0x80070057 The specified parameter is not valid.
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' Require individualization version 2.2. 
' Version numbers change. Verify that this number is up to date. 
 
    HeaderObj.IndividualizedVersion = "2.2" 
 
' Specify the URL of the license issuer, and set it into 
' the header. 
 
    sURL = "http://www.LicenseIssuer.com/getlicense.asp" 
    HeaderObj.LicenseAcqURL = sURL 
 
' Set name-value pairs describing the content into the header. 
 
    HeaderObj.Attribute("Author") = "name of the author" 
    HeaderObj.Attribute("Content Distributor") = "name of the distributor" 
    HeaderObj.Attribute("Content Type") = "type of content distributed" 
    HeaderObj.Attribute("Title") = "title of the content" 
 
' Set the checksum. 
 
    HeaderObj.SetCheckSum(sKey) 
 
' Replace XXX with the packaging server's private key.  
 
    sPrivKey = "XXX" 
 
' Sign the header. 
 
    HeaderObj.Sign(sPrivKey) 
 
' Retrieve the string containing the header. 
 
    sHeader = HeaderObj.Header 
 
' Set the header string into the WMRMProtect object. 
 
    ProtectObj.Header = sHeader 
 
' Set the key into the WMRMProtect object. 
 
    ProtectObj.Key = sKey 
 
' Specify the name of the file to be protected. 
 
    ProtectObj.InputFile = "c:\input_file.wmv" 
 
' Generate a protected file. 
 
    ProtectObj.ProtectFile("c:\output_file_1.wmv") 

See Also  

WMRMChallenge Object  
WMRMChallenge.Header  
WMRMHeader Object  
WMRMHeader.Attribute  
WMRMHeader.ContentID  
WMRMHeader.IndividualizedVersion
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WMRMHeader.LicenseAcqURL  
WMRMKeys Object  
WMRMProtect Object  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

WMRMHeader.LicenseAcqURL 

The LicenseAcqURL property specifies and retrieves the URL of the Web page that the client must 
use to apply for a license. 

Syntax 

Header.LicenseAcqURL = String 
String = Header.LicenseAcqURL 

Parameters 

This property takes no parameters. 

Return Values 

If the property succeeds, it returns a String containing the URL. If it fails, it returns a number in the 
error object. 

 
Remarks 

The correct syntax for the URL is http://license issuer domain name. 

Example Code 

' Declare variables and objects. 
 
    Dim sKID, sCID, sSeed, sKey, sHeader 
    Dim sPrivKey, sPubKey 
    Dim HeaderObj 
    Dim KeysObj 

Previous Next

Previous Next

Return code Description

0x80004005 An unspecified error occurred.

0x80070057 The specified parameter is not valid.
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    Dim ProtectObj 
 
' Create objects. 
 
    Set HeaderObj = Server.CreateObject("Wmrmobjs.WMRMHeader") 
    Set KeysObj = Server.CreateObject("Wmrmobjs.WMRMKeys") 
    Set ProtectObj = Server.CreateObject("Wmrmobjs.WMRMProtect") 
 
' Create the key ID and content ID, and key. Set the key ID and  
' the content ID into the header. Store the key in a secure manner. 
 
    sKID = KeysObj.GenerateKeyID() 
    sCID = KeysObj.GenerateKeyID() 
    KeysObj.KeyID = sKID 
 
    HeaderObj.KeyID = sKID 
    HeaderObj.ContentID = sCID 
 
'  Replace XXX with the license key seed. 
 
    sSeed = "XXX" 
    KeysObj.Seed = sSeed 
 
' Generate the key. 
 
    sKey = KeysObj.GenerateKey() 
 
' Require individualization version 2.2. 
' Version numbers change. Verify that this number is up to date. 
 
    HeaderObj.IndividualizedVersion = "2.2" 
 
' Specify the URL of the license issuer, and set it into 
' the header. 
 
    sURL = "http://www.LicenseIssuer.com/getlicense.asp" 
    HeaderObj.LicenseAcqURL = sURL 
 
' Set name-value pairs describing the content into the header. 
 
    HeaderObj.Attribute("Author") = "name of the author" 
    HeaderObj.Attribute("Content Distributor") = "name of the distributor" 
    HeaderObj.Attribute("Content Type") = "type of content distributed" 
    HeaderObj.Attribute("Title") = "title of the content" 
 
' Set the checksum. 
 
    HeaderObj.SetCheckSum(sKey) 
 
' Replace XXX with the packaging server's private key.  
 
    sPrivKey = "XXX" 
 
' Sign the header. 
 
    HeaderObj.Sign(sPrivKey) 
 
' Retrieve the string containing the header. 
 
    sHeader = HeaderObj.Header 
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' Set the header string into the WMRMProtect object. 
 
    ProtectObj.Header = sHeader 
 
' Set the key into the WMRMProtect object. 
 
    ProtectObj.Key = sKey 
 
' Specify the name of the file to be protected. 
 
    ProtectObj.InputFile = "c:\input_file.wmv" 
 
' Generate a protected file. 
 
    ProtectObj.ProtectFile("c:\output_file_1.wmv") 

See Also  

WMRMHeader Object  
WMRMHeader.Attribute  
WMRMHeader.ContentID  
WMRMHeader.IndividualizedVersion  
WMRMHeader.KeyID  
WMRMKeys Object  
WMRMProtect Object  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

WMRMHeader.SetCheckSum 

The SetCheckSum method specifies the checksum used for key verification. 

Syntax 

Header.SetCheckSum(bstrKey) 

Parameters 

bstrKey 

[in]  String containing the symmetric key. 

Return Values 

Previous Next

Previous Next
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If the property succeeds, it returns S_OK. If it fails, it returns a number in the error object. 

 
Remarks 

The checksum is used to verify that the key delivered in the license is the same as the key used to 
encrypt content. 

Example Code 

' Declare variables and objects. 
 
    Dim sKID, sCID, sSeed, sKey, sHeader 
    Dim sPrivKey, sPubKey 
    Dim HeaderObj 
    Dim KeysObj 
    Dim ProtectObj 
 
' Create objects. 
 
    Set HeaderObj = Server.CreateObject("Wmrmobjs.WMRMHeader") 
    Set KeysObj = Server.CreateObject("Wmrmobjs.WMRMKeys") 
    Set ProtectObj = Server.CreateObject("Wmrmobjs.WMRMProtect") 
 
' Create the key ID and content ID, and key. Set the key ID and  
' the content ID into the header. Store the key in a secure manner. 
 
    sKID = KeysObj.GenerateKeyID() 
    sCID = KeysObj.GenerateKeyID() 
    KeysObj.KeyID = sKID 
 
    HeaderObj.KeyID = sKID 
    HeaderObj.ContentID = sCID 
 
'  Replace XXX with the license key seed. 
 
    sSeed = "XXX" 
    KeysObj.Seed = sSeed 
 
' Generate the key. 
 
    sKey = KeysObj.GenerateKey() 
 
' Require individualization version 2.2. 
' Version numbers change. Verify that this number is up to date. 
 
    HeaderObj.IndividualizedVersion = "2.2" 
 
' Specify the URL of the license issuer, and set it into 
' the header. 
 
    sURL = "http://www.LicenseIssuer.com/getlicense.asp" 

Return code Description

0x80004005 An unspecified error occurred.

0x80070057 The specified parameter is not valid.
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    HeaderObj.LicenseAcqURL = sURL 
 
' Set name-value pairs describing the content into the header. 
 
    HeaderObj.Attribute("Author") = "name of the author" 
    HeaderObj.Attribute("Content Distributor") = "name of the distributor" 
    HeaderObj.Attribute("Content Type") = "type of content distributed" 
    HeaderObj.Attribute("Title") = "title of the content" 
 
' Set the checksum. 
 
    HeaderObj.SetCheckSum(sKey) 
 
' Replace XXX with the packaging server's private key.  
 
    sPrivKey = "XXX" 
 
' Sign the header. 
 
    HeaderObj.Sign(sPrivKey) 
 
' Retrieve the string containing the header. 
 
    sHeader = HeaderObj.Header 
 
' Set the header string into the WMRMProtect object. 
 
    ProtectObj.Header = sHeader 
 
' Set the key into the WMRMProtect object. 
 
    ProtectObj.Key = sKey 
 
' Specify the name of the file to be protected. 
 
    ProtectObj.InputFile = "c:\input_file.wmv" 
 
' Generate a protected file. 
 
    ProtectObj.ProtectFile("c:\output_file_1.wmv") 

See Also  

WMRMHeader Object  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

WMRMHeader.Sign 

Previous Next

Previous Next
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The Sign method adds a signature to the content header. 

Syntax 

Header.Sign(bstrPrivKey) 

Parameters 

bstrPrivKey 

[in]  String containing a private key. 

Return Values 

If the property succeeds, it returns S_OK. If it fails, it returns a number in the error object. 

 
Remarks 

The content packager uses a private key to sign the header. The license issuer uses a public key to 
verify the signature. The content packager can use the WMRMKeys.GenerateSigningKeys method 
to create both the private and public signing keys before delivering the latter to the license issuer. 

Example Code 

' Declare variables and objects. 
 
    Dim sKID, sCID, sSeed, sKey, sHeader 
    Dim sPrivKey, sPubKey 
    Dim HeaderObj 
    Dim KeysObj 
    Dim ProtectObj 
 
' Create objects. 
 
    Set HeaderObj = Server.CreateObject("Wmrmobjs.WMRMHeader") 
    Set KeysObj = Server.CreateObject("Wmrmobjs.WMRMKeys") 
    Set ProtectObj = Server.CreateObject("Wmrmobjs.WMRMProtect") 
 
' Create the key ID and content ID, and key. Set the key ID and  
' the content ID into the header. Store the key in a secure manner. 
 
    sKID = KeysObj.GenerateKeyID() 
    sCID = KeysObj.GenerateKeyID() 
    KeysObj.KeyID = sKID 
 
    HeaderObj.KeyID = sKID 
    HeaderObj.ContentID = sCID 
 

Return code Description

0x80004005 An unspecified error occurred.

0x80070057 The specified parameter is not valid.
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'  Replace XXX with the license key seed. 
 
    sSeed = "XXX" 
    KeysObj.Seed = sSeed 
 
' Generate the key. 
 
    sKey = KeysObj.GenerateKey() 
 
' Require individualization version 2.2. 
' Version numbers change. Verify that this number is up to date. 
 
    HeaderObj.IndividualizedVersion = "2.2" 
 
' Specify the URL of the license issuer, and set it into 
' the header. 
 
    sURL = "http://www.LicenseIssuer.com/getlicense.asp" 
    HeaderObj.LicenseAcqURL = sURL 
 
' Set name-value pairs describing the content into the header. 
 
    HeaderObj.Attribute("Author") = "name of the author" 
    HeaderObj.Attribute("Content Distributor") = "name of the distributor" 
    HeaderObj.Attribute("Content Type") = "type of content distributed" 
    HeaderObj.Attribute("Title") = "title of the content" 
 
' Set the checksum. 
 
    HeaderObj.SetCheckSum(sKey) 
 
' Replace XXX with the packaging server's private key.  
 
    sPrivKey = "XXX" 
 
' Sign the header. 
 
    HeaderObj.Sign(sPrivKey) 
 
' Retrieve the string containing the header. 
 
    sHeader = HeaderObj.Header 
 
' Set the header string into the WMRMProtect object. 
 
    ProtectObj.Header = sHeader 
 
' Set the key into the WMRMProtect object. 
 
    ProtectObj.Key = sKey 
 
' Specify the name of the file to be protected. 
 
    ProtectObj.InputFile = "c:\input_file.wmv" 
 
' Generate a protected file. 
 
    ProtectObj.ProtectFile("c:\output_file_1.wmv") 
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See Also  

WMRMHeader Object  
WMRMHeader.Verify  
WMRMKeys Object  
WMRMProtect Object  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

WMRMHeader.Verify 

The Verify method verifies the signature in the data section of the content header. 

Syntax 

Long verifyResult = Header.Verify(bstrPubKey) 

Parameters 

bstrPubKey 

[in]  String containing the public key used by Windows Media Rights Manager to verify the 
signature. 

Return Values 

If the property succeeds, it returns a Long indicating whether the signature verification succeeded (the 
verifyResult parameter is 1 if signature verification succeeds, 0 if it fails). If the property fails, a 
number is returned in the error object. 

 
Example Code 

' Assume that the content packager has sent encrypted content to  
' a consumer. The consumer's computer determines that a license is 
' needed and issues a challenge to the license issuer. The license  
' issuer can use the WMRMHeader.Verify() method to determine whether 

Previous Next

Previous Next

Return code Description

0x80004005 An unspecified error occurred.

0x80070057 The specified parameter is not valid.
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' the header contained in the challenge is the same header sent by 
' the content packager.  The license issuer must use the public signing 
' key sent by the content packager. 
 
 
' Declare variables and objects. 
 
    Dim sHeader 
    Dim sPubKey 
    Dim lResult 
    Dim HeaderObj 
    Dim ChallengeObj 
 
' Create objects. 
 
    Set HeaderObj = Server.CreateObject("Wmrmobjs.WMRMHeader") 
    Set ChallengeObj = Server.CreateObject("Wmrmobjs.WMRMChallenge") 
   
' Retrieve the header from the challenge. 
 
    sHeader = ChallengeObj.Header 
 
' Set the header into the WMRMHeader object. 
 
    HeaderObj.Header = sHeader 
 
' Verify the header with the public key, sPubKey, created by the  
' content packager. 
 
    lResult = HeaderObj.Verify(sPubKey) 
    if (lResult = 0) then 
        ' The header has been corrupted. 
    end if 

See Also  

WMRMChallenge Object  
WMRMHeader Object  
WMRMHeader.Sign  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

WMRMHeader.Version 

The Version property retrieves the version number from the content header. 

Syntax 

Previous Next

Previous Next
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String = Header.Version 

Parameters 

This property takes no parameters. 

Return Values 

If the property succeeds, it returns a String containing the version number. If it fails, it returns 
E_FAIL, 0x80004005. 

Remarks 

This property is read-only. The version number for the beta release of Windows Media Rights 
Manager is 2.0.0.0. This property is reserved for future use. 

See Also  

WMRMHeader Object  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

WMRMKeys Object 
You can use the WMRMKeys object to create a key ID, a license key seed, a content ID, and the 
public and private keys used to sign a content header. To encode and decode these items, use the 
IWMRMCoding interface. Windows Media Rights Manager uses the key ID and the license key 
seed to generate a content encryption key. 

The WMRMKeys object exposes the following properties and methods. 

 

Previous Next

Previous Next

Property Description

KeyID Specifies and retrieves the key ID.

Seed Specifies and retrieves the license key seed.

Method Description

GenerateKey Creates the key used to encrypt content.
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See Also  

Programming Reference  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

WMRMKeys.GenerateKey 

The GenerateKey method creates the content key used to protect content. 

Syntax 

String = Keys.GenerateKey() 

Parameters 

This method takes no parameters. 

Return Values 

If the property succeeds, it returns a String containing the content key. If it fails, it returns a number 
in the error object. 

 
Remarks 

GenerateKeyID Creates a globally unique key ID.

GenerateSeed Creates a random license key seed.

GenerateSigningKeys Creates a private and public key for signing and verifying the header.

GenerateSigningKeysEx Creates a private and public key for signing and verifying the header, 
including the license acquisition URL.

GetCertificate Returns certificates used to sign the header.

Previous Next

Previous Next

Return code Description

0x80004005 An unspecified error occurred.

0x80070057 The specified parameter is not valid.
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You must set WMRMKeys.KeyID and WMRMKeys.Seed before calling the GenerateKey method. 
The key is generated from the key ID and the license key seed. 

Example Code 

' Declare variables and objects. 
 
    Dim sKID, sCID, sSeed, sKey, sHeader 
    Dim sPrivKey, sPubKey 
    Dim HeaderObj 
    Dim KeysObj 
    Dim ProtectObj 
 
' Create objects. 
 
    Set HeaderObj = Server.CreateObject("Wmrmobjs.WMRMHeader") 
    Set KeysObj = Server.CreateObject("Wmrmobjs.WMRMKeys") 
    Set ProtectObj = Server.CreateObject("Wmrmobjs.WMRMProtect") 
 
' Create the key ID and content ID, and key. Set the key ID and  
' the content ID into the header. Store the key in a secure manner. 
 
    sKID = KeysObj.GenerateKeyID() 
    sCID = KeysObj.GenerateKeyID() 
    KeysObj.KeyID = sKID 
 
    HeaderObj.KeyID = sKID 
    HeaderObj.ContentID = sCID 
 
'  Replace XXX with the license key seed. 
 
    sSeed = "XXX" 
    KeysObj.Seed = sSeed 
 
' Generate the key. 
 
    sKey = KeysObj.GenerateKey() 
 
' Require individualization version 2.2. 
' Version numbers change. Verify that this number is up to date. 
 
    HeaderObj.IndividualizedVersion = "2.2" 
 
' Specify the URL of the license issuer, and set it into 
' the header. 
 
    sURL = "http://www.LicenseIssuer.com/getlicense.asp" 
    HeaderObj.LicenseAcqURL = sURL 
 
' Set name-value pairs describing the content into the header. 
 
    HeaderObj.Attribute("Author") = "name of the author" 
    HeaderObj.Attribute("Content Distributor") = "name of the distributor" 
    HeaderObj.Attribute("Content Type") = "type of content distributed" 
    HeaderObj.Attribute("Title") = "title of the content" 
 
' Set the checksum. 
 
    HeaderObj.SetCheckSum(sKey) 
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' Replace XXX with the packaging server's private key.  
 
    sPrivKey = "XXX" 
 
' Sign the header. 
 
    HeaderObj.Sign(sPrivKey) 
 
' Retrieve the string containing the header. 
 
    sHeader = HeaderObj.Header 
 
' Set the header string into the WMRMProtect object. 
 
    ProtectObj.Header = sHeader 
 
' Set the key into the WMRMProtect object. 
 
    ProtectObj.Key = sKey 
 
' Specify the name of the file to be protected. 
 
    ProtectObj.InputFile = "c:\input_file.wmv" 
 
' Generate a protected file. 
 
    ProtectObj.ProtectFile("c:\output_file_1.wmv") 

See Also  

WMRMHeader.KeyID  
WMRMKeys Object  
WMRMKeys.GenerateKeyID  
WMRMKeys.GenerateSeed  
WMRMKeys.Seed  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

WMRMKeys.GenerateKeyID 

The GenerateKeyID method creates a globally unique key ID. 

Syntax 

String = Keys.GenerateKeyID() 

Previous Next

Previous Next
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Parameters 

This method takes no parameters. 

Return Values 

If the property succeeds, it returns a String containing the key ID. If it fails, it returns a number in the 
error object. 

 
Remarks 

The key ID is a globally unique identifier (GUID). The GenerateKeyID method does not change the 
persistence of the key ID in the WMRMKeys object. 

Example Code 

' Declare variables and objects. 
 
    Dim sKID, sCID, sSeed, sKey, sHeader 
    Dim sPrivKey, sPubKey 
    Dim HeaderObj 
    Dim KeysObj 
    Dim ProtectObj 
 
' Create objects. 
 
    Set HeaderObj = Server.CreateObject("Wmrmobjs.WMRMHeader") 
    Set KeysObj = Server.CreateObject("Wmrmobjs.WMRMKeys") 
    Set ProtectObj = Server.CreateObject("Wmrmobjs.WMRMProtect") 
 
' Create the key ID and content ID, and key. Set the key ID and  
' the content ID into the header. Store the key in a secure manner. 
 
    sKID = KeysObj.GenerateKeyID() 
    sCID = KeysObj.GenerateKeyID() 
    KeysObj.KeyID = sKID 
 
    HeaderObj.KeyID = sKID 
    HeaderObj.ContentID = sCID 
 
'  Replace XXX with the license key seed. 
 
    sSeed = "XXX" 
    KeysObj.Seed = sSeed 
 
' Generate the key. 
 
    sKey = KeysObj.GenerateKey() 
 

Return code Description

0x80004005 An unspecified error occurred.

0x80070057 The specified parameter is not valid.
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' Require individualization version 2.2. 
' Version numbers change. Verify that this number is up to date. 
 
    HeaderObj.IndividualizedVersion = "2.2" 
 
' Specify the URL of the license issuer, and set it into 
' the header. 
 
    sURL = "http://www.LicenseIssuer.com/getlicense.asp" 
    HeaderObj.LicenseAcqURL = sURL 
 
' Set name-value pairs describing the content into the header. 
 
    HeaderObj.Attribute("Author") = "name of the author" 
    HeaderObj.Attribute("Content Distributor") = "name of the distributor" 
    HeaderObj.Attribute("Content Type") = "type of content distributed" 
    HeaderObj.Attribute("Title") = "title of the content" 
 
' Set the checksum. 
 
    HeaderObj.SetCheckSum(sKey) 
 
' Replace XXX with the packaging server's private key.  
 
    sPrivKey = "XXX" 
 
' Sign the header. 
 
    HeaderObj.Sign(sPrivKey) 
 
' Retrieve the string containing the header. 
 
    sHeader = HeaderObj.Header 
 
' Set the header string into the WMRMProtect object. 
 
    ProtectObj.Header = sHeader 
 
' Set the key into the WMRMProtect object. 
 
    ProtectObj.Key = sKey 
 
' Specify the name of the file to be protected. 
 
    ProtectObj.InputFile = "c:\input_file.wmv" 
 
' Generate a protected file. 
 
    ProtectObj.ProtectFile("c:\output_file_1.wmv") 

See Also  

WMRMKeys Object  
WMRMKeys.GenerateKey  
WMRMKeys.KeyID  

Previous Next
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WMRMKeys.GenerateSeed 

The GenerateSeed method creates a random license key seed. 

Syntax 

String = Keys.GenerateSeed() 

Parameters 

This method takes no parameters. 

Return Values 

If the property succeeds, it returns a String containing the license key seed. If it fails, it returns a 
number in the error object. 

 
Remarks 

It is strongly recommended that you use this method to create license key seeds. The license key seed 
is a shared secret between the content packager and Windows Media License Service. It is a random 
value 40 bytes long. Because you can supply a seed that is different from the license key seed created 
by using this method, the GenerateSeed method is provided only for your convenience. 

Example Code 

' Declare variables and objects. 
 
    Dim sSeed 
    Dim KeysObj 
 
' Create objects. 
 
    Set KeysObj = Server.CreateObject("Wmrmobjs.WMRMKeys") 
 
' Create the license key seed and store it securely. 
 
    sSeed = KeysObj.GenerateSeed() 

Previous Next

Return code Description

0x80004005 An unspecified error occurred.

0x80070057 The specified parameter is not valid.
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See Also  

WMRMKeys Object  
WMRMKeys.GenerateKey  
WMRMKeys.Seed  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

WMRMKeys.GenerateSigningKeys 

The GenerateSigningKeys method creates a private and public key for signing and verifying the 
header. 

Syntax 

Keys.GenerateSigningKeys (pvarPrivKey, pvarPubKey) 

Parameters 

pvarPrivKey 

[in, out]  Variant containing the private key for signing the header. 

pvarPubKey 

[in, out]  Variant containing the public key for verifying the header signature. 

Return Values 

This method does not return a value. If the method fails, it returns a number in the error object. 

 
Remarks 

Typically, the content packager generates these keys once and stores them securely. The content 
packager uses the private key to sign the content header. The content packager must deliver the public 
key to the license issuer, who uses the public key to verify the content header signature.  

Previous Next

Previous Next

Return code Description

0xC004291B Key-pair generation failed.
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If the content packager uses more than one key pair for his or her packaged files, the license issuer 
needs to know which public key to use for any given packaged file, which increases the complexity of 
sharing and managing public keys. 

Example Code 

' Create public and private signing keys. Use the private key to sign 
' the content header. Share the public key with the license issuer to 
' verify the signature. 
 
' Declare variables and objects. 
 
    Dim sPrivKey, sPubKey 
    Dim KeysObj 
 
' Create objects. 
 
    Set KeysObj = Server.CreateObject("Wmrmobjs.WMRMKeys") 
 
' Generate the public and private keys. 
 
    Call KeysObj.GenerateSigningKeys (sPrivKey, sPubKey) 

See Also  

GenerateSigningKeysEx  
WMRMKeys Object  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

WMRMKeys.GenerateSigningKeysEx 

The GenerateSigningKeysEx method creates a private and public key for signing and verifying the 
header, including the license acquisition URL. 

Syntax 

Keys.GenerateSigningKeysEx(pvarPrivKey, pvarPubKey, pvarCert) 

Parameters 

pvarPrivKey 

[in, out]  Variant containing the private key for signing the header.

Previous Next

Previous Next
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pvarPubKey 

[in, out]  Variant containing the public key for verifying the header signature. 

pvarCert 

[in, out]  Variant containing the public key pvarPubKey signed by the licensor certificate's private 
key. 

Return Values 

This method does not return a value. 

Remarks 

This method is required only if you are creating a DRM profile for a user who wants to protect 
content using Windows Media Encoder. Extended header signing is performed automatically when 
generating headers using the Windows Media Rights Manager SDK.  

When creating a DRM profile for a Windows Media Encoder user, the GenerateSigningKeys method 
call is built into the IWMDRMContentAuthor.CreateDRMProfile method. Otherwise, if you are 
creating a DRM profile using the Windows Media Format SDK, call the GenerateSigningKeys 
method before calling GenerateSigningKeysEx.  

The keys generated with the GenerateSigningKeys method sign a larger portion of the header than 
GenerateSigningKeys does, and includes the license acquisition URL (LAURL) to prevent a 
malicious Web site from spoofing a legitimate license provider. GenerateSigningKeys is still used to 
provide backward compatibility and some security for older content players that may not support this 
newer method. 

The purpose of header signing is to prevent an unauthorized or unscrupulous person from entering a 
malicious URL into a Web site that might attempt to steal personal information, or insert viruses into 
a header, or perform other malicious actions. When a player receives a header containing a signed 
LAURL, the user will automatically be redirected to the license acquisition site (assuming the 
signature is valid). If the LAURL has not been signed, or if the signature is not valid, the player will 
display a message box warning that the authenticity of LAURL site has not been verified. This 
message box might be disconcerting to the user, even if the LAURL is authentic.  

For more information on when and how to use this function as a license provider service, see Setting 
Up a License Provider Service in the Microsoft Windows Media Encoder 9 Series SDK. 

Parameters are marked as [in, out] because an application is "passing in" a variable name to accept the 
value passed out. 

See Also  

GenerateSigningKeys  
WMRMKeys Object  

Previous Next
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WMRMKeys.GetCertificate 

The GetCertificate method returns certificates used to sign the header. 

Syntax 

Keys.GetCertificate(bstrCertType) As String 

Parameters 

bstrCertType 

[in]  String containing the certificate type (see Remarks). 

Return Values 

This method returns the requested certificate from the registry. To specify a certificate type, pass one 
of the following values into bstrCertType. 

 
Remarks 

This method allows individual certificates in the header certificate chain to be retrieved. To assemble 
a complete certificate chain to verify a header, you need all three certificates. The header signing 
certificate is returned by the GenerateSigningKeysEx call that originally generated the header keys, 
but it can be obtained by calling this function as well. The licensor certificate and the license server 
root certificate are obtained in two separate calls to this function. Note that GenerateSigningKeysEx 
must be called at least once to generate and store the header signing certificate. 

This method is required only if you are creating a DRM profile for a user who wants to protect 

Previous Next

Return code Returned certificate

LSHeaderSigningCert The certificate used to verify the entire header. 
This value corresponds to cert0. 

LSLicenseSigningCert The licensor certificate used by the client to 
verify the license. This value corresponds to 
cert1. 

LSRootCert The Microsoft DRM License Server Root 
certificate. This value corresponds to cert2. 
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content using Windows Media Encoder. Extended header signing is performed automatically when 
generating headers using the Windows Media Rights Manager SDK.  

See Also  

GenerateSigningKeysEx  
WMRMKeys Object  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

WMRMKeys.KeyID 

The KeyID property specifies and retrieves the key ID. 

Syntax 

Keys.KeyID = String 
String = Keys.KeyID 

Parameters 

This property takes no parameters. 

Return Values 

If the property succeeds, it returns a String containing the key ID. If it fails, it returns a number in the 
error object. 

 
Remarks 

The key ID is stored in the content header. When you have specified the key ID and the license key 
seed, you can use the WMRMKeys.GenerateKey method to create a content key. Use the 
WMRMKeys.GenerateKeyID method to create a globally unique key ID. 

Example Code 

Previous Next

Previous Next

Return code Description

0x80004005 An unspecified error occurred.

0x80070057 The specified parameter is not valid.

Page 171 of 312Windows Media Rights Manager 9 Series SDK

4/12/2004file://C:\Documents%20and%20Settings\pelhamcd\Local%20Settings\Temp\~hh430.htm



' Declare variables and objects. 
 
    Dim sKID, sCID, sSeed, sKey, sHeader 
    Dim sPrivKey, sPubKey 
    Dim HeaderObj 
    Dim KeysObj 
    Dim ProtectObj 
 
' Create objects. 
 
    Set HeaderObj = Server.CreateObject("Wmrmobjs.WMRMHeader") 
    Set KeysObj = Server.CreateObject("Wmrmobjs.WMRMKeys") 
    Set ProtectObj = Server.CreateObject("Wmrmobjs.WMRMProtect") 
 
' Create the key ID and content ID, and key. Set the key ID and  
' the content ID into the header. Store the key in a secure manner. 
 
    sKID = KeysObj.GenerateKeyID() 
    sCID = KeysObj.GenerateKeyID() 
    KeysObj.KeyID = sKID 
 
    HeaderObj.KeyID = sKID 
    HeaderObj.ContentID = sCID 
 
'  Replace XXX with the license key seed. 
 
    sSeed = "XXX" 
    KeysObj.Seed = sSeed 
 
' Generate the key. 
 
    sKey = KeysObj.GenerateKey() 
 
' Require individualization version 2.2. 
' Version numbers change. Verify that this number is up to date. 
 
    HeaderObj.IndividualizedVersion = "2.2" 
 
' Specify the URL of the license issuer, and set it into 
' the header. 
 
    sURL = "http://www.LicenseIssuer.com/getlicense.asp" 
    HeaderObj.LicenseAcqURL = sURL 
 
' Set name-value pairs describing the content into the header. 
 
    HeaderObj.Attribute("Author") = "name of the author" 
    HeaderObj.Attribute("Content Distributor") = "name of the distributor" 
    HeaderObj.Attribute("Content Type") = "type of content distributed" 
    HeaderObj.Attribute("Title") = "title of the content" 
 
' Set the checksum. 
 
    HeaderObj.SetCheckSum(sKey) 
 
' Replace XXX with the packaging server's private key.  
 
    sPrivKey = "XXX" 
 
' Sign the header. 
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    HeaderObj.Sign(sPrivKey) 
 
' Retrieve the string containing the header. 
 
    sHeader = HeaderObj.Header 
 
' Set the header string into the WMRMProtect object. 
 
    ProtectObj.Header = sHeader 
 
' Set the key into the WMRMProtect object. 
 
    ProtectObj.Key = sKey 
 
' Specify the name of the file to be protected. 
 
    ProtectObj.InputFile = "c:\input_file.wmv" 
 
' Generate a protected file. 
 
    ProtectObj.ProtectFile("c:\output_file_1.wmv") 

See Also  

WMRMKeys Object  
WMRMKeys.GenerateKeyID  
WMRMKeys.GenerateKey  
WMRMKeys.Seed  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

WMRMKeys.Seed 

The Seed property specifies and retrieves the license key seed. 

Syntax 

Keys.Seed = String 
String = Keys.Seed 

Parameters 

This property takes no parameters. 

Previous Next

Previous Next
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Return Values 

If the property succeeds, it returns a String containing the license key seed. If it fails, it returns a 
number in the error object. 

 
Remarks 

The license key seed is a shared secret between the content packager and Windows Media License 
Service. When you have specified the key ID and the license key seed, you can use the 
WMRMKeys.GenerateKey method to create a key. 

Example Code 

' Declare variables and objects. 
 
    Dim sKID, sCID, sSeed, sKey, sHeader 
    Dim sPrivKey, sPubKey 
    Dim HeaderObj 
    Dim KeysObj 
    Dim ProtectObj 
 
' Create objects. 
 
    Set HeaderObj = Server.CreateObject("Wmrmobjs.WMRMHeader") 
    Set KeysObj = Server.CreateObject("Wmrmobjs.WMRMKeys") 
    Set ProtectObj = Server.CreateObject("Wmrmobjs.WMRMProtect") 
 
' Create the key ID and content ID, and key. Set the key ID and  
' the content ID into the header. Store the key in a secure manner. 
 
    sKID = KeysObj.GenerateKeyID() 
    sCID = KeysObj.GenerateKeyID() 
    KeysObj.KeyID = sKID 
 
    HeaderObj.KeyID = sKID 
    HeaderObj.ContentID = sCID 
 
'  Replace XXX with the license key seed. 
 
    sSeed = "XXX" 
    KeysObj.Seed = sSeed 
 
' Generate the key. 
 
    sKey = KeysObj.GenerateKey() 
 
' Require individualization version 2.2. 
' Version numbers change. Verify that this number is up to date. 
 
    HeaderObj.IndividualizedVersion = "2.2" 

Return code Description

0x80004005 An unspecified error occurred.

0x80070057 The specified parameter is not valid.
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' Specify the URL of the license issuer, and set it into 
' the header. 
 
    sURL = "http://www.LicenseIssuer.com/getlicense.asp" 
    HeaderObj.LicenseAcqURL = sURL 
 
' Set name-value pairs describing the content into the header. 
 
    HeaderObj.Attribute("Author") = "name of the author" 
    HeaderObj.Attribute("Content Distributor") = "name of the distributor" 
    HeaderObj.Attribute("Content Type") = "type of content distributed" 
    HeaderObj.Attribute("Title") = "title of the content" 
 
' Set the checksum. 
 
    HeaderObj.SetCheckSum(sKey) 
 
' Replace XXX with the packaging server's private key.  
 
    sPrivKey = "XXX" 
 
' Sign the header. 
 
    HeaderObj.Sign(sPrivKey) 
 
' Retrieve the string containing the header. 
 
    sHeader = HeaderObj.Header 
 
' Set the header string into the WMRMProtect object. 
 
    ProtectObj.Header = sHeader 
 
' Set the key into the WMRMProtect object. 
 
    ProtectObj.Key = sKey 
 
' Specify the name of the file to be protected. 
 
    ProtectObj.InputFile = "c:\input_file.wmv" 
 
' Generate a protected file. 
 
    ProtectObj.ProtectFile("c:\output_file_1.wmv") 

See Also  

WMRMKeys Object  
WMRMKeys.GenerateKey  
WMRMKeys.KeyID  

© 2000-2003 Microsoft Corporation. All rights reserved.  
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WMRMLicGen Object 
The license issuer uses the WMRMLicGen object to create a license. Each license needs a separate 
instance of this object. A license consists of the following items:  

The key used to encrypt the content and key ID.  
The rights that govern playing of the content on the consumer's computer.  
Optional attributes (name-value pairs) that help identify the license.  
The priority of the license with respect to other licenses for the same Windows Media file.  
The certificate, issued by Windows Media License Service, that identifies the license issuer’s 
authority to create a license.  

The WMRMLicGen object exposes the following properties and methods. 

 

 

Previous Next

Property Description

Attribute Specifies and retrieves name-value pairs in a license.

BindToPubKey Specifies and retrieves a public key, and binds a license to the 
encrypted content by using this key.

ClientInfo Specifies system information about the consumer's computer.

IndividualizedVersion Specifies the individualization version that the packaged file requires 
of a player's DRM component.

IsClientExcluded Specifies whether the DRM component of a player has been 
excluded.

KeyID Specifies and retrieves the key ID for a license.

Priority Specifies and retrieves the priority of a license.

Rights Specifies and retrieves the rights assigned by the license.

Method Description

AddContentRevocation Adds a content revocation string to a license.

GetClientVersion Retrieves the individualized version of Windows Media Rights 
Manager running on the client computer.

GetLicenseToDeliver Creates a license for delivery to the consumer.

SetKey Specifies the encryption key used in the license.
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See Also  

Programming Reference  
Programming Windows Media Rights Manager in C++  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

WMRMLicGen.AddContentRevocation 

The AddContentRevocation method is used to add a content revocation string to licenses. This string 
is based on a content packager's signing keys and enables the content owner to disable licenses for 
their own packaged files on any computer that receives a license with this string.  

Syntax 

LicGen.AddContentRevocation(ContentRevocationString) 

Parameters 

ContentRevocationString 

[in]  String containing the content revocation string. 

Return Values 

This method does not return a value. If the method fails, it returns a number in the error object. 

 
Remarks 

The content revocation string is generated by the content packager by using the 
WMRMTools.GenerateContentRevocation method. This XML string is then shared with the 
license issuer (for example, on a floppy disk or in an e-mail message). When a license is issued to a 
consumer with a content revocation string, all licenses for the content owner's packaged files are 
disabled on the consumer’s computer. 

Previous Next

Previous Next

Return code Description

0x80048003 Object initialization error.

0x80048001 The input parameter is required.

0x80048004 Internal error.
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See Also  

Programming Windows Media Rights Manager in C++  
Revoking Packaged Files  
WMRMLicGen Object  
WMRMTools.GenerateContentRevocation  
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WMRMLicGen.Attribute 

The Attribute property specifies and retrieves name-value pairs in a license. This property lets you 
add metadata to licenses, which can be used in the future for features in a player application. For 
example, players could display license information to consumers.  

Syntax 

LicGen.Attribute(bstrName) = String 
String = LicGen.Attribute(bstrName) 

Parameters 

bstrName 

[in]  String containing the attribute name. It is strongly recommended that you use the names in the 
following table. 

Previous Next

Previous Next

Value Description

Artist_URL Contains the URL of the artist's Web site.

Author Contains the name of the content author.

Content_Distributor Contains the name of the distributor of the content.

Content_Type Contains the type of content, such as music or video.

Copyright Contains the copyright of the content.

Description Contains a description of the content.

License_Distributor Contains the name of the license distributor.

License_Distributor_URL Contains the URL of the license issuer's Web site.
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Return Values 

If the property succeeds, it returns a String containing the attribute value. If it fails, it returns a 
number in the error object. 

 
Remarks 

Attributes do not affect the way a license is used on the client computer. Attribute names are case-
sensitive, and both the name and value must be specified in a valid XML format. If you duplicate an 
existing attribute, the earlier attribute is updated. 

Example Code 

' Assume that the content packager has sent encrypted content and  
' a header to a consumer. The client computer posts a challenge to  
' the license issuer. The challenge contains the header sent by the  
' content packager, actions requested by the client, and information  
' about the client computer. To issue a license, perform the  
' following steps. 
' 
 
' Declare variables and objects. 
 
    Dim sHeader, sClientInfo, sPubKey, lResult, dwActionCnt 
    Dim sLicRequest, lIndex, sRights, sKeyID, sSeed, sKey  
    Dim varCategory, varVersion, sLicense, sLicResponse 
    Dim sAction 
    Dim HeaderObj 
    Dim ChallengeObj 
    Dim Rights Obj 
    Dim LicGenObj 
    Dim ResponseObj 
 
' Create objects. 
 
    Set HeaderObj = Server.CreateObject("Wmrmobjs.WMRMHeader") 
    Set ChallengeObj = Server.CreateObject("Wmrmobjs.WMRMChallenge") 
    Set RightsObj = Server.CreateObject("Wmrmobjs.WMRMRights") 
    Set LicGenObj = Server.CreateObject("Wmrmobjs.WMRMLicGen") 
    Set KeysObj = Server.CreateObject("Wmrmobjs.WMRMKeys") 
    Set ResponseObj = Server.CreateObject("Wmrmobjs.WMRMResponse") 

Rating Contains the rating indicating the type of audience for which the 
content is suitable.

Title Name of the content.

Return code Description

0x80048001 A parameter is not valid.

0x80048003 The object cannot be initialized.

0x80048010 The attribute cannot be set.
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' Retrieve the license request from the client computer. 
 
    sLicRequest = request.Form("challenge") 
 
' Set the license request into the WMRMChallenge object. 
 
    ChallengeObj.Challenge = sLicRequest 
 
' Retrieve the header from the challenge. 
 
    sHeader = ChallengeObj.Header 
 
' Set the header into the WMRMHeader object. 
 
    HeaderObj.Header = sHeader 
 
' Verify the header with the public key created by the content 
' packager. 
 
    lResult = HeaderObj.Verify(sPubKey) 
    if (lResult = 0) then 
        ' The header has been corrupted. 
    end if 
 
' Retrieve the client information section of the challenge. 
 
    sClientInfo = ChallengeObj.ClientInfo 
 
' Define the additional rights to be granted to the consumer. 
 
    RightsObj.Reset 
    RightsObj.AllowBackupRestore = True 
    RightsObj.AllowPlayOnPC = True 
    RightsObj.AllowTransferToSDMI = True 
    RightsObj.DisableOnClockRollback = True 
    RightsObj.TransferCount = 10 
    RightsObj.Playcount = 100 
    RightsObj.BeginDate = "#20000101Z#" 
    RightsObj.ExpirationDate = "#20001231Z#" 
    RightsObj.PMExpirationDate = "#20000930Z#" 
 
     
' Retrieve the string containing the defined rights, and set  
' the rights into the license. 
 
    sRights = RightsObj.GetAllRights() 
    LicGenObj.Rights = sRights 
 
' Set the client information into the license. 
 
    LicGenObj.ClientInfo = sClientInfo 
 
' Check the individualized version of Windows Media Rights Manager 
' running on the client computer. 
 
    LicGenObj.GetClientVersion(varCategory, varVersion) 
 
    if (varVersion <> 513) then 
        ' An error occurred. 
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    end if 
 
    if (varCategory = 0) then 
        ' Process for the Windows 32-bit operating system. 
    end if 
 
    if (varCategory = 1) then 
        ' Process for the individualized Windows 32-bit  
        ' operating system. 
    end if 
 
 
' Call the BindToPubKey property to send the client a public 
' key used to verify the license. When the license contains a  
' public key, Windows Media Rights Manager on the client computer  
' verifies the license. The public key is included in the certificate 
' sent to the license issuer by Windows Media License Service. 
 
    LicGenObj.BindToPubKey = sPubKey  
 
' Set the name of the license server into the license. 
 
    LicGenObj.Attribute("Author") = "name of the author" 
    LicGenObj.Attribute("Content Distributor") = "name of the distributor" 
    LicGenObj.Attribute("Content Type") = "type of content distributed" 
    LicGenObj.Attribute("Title") = "title of the content" 
 
' Set the priority into the license. One (1) is the default. 
 
    LicGenObj.Priority = 10 
 
' Retrieve the key ID from the header, and set it into the license. 
 
    sKeyID = HeaderObj.KeyID 
    LicGenObj.KeyID = sKeyID 
 
' Use the key ID and your stored license key seed to create the  
' key, and set the key into the license. The license key seed is a 
' shared secret between the content packager and the license issuer. 
 
    KeysObj.KeyID = sKeyID 
    KeysObj.Seed = sSeed 
    sKey = KeysObj.GenerateKey() 
    LicGenObj.SetKey("MSDRM", sKey) 
 
' Create a license. 
 
    sLicense = LicGen.GetLicenseToDeliver() 
 
' Add this license to the license response. 
 
    ResponseObj.AddLicense("2.0.0.0", sLicense) 
 
' Retrieve a string containing the license response. 
 
    sLicResponse = Response.GetLicenseResponse() 

See Also  
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WMRMLicGen Object  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

WMRMLicGen.BindToPubKey 

The BindToPubKey property specifies and retrieves the packaging server's public key. This property 
is required. 

Syntax 

LicGen.BindToPubKey = String 
String = LicGen.BindToPubKey 

Parameters 

This property takes no parameters. 

Return Values 

If the property succeeds, it returns a String containing the key. If it fails, it returns a number in the 
error object. 

 
Remarks 

Use the BindToPubKey property to place the public key into the license. The DRM component in the 
consumer's player does not allow a packaged file to be played unless it can verify the content header 
signature with this public key. The private key with which you sign the content header must match 
this public key (see WMRMHeader.Sign).  

Although a license cannot be bound to a particular content ID, it can be bound to a public key. For 
example, if content was packaged twice by using the same key ID but different signing keys, one 
license cannot work for both packaged files.

Previous Next

Previous Next

Return code Description

0x80048001 The public key is not valid.

0x80048003 The object cannot be initialized.

0x80048007 The key cannot be decoded.
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This property also helps to identify all licenses issued for a particular content packager and is used to 
implement content revocation. 

Example Code 

' Assume that the content packager has sent encrypted content and  
' a header to a consumer. The client computer posts a challenge to  
' the license issuer. The challenge contains the header sent by the  
' content packager, actions requested by the client, and information  
' about the client computer. To issue a license, perform the  
' following steps. 
' 
 
' Declare variables and objects. 
 
    Dim sHeader, sClientInfo, sPubKey, lResult, dwActionCnt 
    Dim sLicRequest, lIndex, sRights, sKeyID, sSeed, sKey  
    Dim varCategory, varVersion, sLicense, sLicResponse 
    Dim sAction 
    Dim HeaderObj 
    Dim ChallengeObj 
    Dim Rights Obj 
    Dim LicGenObj 
    Dim ResponseObj 
 
' Create objects. 
 
    Set HeaderObj = Server.CreateObject("Wmrmobjs.WMRMHeader") 
    Set ChallengeObj = Server.CreateObject("Wmrmobjs.WMRMChallenge") 
    Set RightsObj = Server.CreateObject("Wmrmobjs.WMRMRights") 
    Set LicGenObj = Server.CreateObject("Wmrmobjs.WMRMLicGen") 
    Set KeysObj = Server.CreateObject("Wmrmobjs.WMRMKeys") 
    Set ResponseObj = Server.CreateObject("Wmrmobjs.WMRMResponse") 
   
' Retrieve the license request from the client computer. 
 
    sLicRequest = request.Form("challenge") 
 
' Set the license request into the WMRMChallenge object. 
 
    ChallengeObj.Challenge = sLicRequest 
 
' Retrieve the header from the challenge. 
 
    sHeader = ChallengeObj.Header 
 
' Set the header into the WMRMHeader object. 
 
    HeaderObj.Header = sHeader 
 
' Verify the header with the public key created by the content 
' packager. 
 
    lResult = HeaderObj.Verify(sPubKey) 
    if (lResult = 0) then 
        ' The header has been corrupted. 
    end if 
 
' Retrieve the client information section of the challenge. 
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    sClientInfo = ChallengeObj.ClientInfo 
 
' Define the additional rights to be granted to the consumer. 
 
    RightsObj.Reset 
    RightsObj.AllowBackupRestore = True 
    RightsObj.AllowPlayOnPC = True 
    RightsObj.AllowTransferToSDMI = True 
    RightsObj.DisableOnClockRollback = True 
    RightsObj.TransferCount = 10 
    RightsObj.Playcount = 100 
    RightsObj.BeginDate = "#20000101Z#" 
    RightsObj.ExpirationDate = "#20001231Z#" 
    RightsObj.PMExpirationDate = "#20000930Z#" 
 
     
' Retrieve the string containing the defined rights, and set  
' the rights into the license. 
 
    sRights = RightsObj.GetAllRights() 
    LicGenObj.Rights = sRights 
 
' Set the client information into the license. 
 
    LicGenObj.ClientInfo = sClientInfo 
 
' Check the individualized version of Windows Media Rights Manager 
' running on the client computer. 
 
    LicGenObj.GetClientVersion(varCategory, varVersion) 
 
    if (varVersion <> 513) then 
        ' An error occurred. 
    end if 
 
    if (varCategory = 0) then 
        ' Process for the Windows 32-bit operating system. 
    end if 
 
    if (varCategory = 1) then 
        ' Process for the individualized Windows 32-bit  
        ' operating system. 
    end if 
 
 
' Call the BindToPubKey property to send the client a public 
' key used to verify the license. When the license contains a  
' public key, Windows Media Rights Manager on the client computer  
' verifies the license. The public key is included in the certificate 
' sent to the license issuer by Windows Media License Service. 
 
    LicGenObj.BindToPubKey = sPubKey  
 
' Set the name of the license server into the license. 
 
    LicGenObj.Attribute("Author") = "name of the author" 
    LicGenObj.Attribute("Content Distributor") = "name of the distributor" 
    LicGenObj.Attribute("Content Type") = "type of content distributed" 
    LicGenObj.Attribute("Title") = "title of the content" 
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' Set the priority into the license. One (1) is the default. 
 
    LicGenObj.Priority = 10 
 
' Retrieve the key ID from the header, and set it into the license. 
 
    sKeyID = HeaderObj.KeyID 
    LicGenObj.KeyID = sKeyID 
 
' Use the key ID and your stored license key seed to create the  
' key, and set the key into the license. The license key seed is a 
' shared secret between the content packager and the license issuer. 
 
    KeysObj.KeyID = sKeyID 
    KeysObj.Seed = sSeed 
    sKey = KeysObj.GenerateKey() 
    LicGenObj.SetKey("MSDRM", sKey) 
 
' Create a license. 
 
    sLicense = LicGen.GetLicenseToDeliver() 
 
' Add this license to the license response. 
 
    ResponseObj.AddLicense("2.0.0.0", sLicense) 
 
' Retrieve a string containing the license response. 
 
    sLicResponse = Response.GetLicenseResponse() 

See Also  

WMRMLicGen Object  
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WMRMLicGen.ClientInfo 

The ClientInfo property specifies system information about a consumer's computer. 

Syntax 

LicGen.ClientInfo(newVal) 

Parameters 

Previous Next

Previous Next
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newVal 

[in]  String containing the client information section of the header. 

Return Values 

If the property succeeds, it returns S_OK. If it fails, it returns a number in the error object. 

 
Remarks 

This property is write-only. You can use the WMRMChallenge.ClientInfo property to retrieve client 
information from a challenge. 

Example Code 

' Assume that the content packager has sent encrypted content and  
' a header to a consumer. The client computer posts a challenge to  
' the license issuer. The challenge contains the header sent by the  
' content packager, actions requested by the client, and information  
' about the client computer. To issue a license, perform the  
' following steps. 
' 
 
' Declare variables and objects. 
 
    Dim sHeader, sClientInfo, sPubKey, lResult, dwActionCnt 
    Dim sLicRequest, lIndex, sRights, sKeyID, sSeed, sKey  
    Dim varCategory, varVersion, sLicense, sLicResponse 
    Dim sAction 
    Dim HeaderObj 
    Dim ChallengeObj 
    Dim Rights Obj 
    Dim LicGenObj 
    Dim ResponseObj 
 
' Create objects. 
 
    Set HeaderObj = Server.CreateObject("Wmrmobjs.WMRMHeader") 
    Set ChallengeObj = Server.CreateObject("Wmrmobjs.WMRMChallenge") 
    Set RightsObj = Server.CreateObject("Wmrmobjs.WMRMRights") 
    Set LicGenObj = Server.CreateObject("Wmrmobjs.WMRMLicGen") 
    Set KeysObj = Server.CreateObject("Wmrmobjs.WMRMKeys") 
    Set ResponseObj = Server.CreateObject("Wmrmobjs.WMRMResponse") 
   
' Retrieve the license request from the client computer. 

Return code Description

0x80048001 A parameter is not valid.

0x80048003 The object cannot be initialized.

0x8004800D The key cannot be encoded.

0x8004800F A decoding error occurred. This is probably due to an invalid input string.
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    sLicRequest = request.Form("challenge") 
 
' Set the license request into the WMRMChallenge object. 
 
    ChallengeObj.Challenge = sLicRequest 
 
' Retrieve the header from the challenge. 
 
    sHeader = ChallengeObj.Header 
 
' Set the header into the WMRMHeader object. 
 
    HeaderObj.Header = sHeader 
 
' Verify the header with the public key created by the content 
' packager. 
 
    lResult = HeaderObj.Verify(sPubKey) 
    if (lResult = 0) then 
        ' The header has been corrupted. 
    end if 
 
' Retrieve the client information section of the challenge. 
 
    sClientInfo = ChallengeObj.ClientInfo 
 
' Define the additional rights to be granted to the consumer. 
 
    RightsObj.Reset 
    RightsObj.AllowBackupRestore = True 
    RightsObj.AllowPlayOnPC = True 
    RightsObj.AllowTransferToSDMI = True 
    RightsObj.DisableOnClockRollback = True 
    RightsObj.TransferCount = 10 
    RightsObj.Playcount = 100 
    RightsObj.BeginDate = "#20000101Z#" 
    RightsObj.ExpirationDate = "#20001231Z#" 
    RightsObj.PMExpirationDate = "#20000930Z#" 
 
     
' Retrieve the string containing the defined rights, and set  
' the rights into the license. 
 
    sRights = RightsObj.GetAllRights() 
    LicGenObj.Rights = sRights 
 
' Set the client information into the license. 
 
    LicGenObj.ClientInfo = sClientInfo 
 
' Check the individualized version of Windows Media Rights Manager 
' running on the client computer. 
 
    LicGenObj.GetClientVersion(varCategory, varVersion) 
 
    if (varVersion <> 513) then 
        ' An error occurred. 
    end if 
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    if (varCategory = 0) then 
        ' Process for the Windows 32-bit operating system. 
    end if 
 
    if (varCategory = 1) then 
        ' Process for the individualized Windows 32-bit  
        ' operating system. 
    end if 
 
 
' Call the BindToPubKey property to send the client a public 
' key used to verify the license. When the license contains a  
' public key, Windows Media Rights Manager on the client computer  
' verifies the license. The public key is included in the certificate 
' sent to the license issuer by Windows Media License Service. 
 
    LicGenObj.BindToPubKey = sPubKey  
 
' Set the name of the license server into the license. 
 
    LicGenObj.Attribute("Author") = "name of the author" 
    LicGenObj.Attribute("Content Distributor") = "name of the distributor" 
    LicGenObj.Attribute("Content Type") = "type of content distributed" 
    LicGenObj.Attribute("Title") = "title of the content" 
 
' Set the priority into the license. One (1) is the default. 
 
    LicGenObj.Priority = 10 
 
' Retrieve the key ID from the header, and set it into the license. 
 
    sKeyID = HeaderObj.KeyID 
    LicGenObj.KeyID = sKeyID 
 
' Use the key ID and your stored license key seed to create the  
' key, and set the key into the license. The license key seed is a 
' shared secret between the content packager and the license issuer. 
 
    KeysObj.KeyID = sKeyID 
    KeysObj.Seed = sSeed 
    sKey = KeysObj.GenerateKey() 
    LicGenObj.SetKey("MSDRM", sKey) 
 
' Create a license. 
 
    sLicense = LicGen.GetLicenseToDeliver() 
 
' Add this license to the license response. 
 
    ResponseObj.AddLicense("2.0.0.0", sLicense) 
 
' Retrieve a string containing the license response. 
 
    sLicResponse = Response.GetLicenseResponse() 

See Also  

WMRMChallenge Object  
WMRMChallenge.ClientInfo
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WMRMLicGen Object  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

WMRMLicGen.GetClientVersion 

The GetClientVersion method retrieves information about the DRM component running on the 
consumer’s computer. 

Syntax 

LicGen.GetClientVersion(pvarCategory, pvarVersion) 

Parameters 

pvarCategory 

[in, out]  The VT_I1 Variant that identifies the client platform. 

pvarVersion 

[in, out]  The VT_I2 Variant containing the version number of the DRM component running on the 
consumer’s computer. 

Return Values 

If the method succeeds, it returns S_OK. If the method fails, it returns a number in the error object. 

 
Remarks 

The following table lists the possible values of the pvarCategory and pvarVersion parameters, where 
a.b is the version, and d is the category. 

Previous Next

Previous Next

Return code Description

0x80048003 Object initialization error.

0x80048005 Client information is not set.

Release Version Category
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Currently, there is only one version of the DRM component (2.2), and any other version is invalid. 
The version in the license request is in the format a*256 + b (or 2*256 + 2 = 514).  

See Also  

WMRMLicGen Object  
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WMRMLicGen.GetLicenseToDeliver 

The GetLicenseToDeliver method creates a license for delivery to the consumer. 

Syntax 

String = LicGen.GetLicenseToDeliver() 

Parameters 

This method takes no parameters. 

Return Values 

If the method succeeds, it returns a String containing the license. If it fails, it returns a number in the 
error object. 

Default DRM component on Win32 platform 513 0

DRM component on Win32 platform with security upgrade 513 1

Previous Next

Previous Next

Return code Description

0x80048001 A parameter is not valid.

0x80048002 Memory cannot be allocated.

0x80048003 The object cannot be initialized.

0x80048004 An internal error occurred.

0x80048005 The client information was not specified.
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Remarks 

You must completely specify the license before calling this method. 

Example Code 

' Assume that the content packager has sent encrypted content and  
' a header to a consumer. The client computer posts a challenge to  
' the license issuer. The challenge contains the header sent by the  
' content packager, actions requested by the client, and information  
' about the client computer. To issue a license, perform the  
' following steps. 
' 
 
' Declare variables and objects. 
 
    Dim sHeader, sClientInfo, sPubKey, lResult, dwActionCnt 
    Dim sLicRequest, lIndex, sRights, sKeyID, sSeed, sKey  
    Dim varCategory, varVersion, sLicense, sLicResponse 
    Dim sAction 
    Dim HeaderObj 
    Dim ChallengeObj 
    Dim Rights Obj 
    Dim LicGenObj 
    Dim ResponseObj 
 
' Create objects. 
 
    Set HeaderObj = Server.CreateObject("Wmrmobjs.WMRMHeader") 
    Set ChallengeObj = Server.CreateObject("Wmrmobjs.WMRMChallenge") 
    Set RightsObj = Server.CreateObject("Wmrmobjs.WMRMRights") 
    Set LicGenObj = Server.CreateObject("Wmrmobjs.WMRMLicGen") 
    Set KeysObj = Server.CreateObject("Wmrmobjs.WMRMKeys") 
    Set ResponseObj = Server.CreateObject("Wmrmobjs.WMRMResponse") 
   
' Retrieve the license request from the client computer. 
 
    sLicRequest = request.Form("challenge") 
 
' Set the license request into the WMRMChallenge object. 
 
    ChallengeObj.Challenge = sLicRequest 
 

0x80048006 The license was not signed.

0x8004800A The certificate was not specified.

0x8004800E The client cannot be authenticated.

0x80048012 The key was not specified.

0xC004291D The player application has been revoked.

0xC0042921 The BindToPubKey method has not been called.

0xC0048018 The player application needs a security upgrade.
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' Retrieve the header from the challenge. 
 
    sHeader = ChallengeObj.Header 
 
' Set the header into the WMRMHeader object. 
 
    HeaderObj.Header = sHeader 
 
' Verify the header with the public key created by the content 
' packager. 
 
    lResult = HeaderObj.Verify(sPubKey) 
    if (lResult = 0) then 
        ' The header has been corrupted. 
    end if 
 
' Retrieve the client information section of the challenge. 
 
    sClientInfo = ChallengeObj.ClientInfo 
 
' Define the additional rights to be granted to the consumer. 
 
    RightsObj.Reset 
    RightsObj.AllowBackupRestore = True 
    RightsObj.AllowPlayOnPC = True 
    RightsObj.AllowTransferToSDMI = True 
    RightsObj.DisableOnClockRollback = True 
    RightsObj.TransferCount = 10 
    RightsObj.Playcount = 100 
    RightsObj.BeginDate = "#20000101Z#" 
    RightsObj.ExpirationDate = "#20001231Z#" 
    RightsObj.PMExpirationDate = "#20000930Z#" 
 
     
' Retrieve the string containing the defined rights, and set  
' the rights into the license. 
 
    sRights = RightsObj.GetAllRights() 
    LicGenObj.Rights = sRights 
 
' Set the client information into the license. 
 
    LicGenObj.ClientInfo = sClientInfo 
 
' Check the individualized version of Windows Media Rights Manager 
' running on the client computer. 
 
    LicGenObj.GetClientVersion(varCategory, varVersion) 
 
    if (varVersion <> 513) then 
        ' An error occurred. 
    end if 
 
    if (varCategory = 0) then 
        ' Process for the Windows 32-bit operating system. 
    end if 
 
    if (varCategory = 1) then 
        ' Process for the individualized Windows 32-bit  
        ' operating system. 
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    end if 
 
 
' Call the BindToPubKey property to send the client a public 
' key used to verify the license. When the license contains a  
' public key, Windows Media Rights Manager on the client computer  
' verifies the license. The public key is included in the certificate 
' sent to the license issuer by Windows Media License Service. 
 
    LicGenObj.BindToPubKey = sPubKey  
 
' Set the name of the license server into the license. 
 
    LicGenObj.Attribute("Author") = "name of the author" 
    LicGenObj.Attribute("Content Distributor") = "name of the distributor" 
    LicGenObj.Attribute("Content Type") = "type of content distributed" 
    LicGenObj.Attribute("Title") = "title of the content" 
 
' Set the priority into the license. One (1) is the default. 
 
    LicGenObj.Priority = 10 
 
' Retrieve the key ID from the header, and set it into the license. 
 
    sKeyID = HeaderObj.KeyID 
    LicGenObj.KeyID = sKeyID 
 
' Use the key ID and your stored license key seed to create the  
' key, and set the key into the license. The license key seed is a 
' shared secret between the content packager and the license issuer. 
 
    KeysObj.KeyID = sKeyID 
    KeysObj.Seed = sSeed 
    sKey = KeysObj.GenerateKey() 
    LicGenObj.SetKey("MSDRM", sKey) 
 
' Create a license. 
 
    sLicense = LicGen.GetLicenseToDeliver() 
 
' Add this license to the license response. 
 
    ResponseObj.AddLicense("2.0.0.0", sLicense) 
 
' Retrieve a string containing the license response. 
 
    sLicResponse = Response.GetLicenseResponse() 

See Also  

WMRMLicGen Object  

© 2000-2003 Microsoft Corporation. All rights reserved.  
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WMRMLicGen.IndividualizedVersion 

The IndividualizedVersion property specifies the individualization version that a packaged file 
requires of the DRM component of the consumer's player. This value is initially retrieved from the 
WMRMHeader.IndividualizedVersion property, and is then put into the WMRMLicGen object to 
evaluate whether the player meets the individualization requirement.  

Syntax 

LicGen.IndividualizedVersion = bstrIndividualizationVersion 

Parameters 

bstrIndividualizationVersion 

[in]  String containing the individualization version. 

Return Values 

This property does not return a value. If the property fails, it returns a number in the error object. 

 
Remarks 

This method ensures that the DRM component of the player requesting the license meets the 
individualization requirement specified in the content header. If the DRM component does not meet 
the individualization requirement, license generation fails. Individualization is usually triggered 
before license acquisition, so the player will usually meet this requirement, but this method provides 
an additional level of security in case a license request is tampered with. It is recommended that you 
use this method if the content header specifies an individualization version. For the latest 
individualization version information, see the Microsoft Web site.  

If the individualization version was not specified, the string will be empty, so you should check for an 
empty value and clear the error object. 

Example Code 

' The client (player) posts a challenge to the license issuer. The  
' challenge contains the packaged file's content header, actions requested 
' by the client, and information about the client computer. To determine a 
' client application's individualization version, perform the following  

Previous Next

Return code Description

0x80048003 Object initialization error.
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' steps.  
 
' Declare variables and objects. 
    Dim sHeader, lResult, sLicRequest, indiVersion  
    Dim HeaderObj, ChallengeObj, LicGenObj  
 
' Create objects. 
    Set HeaderObj = Server.CreateObject("Wmrmobjs.WMRMHeader") 
    Set ChallengeObj = Server.CreateObject("Wmrmobjs.WMRMChallenge") 
    Set LicGenObj = Server.CreateObject("Wmrmobjs.WMRMLicGen") 
 
' Retrieve the license request from the client computer. 
    sLicRequest = request.Form("challenge") 
 
' Set the license request into the WMRMChallenge object. 
    ChallengeObj.Challenge = sLicRequest 
 
' Retrieve the header from the challenge. 
    sHeader = ChallengeObj.Header 
 
' Set the header into the WMRMHeader object. 
    HeaderObj.Header = sHeader 
 
' Verify the header with the public key created by the content 
' packager. 
    lResult = HeaderObj.Verify(sPubKey) 
    if (lResult = 0) then 
        ' The header is corrupt. 
    end if 
 
' Retrieve the individualization version of the client from the 
' WMRMHeader object. 
    indiVersion = HeaderObj.IndividualizedVersion 
 
'Individualized version may not exist in the content header. 
    err.clear  
 
' Set the individualization version into the WMRMLicGen object. 
    LicGenObj.IndividualizedVersion = indiVersion 
 
    if (err.number <> 0) then 
        exit do 
    end if  

See Also  

Issuing Licenses Based on Client Version and Individualization Information  
Programming Windows Media Rights Manager in C++  
Requiring Individualized Players  
WMRMHeader.IndividualizedVersion  
WMRMLicGen Object  

© 2000-2003 Microsoft Corporation. All rights reserved.  
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WMRMLicGen.IsClientExcluded 

You can use the IsClientExcluded property to determine whether the consumer's player that is 
requesting a license is based on an excluded DRM component (known by Microsoft to be damaged or 
corrupted).  

Syntax 

Boolean = LicGen.IsClientExcluded 

Parameters 

This property takes no parameters. 

Return Values 

This property does not return a value. If it succeeds, it sets S_OK in the error object. If the property 
fails, it returns a number in the error object. 

 
Remarks 

Use this property when receiving a license request so you can determine whether the requesting 
application is one that you want to exclude. If it is, you can refuse to issue a license. You might also 
display information to the consumer (for example, explaining that you will only issue licenses to 
certain players. 

Example Code 

' The client (player) posts a challenge to the license issuer. The  
' challenge contains the packaged file's content header, actions requested 
' by the client, and information about the client computer. To determine a 
' client application's individualization version, perform the following  
' steps.  
 
' Declare variables and objects. 
    Dim sHeader, lResult, sLicRequest, indiVersion  
    Dim HeaderObj, ChallengeObj, LicGenObj  
    Dim bAppRevoked 
 
' Create objects. 
    Set HeaderObj = Server.CreateObject("Wmrmobjs.WMRMHeader") 
    Set ChallengeObj = Server.CreateObject("Wmrmobjs.WMRMChallenge") 

Previous Next

Return code Description

0x80048017 The application exclusion information has not been set.
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    Set LicGenObj = Server.CreateObject("Wmrmobjs.WMRMLicGen") 
 
' Retrieve the license request from the client computer. 
    sLicRequest = request.Form("challenge") 
 
' Set the license request into the WMRMChallenge object. 
    ChallengeObj.Challenge = sLicRequest 
 
' Retrieve the header from the challenge. 
    sHeader = ChallengeObj.Header 
 
' Set the header into the WMRMHeader object. 
    HeaderObj.Header = sHeader 
 
' Verify the header with the public key created by the content 
' packager. 
    lResult = HeaderObj.Verify(sPubKey) 
    if (lResult = 0) then 
        ' The header is corrupt. 
    end if 
 
' Find out if the application uses an excluded DRM component. 
   bAppRevoked = LicGenObj.IsClientExcluded 
   if (bAppRevoked = True) then 
       ' The player application is revoked. 
   end if 

See Also  

Programming Windows Media Rights Manager in C++  
WMRMLicGen Object  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

WMRMLicGen.KeyID 

The KeyID property specifies and retrieves the key ID. 

Syntax 

LicGen.KeyID = String 
String = LicGen.KeyID 

Parameters 

This property takes no parameters. 

Previous Next

Previous Next
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Return Values 

If the property succeeds, it returns a String containing the key ID. If it fails, it returns a number in the 
error object. 

 
Remarks 

The license issuer uses the key ID and the license key seed to generate a key. 

See Also  

WMRMLicGen Object  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

WMRMLicGen.Priority 

The Priority property specifies and retrieves the priority of the license. 

Syntax 

LicGen.Priority = Long 
Long = LicGen.Priority 

Parameters 

This property takes no parameters. 

Return Values 

If the property succeeds, it returns a Long containing the priority. If it fails, it returns a number in the 
error object. 

Return code Description

0x80048001 The key is not valid.

0x80048003 The object cannot be initialized.

Previous Next

Previous Next

Return code Description
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Remarks 

If the consumer has multiple licenses for a single content item, you can use the Priority property to 
order them. Lower numbers indicate lower priority, and the default priority is one. As a general rule, 
time-based licenses should be given a higher priority then count-based licenses. 

Licenses are deleted after they have expired or when all rights are used. If you continually deliver new 
licenses with a higher priority, existing licenses might not ever be used or deleted.  

Example Code 

' Assume that the content packager has sent encrypted content and  
' a header to a consumer. The client computer posts a challenge to  
' the license issuer. The challenge contains the header sent by the  
' content packager, actions requested by the client, and information  
' about the client computer. To issue a license, perform the  
' following steps. 
' 
 
' Declare variables and objects. 
 
    Dim sHeader, sClientInfo, sPubKey, lResult, dwActionCnt 
    Dim sLicRequest, lIndex, sRights, sKeyID, sSeed, sKey  
    Dim varCategory, varVersion, sLicense, sLicResponse 
    Dim sAction 
    Dim HeaderObj 
    Dim ChallengeObj 
    Dim Rights Obj 
    Dim LicGenObj 
    Dim ResponseObj 
 
' Create objects. 
 
    Set HeaderObj = Server.CreateObject("Wmrmobjs.WMRMHeader") 
    Set ChallengeObj = Server.CreateObject("Wmrmobjs.WMRMChallenge") 
    Set RightsObj = Server.CreateObject("Wmrmobjs.WMRMRights") 
    Set LicGenObj = Server.CreateObject("Wmrmobjs.WMRMLicGen") 
    Set KeysObj = Server.CreateObject("Wmrmobjs.WMRMKeys") 
    Set ResponseObj = Server.CreateObject("Wmrmobjs.WMRMResponse") 
   
' Retrieve the license request from the client computer. 
 
    sLicRequest = request.Form("challenge") 
 
' Set the license request into the WMRMChallenge object. 
 
    ChallengeObj.Challenge = sLicRequest 
 
' Retrieve the header from the challenge. 
 

0x80048003 The object cannot be initialized.

0x80048010 The attribute cannot be set.

0x80048015 The priority specified is not valid.
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    sHeader = ChallengeObj.Header 
 
' Set the header into the WMRMHeader object. 
 
    HeaderObj.Header = sHeader 
 
' Verify the header with the public key created by the content 
' packager. 
 
    lResult = HeaderObj.Verify(sPubKey) 
    if (lResult = 0) then 
        ' The header has been corrupted. 
    end if 
 
' Retrieve the client information section of the challenge. 
 
    sClientInfo = ChallengeObj.ClientInfo 
 
' Define the additional rights to be granted to the consumer. 
 
    RightsObj.Reset 
    RightsObj.AllowBackupRestore = True 
    RightsObj.AllowPlayOnPC = True 
    RightsObj.AllowTransferToSDMI = True 
    RightsObj.DisableOnClockRollback = True 
    RightsObj.TransferCount = 10 
    RightsObj.Playcount = 100 
    RightsObj.BeginDate = "#20000101Z#" 
    RightsObj.ExpirationDate = "#20001231Z#" 
    RightsObj.PMExpirationDate = "#20000930Z#" 
 
     
' Retrieve the string containing the defined rights, and set  
' the rights into the license. 
 
    sRights = RightsObj.GetAllRights() 
    LicGenObj.Rights = sRights 
 
' Set the client information into the license. 
 
    LicGenObj.ClientInfo = sClientInfo 
 
' Check the individualized version of Windows Media Rights Manager 
' running on the client computer. 
 
    LicGenObj.GetClientVersion(varCategory, varVersion) 
 
    if (varVersion <> 513) then 
        ' An error occurred. 
    end if 
 
    if (varCategory = 0) then 
        ' Process for the Windows 32-bit operating system. 
    end if 
 
    if (varCategory = 1) then 
        ' Process for the individualized Windows 32-bit  
        ' operating system. 
    end if 
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' Call the BindToPubKey property to send the client a public 
' key used to verify the license. When the license contains a  
' public key, Windows Media Rights Manager on the client computer  
' verifies the license. The public key is included in the certificate 
' sent to the license issuer by Windows Media License Service. 
 
    LicGenObj.BindToPubKey = sPubKey  
 
' Set the name of the license server into the license. 
 
    LicGenObj.Attribute("Author") = "name of the author" 
    LicGenObj.Attribute("Content Distributor") = "name of the distributor" 
    LicGenObj.Attribute("Content Type") = "type of content distributed" 
    LicGenObj.Attribute("Title") = "title of the content" 
 
' Set the priority into the license. One (1) is the default. 
 
    LicGenObj.Priority = 10 
 
' Retrieve the key ID from the header, and set it into the license. 
 
    sKeyID = HeaderObj.KeyID 
    LicGenObj.KeyID = sKeyID 
 
' Use the key ID and your stored license key seed to create the  
' key, and set the key into the license. The license key seed is a 
' shared secret between the content packager and the license issuer. 
 
    KeysObj.KeyID = sKeyID 
    KeysObj.Seed = sSeed 
    sKey = KeysObj.GenerateKey() 
    LicGenObj.SetKey("MSDRM", sKey) 
 
' Create a license. 
 
    sLicense = LicGen.GetLicenseToDeliver() 
 
' Add this license to the license response. 
 
    ResponseObj.AddLicense("2.0.0.0", sLicense) 
 
' Retrieve a string containing the license response. 
 
    sLicResponse = Response.GetLicenseResponse() 

See Also  

WMRMLicGen Object  

© 2000-2003 Microsoft Corporation. All rights reserved.  
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WMRMLicGen.Rights 

The Rights property specifies and retrieves the rights assigned by a license. 

Syntax 

LicGen.Rights = String 
String = LicGen.Rights 

Parameters 

This property takes no parameters. 

Return Values 

If the property succeeds, it returns a string containing the rights. If it fails, it returns a number in the 
error object. 

 
Remarks 

You can use the WMRMRights.GetAllRights method to retrieve the rights. 

Example Code 

' Assume that the content packager has sent encrypted content and  
' a header to a consumer. The client computer posts a challenge to  
' the license issuer. The challenge contains the header sent by the  
' content packager, actions requested by the client, and information  
' about the client computer. To issue a license, perform the  
' following steps. 
' 
 
' Declare variables and objects. 
 
    Dim sHeader, sClientInfo, sPubKey, lResult, dwActionCnt 
    Dim sLicRequest, lIndex, sRights, sKeyID, sSeed, sKey  
    Dim varCategory, varVersion, sLicense, sLicResponse 

Previous Next

Return code Description

0x80048001 A parameter is not valid.

0x80048003 The object cannot be initialized.

0x80048004 An internal error occurred.

0x8004800B The string containing the rights is not valid.
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    Dim sAction 
    Dim HeaderObj 
    Dim ChallengeObj 
    Dim Rights Obj 
    Dim LicGenObj 
    Dim ResponseObj 
 
' Create objects. 
 
    Set HeaderObj = Server.CreateObject("Wmrmobjs.WMRMHeader") 
    Set ChallengeObj = Server.CreateObject("Wmrmobjs.WMRMChallenge") 
    Set RightsObj = Server.CreateObject("Wmrmobjs.WMRMRights") 
    Set LicGenObj = Server.CreateObject("Wmrmobjs.WMRMLicGen") 
    Set KeysObj = Server.CreateObject("Wmrmobjs.WMRMKeys") 
    Set ResponseObj = Server.CreateObject("Wmrmobjs.WMRMResponse") 
   
' Retrieve the license request from the client computer. 
 
    sLicRequest = request.Form("challenge") 
 
' Set the license request into the WMRMChallenge object. 
 
    ChallengeObj.Challenge = sLicRequest 
 
' Retrieve the header from the challenge. 
 
    sHeader = ChallengeObj.Header 
 
' Set the header into the WMRMHeader object. 
 
    HeaderObj.Header = sHeader 
 
' Verify the header with the public key created by the content 
' packager. 
 
    lResult = HeaderObj.Verify(sPubKey) 
    if (lResult = 0) then 
        ' The header has been corrupted. 
    end if 
 
' Retrieve the client information section of the challenge. 
 
    sClientInfo = ChallengeObj.ClientInfo 
 
' Define the additional rights to be granted to the consumer. 
 
    RightsObj.Reset 
    RightsObj.AllowBackupRestore = True 
    RightsObj.AllowPlayOnPC = True 
    RightsObj.AllowTransferToSDMI = True 
    RightsObj.DisableOnClockRollback = True 
    RightsObj.TransferCount = 10 
    RightsObj.Playcount = 100 
    RightsObj.BeginDate = "#20000101Z#" 
    RightsObj.ExpirationDate = "#20001231Z#" 
    RightsObj.PMExpirationDate = "#20000930Z#" 
 
     
' Retrieve the string containing the defined rights, and set  
' the rights into the license. 
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    sRights = RightsObj.GetAllRights() 
    LicGenObj.Rights = sRights 
 
' Set the client information into the license. 
 
    LicGenObj.ClientInfo = sClientInfo 
 
' Check the individualized version of Windows Media Rights Manager 
' running on the client computer. 
 
    LicGenObj.GetClientVersion(varCategory, varVersion) 
 
    if (varVersion <> 513) then 
        ' An error occurred. 
    end if 
 
    if (varCategory = 0) then 
        ' Process for the Windows 32-bit operating system. 
    end if 
 
    if (varCategory = 1) then 
        ' Process for the individualized Windows 32-bit  
        ' operating system. 
    end if 
 
 
' Call the BindToPubKey property to send the client a public 
' key used to verify the license. When the license contains a  
' public key, Windows Media Rights Manager on the client computer  
' verifies the license. The public key is included in the certificate 
' sent to the license issuer by Windows Media License Service. 
 
    LicGenObj.BindToPubKey = sPubKey  
 
' Set the name of the license server into the license. 
 
    LicGenObj.Attribute("Author") = "name of the author" 
    LicGenObj.Attribute("Content Distributor") = "name of the distributor" 
    LicGenObj.Attribute("Content Type") = "type of content distributed" 
    LicGenObj.Attribute("Title") = "title of the content" 
 
' Set the priority into the license. One (1) is the default. 
 
    LicGenObj.Priority = 10 
 
' Retrieve the key ID from the header, and set it into the license. 
 
    sKeyID = HeaderObj.KeyID 
    LicGenObj.KeyID = sKeyID 
 
' Use the key ID and your stored license key seed to create the  
' key, and set the key into the license. The license key seed is a 
' shared secret between the content packager and the license issuer. 
 
    KeysObj.KeyID = sKeyID 
    KeysObj.Seed = sSeed 
    sKey = KeysObj.GenerateKey() 
    LicGenObj.SetKey("MSDRM", sKey) 
 

Page 204 of 312Windows Media Rights Manager 9 Series SDK

4/12/2004file://C:\Documents%20and%20Settings\pelhamcd\Local%20Settings\Temp\~hh430.htm



' Create a license. 
 
    sLicense = LicGen.GetLicenseToDeliver() 
 
' Add this license to the license response. 
 
    ResponseObj.AddLicense("2.0.0.0", sLicense) 
 
' Retrieve a string containing the license response. 
 
    sLicResponse = Response.GetLicenseResponse() 

See Also  

WMRMLicGen Object  
WMRMRights Object  
WMRMRights.GetAllRights  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

WMRMLicGen.SetKey 

The SetKey method specifies the encoded key to use in the license. 

Syntax 

LicGen.SetKey(bstrType, bstrKey) 

Parameters 

bstrType 

[in]  String containing the type of the algorithm used to store the key in the license. This parameter is 
provided so that you can make changes later to accommodate longer keys. This can also be an empty 
string. By default, the value is "MSDRM." 

bstrKey 

[in]  String containing the encoded key to be used in the license. Use the WMRMKeys object to 
generate the key. 

Return Values 

Previous Next

Previous Next
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If the method succeeds, it returns S_OK. If it fails, it returns a number in the error object. 

 
Example Code 

' Assume that the content packager has sent encrypted content and  
' a header to a consumer. The client computer posts a challenge to  
' the license issuer. The challenge contains the header sent by the  
' content packager, actions requested by the client, and information  
' about the client computer. To issue a license, perform the  
' following steps. 
' 
 
' Declare variables and objects. 
 
    Dim sHeader, sClientInfo, sPubKey, lResult, dwActionCnt 
    Dim sLicRequest, lIndex, sRights, sKeyID, sSeed, sKey  
    Dim varCategory, varVersion, sLicense, sLicResponse 
    Dim sAction 
    Dim HeaderObj 
    Dim ChallengeObj 
    Dim Rights Obj 
    Dim LicGenObj 
    Dim ResponseObj 
 
' Create objects. 
 
    Set HeaderObj = Server.CreateObject("Wmrmobjs.WMRMHeader") 
    Set ChallengeObj = Server.CreateObject("Wmrmobjs.WMRMChallenge") 
    Set RightsObj = Server.CreateObject("Wmrmobjs.WMRMRights") 
    Set LicGenObj = Server.CreateObject("Wmrmobjs.WMRMLicGen") 
    Set KeysObj = Server.CreateObject("Wmrmobjs.WMRMKeys") 
    Set ResponseObj = Server.CreateObject("Wmrmobjs.WMRMResponse") 
   
' Retrieve the license request from the client computer. 
 
    sLicRequest = request.Form("challenge") 
 
' Set the license request into the WMRMChallenge object. 
 
    ChallengeObj.Challenge = sLicRequest 
 
' Retrieve the header from the challenge. 

Return code Description

0x80048001 A parameter is not valid.

0x80048002 Memory cannot be allocated.

0x80048003 The object cannot be initialized.

0x80048004 An internal error occurred.

0x8004800C The specified key is not valid.

0x8004800D The key cannot be encoded.

0x80048011 The encrypting algorithm is not supported.
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    sHeader = ChallengeObj.Header 
 
' Set the header into the WMRMHeader object. 
 
    HeaderObj.Header = sHeader 
 
' Verify the header with the public key created by the content 
' packager. 
 
    lResult = HeaderObj.Verify(sPubKey) 
    if (lResult = 0) then 
        ' The header has been corrupted. 
    end if 
 
' Retrieve the client information section of the challenge. 
 
    sClientInfo = ChallengeObj.ClientInfo 
 
' Define the additional rights to be granted to the consumer. 
 
    RightsObj.Reset 
    RightsObj.AllowBackupRestore = True 
    RightsObj.AllowPlayOnPC = True 
    RightsObj.AllowTransferToSDMI = True 
    RightsObj.DisableOnClockRollback = True 
    RightsObj.TransferCount = 10 
    RightsObj.Playcount = 100 
    RightsObj.BeginDate = "#20000101Z#" 
    RightsObj.ExpirationDate = "#20001231Z#" 
    RightsObj.PMExpirationDate = "#20000930Z#" 
 
     
' Retrieve the string containing the defined rights, and set  
' the rights into the license. 
 
    sRights = RightsObj.GetAllRights() 
    LicGenObj.Rights = sRights 
 
' Set the client information into the license. 
 
    LicGenObj.ClientInfo = sClientInfo 
 
' Check the individualized version of Windows Media Rights Manager 
' running on the client computer. 
 
    LicGenObj.GetClientVersion(varCategory, varVersion) 
 
    if (varVersion <> 513) then 
        ' An error occurred. 
    end if 
 
    if (varCategory = 0) then 
        ' Process for the Windows 32-bit operating system. 
    end if 
 
    if (varCategory = 1) then 
        ' Process for the individualized Windows 32-bit  
        ' operating system. 
    end if 
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' Call the BindToPubKey property to send the client a public 
' key used to verify the license. When the license contains a  
' public key, Windows Media Rights Manager on the client computer  
' verifies the license. The public key is included in the certificate 
' sent to the license issuer by Windows Media License Service. 
 
    LicGenObj.BindToPubKey = sPubKey  
 
' Set the name of the license server into the license. 
 
    LicGenObj.Attribute("Author") = "name of the author" 
    LicGenObj.Attribute("Content Distributor") = "name of the distributor" 
    LicGenObj.Attribute("Content Type") = "type of content distributed" 
    LicGenObj.Attribute("Title") = "title of the content" 
 
' Set the priority into the license. One (1) is the default. 
 
    LicGenObj.Priority = 10 
 
' Retrieve the key ID from the header, and set it into the license. 
 
    sKeyID = HeaderObj.KeyID 
    LicGenObj.KeyID = sKeyID 
 
' Use the key ID and your stored license key seed to create the  
' key, and set the key into the license. The license key seed is a 
' shared secret between the content packager and the license issuer. 
 
    KeysObj.KeyID = sKeyID 
    KeysObj.Seed = sSeed 
    sKey = KeysObj.GenerateKey() 
    LicGenObj.SetKey("MSDRM", sKey) 
 
' Create a license. 
 
    sLicense = LicGen.GetLicenseToDeliver() 
 
' Add this license to the license response. 
 
    ResponseObj.AddLicense("2.0.0.0", sLicense) 
 
' Retrieve a string containing the license response. 
 
    sLicResponse = Response.GetLicenseResponse() 

See Also  

WMRMKeys Object  
WMRMLicGen Object  

© 2000-2003 Microsoft Corporation. All rights reserved.  
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WMRMProtect Object 
Use the WMRMProtect object to encrypt content, and to package both the encrypted content and the 
content header in a Windows Media file. The WMRMProtect object exposes the following 
properties and methods. 

 

 
See Also  

Programming Reference  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

WMRMProtect.Header 

The Header property specifies and retrieves the content header.

Previous Next

Property Description

Header Specifies and retrieves the content header.

InputFile Specifies and retrieves the name of an input file.

Key Specifies and retrieves the content encryption key.

V1KeyID Specifies and retrieves the key ID for the version 1 content encryption 
object.

V1LicenseAcqURL Specifies and retrieves the license acquisition URL for the version 1 
content header.

Method Description

ProtectFile Encrypts the file specified by the InputFile property.

WriteFile Writes an encrypted file with an updated content header.

Previous Next

Previous Next

Page 209 of 312Windows Media Rights Manager 9 Series SDK

4/12/2004file://C:\Documents%20and%20Settings\pelhamcd\Local%20Settings\Temp\~hh430.htm



Syntax 

Protect.Header = String 
String = Protect.Header 

Parameters 

This property takes no parameters. 

Return Values 

If the property succeeds, it returns a String containing the header. If it fails, it returns a number in the 
error object. 

 
Remarks 

The header can be no larger than 8 kilobytes. You can use the WMRMHeader object to manipulate 
the header. You must call the Header property before calling either the WMRMProtect.ProtectFile 
or WMRMProtect.WriteFile methods. 

Example Code 

' Declare variables and objects. 
 
    Dim sKID, sCID, sSeed, sKey, sHeader 
    Dim sPrivKey, sPubKey 
    Dim HeaderObj 
    Dim KeysObj 
    Dim ProtectObj 
 
' Create objects. 
 
    Set HeaderObj = Server.CreateObject("Wmrmobjs.WMRMHeader") 
    Set KeysObj = Server.CreateObject("Wmrmobjs.WMRMKeys") 
    Set ProtectObj = Server.CreateObject("Wmrmobjs.WMRMProtect") 
 
' Create the key ID and content ID, and key. Set the key ID and  
' the content ID into the header. Store the key in a secure manner. 
 
    sKID = KeysObj.GenerateKeyID() 
    sCID = KeysObj.GenerateKeyID() 
    KeysObj.KeyID = sKID 
 
    HeaderObj.KeyID = sKID 
    HeaderObj.ContentID = sCID 
 

Return code Description

0xC004290C The header cannot be larger than 8 kilobytes.

0x80004005 An unspecified error occurred.

0x80070057 The specified parameter is not valid.
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'  Replace XXX with the license key seed. 
 
    sSeed = "XXX" 
    KeysObj.Seed = sSeed 
 
' Generate the key. 
 
    sKey = KeysObj.GenerateKey() 
 
' Require individualization version 2.2. 
' Version numbers change. Verify that this number is up to date. 
 
    HeaderObj.IndividualizedVersion = "2.2" 
 
' Specify the URL of the license issuer, and set it into 
' the header. 
 
    sURL = "http://www.LicenseIssuer.com/getlicense.asp" 
    HeaderObj.LicenseAcqURL = sURL 
 
' Set name-value pairs describing the content into the header. 
 
    HeaderObj.Attribute("Author") = "name of the author" 
    HeaderObj.Attribute("Content Distributor") = "name of the distributor" 
    HeaderObj.Attribute("Content Type") = "type of content distributed" 
    HeaderObj.Attribute("Title") = "title of the content" 
 
' Set the checksum. 
 
    HeaderObj.SetCheckSum(sKey) 
 
' Replace XXX with the packaging server's private key.  
 
    sPrivKey = "XXX" 
 
' Sign the header. 
 
    HeaderObj.Sign(sPrivKey) 
 
' Retrieve the string containing the header. 
 
    sHeader = HeaderObj.Header 
 
' Set the header string into the WMRMProtect object. 
 
    ProtectObj.Header = sHeader 
 
' Set the key into the WMRMProtect object. 
 
    ProtectObj.Key = sKey 
 
' Specify the name of the file to be protected. 
 
    ProtectObj.InputFile = "c:\input_file.wmv" 
 
' Generate a protected file. 
 
    ProtectObj.ProtectFile("c:\output_file_1.wmv") 
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See Also  

WMRMProtect Object  
WMRMProtect.ProtectFile  
WMRMProtect.WriteFile  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

WMRMProtect.InputFile 

The InputFile property specifies and retrieves the name of an input file. 

Syntax 

Protect.InputFile = String 
String = Protect.InputFile 

Parameters 

This property takes no parameters. 

Return Values 

If the property succeeds, it returns a String containing the path and name of the input file. If it fails, it 
returns a number in the error object. 

 
Remarks 

You must call the InputFile property before calling either the WMRMProtect.ProtectFile or 
WMRMProtect.WriteFile methods.The InputFile property fails if the file does not exist. 

Example Code 

' Declare variables and objects. 
 
    Dim sKID, sCID, sSeed, sKey, sHeader 

Previous Next

Previous Next

Return code Description

0x80004005 An unspecified error occurred.

0x80070057 The specified parameter is not valid.
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    Dim sPrivKey, sPubKey 
    Dim HeaderObj 
    Dim KeysObj 
    Dim ProtectObj 
 
' Create objects. 
 
    Set HeaderObj = Server.CreateObject("Wmrmobjs.WMRMHeader") 
    Set KeysObj = Server.CreateObject("Wmrmobjs.WMRMKeys") 
    Set ProtectObj = Server.CreateObject("Wmrmobjs.WMRMProtect") 
 
' Create the key ID and content ID, and key. Set the key ID and  
' the content ID into the header. Store the key in a secure manner. 
 
    sKID = KeysObj.GenerateKeyID() 
    sCID = KeysObj.GenerateKeyID() 
    KeysObj.KeyID = sKID 
 
    HeaderObj.KeyID = sKID 
    HeaderObj.ContentID = sCID 
 
'  Replace XXX with the license key seed. 
 
    sSeed = "XXX" 
    KeysObj.Seed = sSeed 
 
' Generate the key. 
 
    sKey = KeysObj.GenerateKey() 
 
' Require individualization version 2.2. 
' Version numbers change. Verify that this number is up to date. 
 
    HeaderObj.IndividualizedVersion = "2.2" 
 
' Specify the URL of the license issuer, and set it into 
' the header. 
 
    sURL = "http://www.LicenseIssuer.com/getlicense.asp" 
    HeaderObj.LicenseAcqURL = sURL 
 
' Set name-value pairs describing the content into the header. 
 
    HeaderObj.Attribute("Author") = "name of the author" 
    HeaderObj.Attribute("Content Distributor") = "name of the distributor" 
    HeaderObj.Attribute("Content Type") = "type of content distributed" 
    HeaderObj.Attribute("Title") = "title of the content" 
 
' Set the checksum. 
 
    HeaderObj.SetCheckSum(sKey) 
 
' Replace XXX with the packaging server's private key.  
 
    sPrivKey = "XXX" 
 
' Sign the header. 
 
    HeaderObj.Sign(sPrivKey) 
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' Retrieve the string containing the header. 
 
    sHeader = HeaderObj.Header 
 
' Set the header string into the WMRMProtect object. 
 
    ProtectObj.Header = sHeader 
 
' Set the key into the WMRMProtect object. 
 
    ProtectObj.Key = sKey 
 
' Specify the name of the file to be protected. 
 
    ProtectObj.InputFile = "c:\input_file.wmv" 
 
' Generate a protected file. 
 
    ProtectObj.ProtectFile("c:\output_file_1.wmv") 

See Also  

WMRMProtect Object  
WMRMProtect.ProtectFile  
WMRMProtect.WriteFile  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

WMRMProtect.Key 

The Key property specifies and retrieves the content encryption key. 

Syntax 

Protect.Key = String 
String = Protect.Key 

Parameters 

This property takes no parameters. 

Return Values 

If the property succeeds, it returns a String containing the encoded key used to encrypt the content. If 
it fails, it returns a number in the error object.

Previous Next

Previous Next
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Remarks 

You must call the Key property before calling either the WMRMProtect.ProtectFile or 
WMRMProtect.WriteFile methods. 

Example Code 

' Declare variables and objects. 
 
    Dim sKID, sCID, sSeed, sKey, sHeader 
    Dim sPrivKey, sPubKey 
    Dim HeaderObj 
    Dim KeysObj 
    Dim ProtectObj 
 
' Create objects. 
 
    Set HeaderObj = Server.CreateObject("Wmrmobjs.WMRMHeader") 
    Set KeysObj = Server.CreateObject("Wmrmobjs.WMRMKeys") 
    Set ProtectObj = Server.CreateObject("Wmrmobjs.WMRMProtect") 
 
' Create the key ID and content ID, and key. Set the key ID and  
' the content ID into the header. Store the key in a secure manner. 
 
    sKID = KeysObj.GenerateKeyID() 
    sCID = KeysObj.GenerateKeyID() 
    KeysObj.KeyID = sKID 
 
    HeaderObj.KeyID = sKID 
    HeaderObj.ContentID = sCID 
 
'  Replace XXX with the license key seed. 
 
    sSeed = "XXX" 
    KeysObj.Seed = sSeed 
 
' Generate the key. 
 
    sKey = KeysObj.GenerateKey() 
 
' Require individualization version 2.2. 
' Version numbers change. Verify that this number is up to date. 
 
    HeaderObj.IndividualizedVersion = "2.2" 
 
' Specify the URL of the license issuer, and set it into 
' the header. 
 
    sURL = "http://www.LicenseIssuer.com/getlicense.asp" 
    HeaderObj.LicenseAcqURL = sURL 
 

Return code Description

0x80004005 An unspecified error occurred.

0x80070057 The specified parameter is not valid.
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' Set name-value pairs describing the content into the header. 
 
    HeaderObj.Attribute("Author") = "name of the author" 
    HeaderObj.Attribute("Content Distributor") = "name of the distributor" 
    HeaderObj.Attribute("Content Type") = "type of content distributed" 
    HeaderObj.Attribute("Title") = "title of the content" 
 
' Set the checksum. 
 
    HeaderObj.SetCheckSum(sKey) 
 
' Replace XXX with the packaging server's private key.  
 
    sPrivKey = "XXX" 
 
' Sign the header. 
 
    HeaderObj.Sign(sPrivKey) 
 
' Retrieve the string containing the header. 
 
    sHeader = HeaderObj.Header 
 
' Set the header string into the WMRMProtect object. 
 
    ProtectObj.Header = sHeader 
 
' Set the key into the WMRMProtect object. 
 
    ProtectObj.Key = sKey 
 
' Specify the name of the file to be protected. 
 
    ProtectObj.InputFile = "c:\input_file.wmv" 
 
' Generate a protected file. 
 
    ProtectObj.ProtectFile("c:\output_file_1.wmv") 

See Also  

WMRMProtect Object  
WMRMProtect.ProtectFile  
WMRMProtect.WriteFile  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

WMRMProtect.ProtectFile 

Previous Next

Previous Next
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The ProtectFile method encrypts the file specified by the InputFile property. 

Syntax 

Protect.ProtectFile(bstrFileName) 

Parameters 

bstrFileName 

[in]  String containing the path and name of the encrypted output file to be generated. 

Return Values 

If the property succeeds, it returns S_OK. If it fails, it returns a number in the error object. 

 
Example Code 

' Declare variables and objects. 
 
    Dim sKID, sCID, sSeed, sKey, sHeader 
    Dim sPrivKey, sPubKey 
    Dim HeaderObj 
    Dim KeysObj 
    Dim ProtectObj 
 
' Create objects. 
 
    Set HeaderObj = Server.CreateObject("Wmrmobjs.WMRMHeader") 
    Set KeysObj = Server.CreateObject("Wmrmobjs.WMRMKeys") 
    Set ProtectObj = Server.CreateObject("Wmrmobjs.WMRMProtect") 
 
' Create the key ID and content ID, and key. Set the key ID and  
' the content ID into the header. Store the key in a secure manner. 
 
    sKID = KeysObj.GenerateKeyID() 
    sCID = KeysObj.GenerateKeyID() 
    KeysObj.KeyID = sKID 
 
    HeaderObj.KeyID = sKID 
    HeaderObj.ContentID = sCID 
 
'  Replace XXX with the license key seed. 
 
    sSeed = "XXX" 
    KeysObj.Seed = sSeed 
 
' Generate the key. 
 

Return code Description

0x80004005 An unspecified error occurred.

0x80070057 The specified parameter is not valid.
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    sKey = KeysObj.GenerateKey() 
 
' Require individualization version 2.2. 
' Version numbers change. Verify that this number is up to date. 
 
    HeaderObj.IndividualizedVersion = "2.2" 
 
' Specify the URL of the license issuer, and set it into 
' the header. 
 
    sURL = "http://www.LicenseIssuer.com/getlicense.asp" 
    HeaderObj.LicenseAcqURL = sURL 
 
' Set name-value pairs describing the content into the header. 
 
    HeaderObj.Attribute("Author") = "name of the author" 
    HeaderObj.Attribute("Content Distributor") = "name of the distributor" 
    HeaderObj.Attribute("Content Type") = "type of content distributed" 
    HeaderObj.Attribute("Title") = "title of the content" 
 
' Set the checksum. 
 
    HeaderObj.SetCheckSum(sKey) 
 
' Replace XXX with the packaging server's private key.  
 
    sPrivKey = "XXX" 
 
' Sign the header. 
 
    HeaderObj.Sign(sPrivKey) 
 
' Retrieve the string containing the header. 
 
    sHeader = HeaderObj.Header 
 
' Set the header string into the WMRMProtect object. 
 
    ProtectObj.Header = sHeader 
 
' Set the key into the WMRMProtect object. 
 
    ProtectObj.Key = sKey 
 
' Specify the name of the file to be protected. 
 
    ProtectObj.InputFile = "c:\input_file.wmv" 
 
' Generate a protected file. 
 
    ProtectObj.ProtectFile("c:\output_file_1.wmv") 

See Also  

WMRMProtect Object  
WMRMProtect.WriteFile  

Previous Next
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WMRMProtect.V1KeyID 

The V1KeyID property specifies and retrieves the key ID for the version 1 content header. 

Syntax 

Protect.V1KeyID = String 
String = Protect.V1KeyID 

Parameters 

This property takes no parameters. 

Return Values 

If the property succeeds, it returns a String containing the key ID used by an earlier version of 
Windows Media Player. If it fails, it returns a number in the error object. 

 
Remarks 

The V1KeyID property places the version 1 key ID into the version 1 header that is packaged, by 
either the WMRMProtect.ProtectFile or WMRMProtect.WriteFile methods, into a Windows 
Media file for delivery to the consumer. This property is provided for backward compatibility with 
players that support Windows Media Rights Manager version 1. The V1KeyID property is optional if 
you use the default value for the WMRMProtect.V1LicenseAcqURL property (you do not specify 
one). 

See Also  

WMRMProtect Object  
WMRMProtect.ProtectFile  
WMRMProtect.WriteFile  

Previous Next

Return code Description

0x80004005 An unspecified error occurred.

0x80070057 The specified parameter is not valid.

Previous Next
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WMRMProtect.V1LicenseAcqURL 

The V1LicenseAcqURL property specifies and retrieves the license acquisition URL for the version 
1 content header. 

Syntax 

Protect.V1LicenseAcqURL = String 
String = Protect.V1LicenseAcqURL 

Parameters 

This property takes no parameters. 

Return Values 

If the property succeeds, it returns a String containing a URL that can be used by Windows Media 
Rights Manager version 1. If it fails, it returns a number in the error object. 

 
Remarks 

The V1LicenseAcqURL property places the version 1 license acquisition URL into the version 1 
header that is packaged, by either the WMRMProtect.ProtectFile or WMRMProtect.WriteFile 
methods, into a Windows Media file for delivery to the consumer. This property is provided for 
backward compatibility with players that support Windows Media Rights Manager version 1. The 
V1LicenseAcqURL property is optional. The default value is 
http://www.microsoft.com/isapi/redir.dll?prd=wmdrm&pver=2&os=win&sbp=newclient, which 
points to a Web page where consumers can get a player that supports Windows Media Rights 
Manager 7 SDK or later. 

See Also  

WMRMProtect Object  
WMRMProtect.ProtectFile  
WMRMProtect.WriteFile  

Previous Next

Return code Description

0x80004005 An unspecified error occurred.

0x80070057 The specified parameter is not valid.
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WMRMProtect.WriteFile 

The WriteFile method writes an encrypted file with an updated content header. 

Syntax 

Protect.WriteFile(bstrFileName) 

Parameters 

bstrFileName 

[in]  String containing the path and name of the encrypted output file to be generated. 

Return Values 

If the property succeeds, it returns S_OK. If it fails, it returns a number in the error object. 

 
Remarks 

Only the header is updated. The remainder of the file is unchanged. 

Example Code 

' Declare variables and objects. 
 
    Dim sKID, sCID, sSeed, sKey, sHeader 
    Dim sPrivKey, sPubKey 
    Dim HeaderObj 
    Dim KeysObj 
    Dim ProtectObj 
 
' Create objects. 
 
    Set HeaderObj = Server.CreateObject("Wmrmobjs.WMRMHeader") 

Previous Next

Previous Next

Return code Description

0x80004005 An unspecified error occurred.

0x80070057 The specified parameter is not valid.
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    Set KeysObj = Server.CreateObject("Wmrmobjs.WMRMKeys") 
    Set ProtectObj = Server.CreateObject("Wmrmobjs.WMRMProtect") 
 
' Create the key ID and content ID, and key. Set the key ID and  
' the content ID into the header. Store the key in a secure manner. 
 
    sKID = KeysObj.GenerateKeyID() 
    sCID = KeysObj.GenerateKeyID() 
    KeysObj.KeyID = sKID 
 
    HeaderObj.KeyID = sKID 
    HeaderObj.ContentID = sCID 
 
'  Replace XXX with the license key seed. 
 
    sSeed = "XXX" 
    KeysObj.Seed = sSeed 
 
' Generate the key. 
 
    sKey = KeysObj.GenerateKey() 
 
' Specify the URL of the license issuer, and set it into 
' the header. 
 
    sURL = "http://www.LicenseIssuer.com/getlicense.asp" 
    HeaderObj.LicenseAcqURL = sURL 
 
' Set name-value pairs describing the content into the header. 
 
    HeaderObj.Attribute("Author") = "name of the author" 
    HeaderObj.Attribute("Content Distributor") = "name of the distributor" 
    HeaderObj.Attribute("Content Type") = "type of content distributed" 
    HeaderObj.Attribute("Title") = "title of the content" 
 
' Set the checksum. 
 
    HeaderObj.SetCheckSum(sKey) 
 
' Replace XXX with the packaging server's private key.  
 
    sPrivKey = "XXX" 
 
' Sign the header. 
 
    HeaderObj.Sign(sPrivKey) 
 
' Retrieve the string containing the header. 
 
    sHeader = HeaderObj.Header 
 
' Set the header string into the WMRMProtect object. 
 
    ProtectObj.Header = sHeader 
 
' Set the key into the WMRMProtect object. 
 
    ProtectObj.Key = sKey 
 
' Specify the name of the file to be protected. 

Page 222 of 312Windows Media Rights Manager 9 Series SDK

4/12/2004file://C:\Documents%20and%20Settings\pelhamcd\Local%20Settings\Temp\~hh430.htm



 
    ProtectObj.InputFile = "c:\input_file.wmv" 
 
' Generate a protected file. 
 
    ProtectObj.ProtectFile("c:\output_file_1.wmv") 
 
' If you change the header, you can use the WriteFile() 
' method to update the protected file without forcing  
' Windows Media Rights Manager to again encrypt the 
' content. For example, the following illustrates how  
' to protect the file after adding attributes to the header. 
 
    HeaderObj.Attribute("Author") = "name of the author" 
    HeaderObj.Attribute("Content_Distributor") = "name of the distributor" 
    ProtectObj.InputFile=("C:\output_file_1.wmv") 
    ProtectObj.WriteFile("c:\output_file_2.wmv") 

See Also  

WMRMProtect Object  
WMRMProtect.ProtectFile  
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WMRMResponse Object 
The WMRMResponse object creates a license response, which is a blob that you can use to deliver 
several licenses together. For example, you can deliver a version 1 license and multiple version 7.1 
licenses. 

The WMRMResponse object exposes the following properties and methods. 

 

Previous Next

Previous Next

Property Description

ReplaceQuotesWith Specifies a replacement for the embedded quotation marks in the 
string that is returned by the GetLicenseResponse method.

Method Description

AddLicense Adds a license to the license response.

GetLicenseResponse Retrieves a string containing the license response.
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See Also  

Programming Reference  
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WMRMResponse.AddLicense 

The AddLicense method adds a license to the license response. 

Syntax 

Response.AddLicense(bstrVersion, bstrLicense) 

Parameters 

bstrVersion 

[in]  String containing the version of the license to be added. This must be one of the following 
values. 

 
bstrLicense 

[in]  String containing the license to be added. 

Return Values 

If the property succeeds, it returns S_OK. If it fails, it returns E_FAIL, 0x80040005. 

Remarks 

You must call the AddLicense method before calling the WMRMResponse.GetLicenseResponse 
method; otherwise, an empty response is delivered.

Previous Next

Previous Next

Value Description

0.1.0.0 Specifies version 1 of Windows Media Rights Manager.

2.0.0.0 Specifies version 7 of Windows Media Rights Manager. 
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Example Code 

' To send multiple licenses to a client, you must create a WMRMresponse  
' object, add each license to the response, and retrieve the response 
' string. 
' 
' For more information about creating licenses, see the WMRMLicGen  
' object. 
 
 
' Declare variables and objects. 
 
    Dim sLicense()     ' Array containing multiple licenses created 
                       ' with the WMRMLicGen object. 
    Dim lLicCount      ' Long containing the numner of licenses 
    Dim sLicResponse 
    Dim ResponseObj 
 
' Create a WMRMResponse Object. 
 
    Set ResponseObj = Server.CreateObject("Wmrmobjs.WMRMResponse") 
   
' Add each license to the license response. 
 
    for i=0 to lLicCount-1 
        ResponseObj.AddLicense("2.0.0.0", sLicense(i)) 
    next 
 
' Retrieve a license response string containing the licenses 
' to be sent to the customer. 
 
    sLicResponse = Response.GetLicenseResponse() 

See Also  

WMRMResponse Object  
WMRMResponse.GetLicenseResponse  
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WMRMResponse.GetLicenseResponse 

The GetLicenseResponse method retrieves a string containing the license response. 

Syntax 

String = Response.GetLicenseResponse() 

Previous Next

Previous Next
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Parameters 

This method takes no parameters. 

Return Values 

If the property succeeds, it returns a String containing the license response. If it fails, it returns a 
number in the error object. 

 
Remarks 

You must call WMRMResponse.AddLicense before calling GetLicenseResponse. 

Example Code 

' To send multiple licenses to a client, you must create a WMRMresponse  
' object, add each license to the response, and retrieve the response 
' string. 
' 
' For more information about creating licenses, see the WMRMLicGen  
' object. 
 
 
' Declare variables and objects. 
 
    Dim sLicense()     ' Array containing multiple licenses created 
                       ' with the WMRMLicGen object. 
    Dim lLicCount      ' Long containing the numner of licenses 
    Dim sLicResponse 
    Dim ResponseObj 
 
' Create a WMRMResponse Object. 
 
    Set ResponseObj = Server.CreateObject("Wmrmobjs.WMRMResponse") 
   
' Add each license to the license response. 
 
    for i=0 to lLicCount-1 
        ResponseObj.AddLicense("2.0.0.0", sLicense(i)) 
    next 
 
' Retrieve a license response string containing the licenses 
' to be sent to the customer. 
 
    sLicResponse = Response.GetLicenseResponse() 

See Also  

WMRMResponse Object  

Return code Description

0x80004005 An unspecified error occurred.

0x80070057 The specified parameter is not valid.
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WMRMResponse.AddLicense  
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WMRMResponse.ReplaceQuotesWith 

The ReplaceQuotesWith property specifies a replacement for the embedded quotation marks in the 
string returned by the WMRMResponse.GetLicenseResponse method. 

Syntax 

 = Response.ReplaceQuotesWith(bstrReplacement) 

Parameters 

bstrReplacement 

[in]  String containing the replacement for the quotation marks. 

Return Values 

This property does not return a value. 

Remarks 

This property is write-only. You must use the ReplaceQuotesWith property if you are not delivering 
a license silently. You can also use this property for Visual Basic Scripting Edition applications to 
specify that single quotation marks (') be replaced by quotation marks (") in the response. For 
Microsoft JScript® you can use single quotes when including this response as a string parameter or 
use this property to request that quotation marks (") are replaced with a backslash and quotation 
marks (\"). 

See Also  

WMRMResponse Object  
WMRMResponse.GetLicenseResponse  

© 2000-2003 Microsoft Corporation. All rights reserved.  
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Previous Next
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WMRMRights Object 
The WMRMRights object specifies the rights that a license grants to the consumer. Dates in licenses 
must be formatted as follows: 

#yyyymmdd hh:mm:ssZ#  

Z is required.  
hh:mm:ss is optional.  
hh can be present without either mm or ss.  
hh, mm and ss must be written with two digits each.  

Correct examples: 

#19990212Z# 

#19990212 09Z# 

#19990212 09:45Z# 

#19990212 09:45:12Z# 

Incorrect examples: 

#19990212 9Z# 

#19990212 09:Z# 

#19990212 09:8Z# 

All licenses containing rights created by using the WMRMRights object are deleted when the license 
can no longer be used. If no operations have been counted, the license deletes itself when it expires. If 
operations have been counted, the license deletes itself after all the counts have been used or the 
license expires, whichever comes first. 

The WMRMRights object exposes the following properties and methods. 

Previous Next

Property Description

AllowBackupRestore Specifies and retrieves a Boolean value that indicates whether 
the license permits backup and restoration.

AllowBurnToCD Specifies and retrieves a Boolean value that indicates whether 
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the license permits content to be copied to a CD in the 
RedBook Audio format.

AllowPlayOnPC Specifies and retrieves a Boolean value that indicates whether 
the license permits content to be played on a client computer.

AllowSaveStreamProtected Not currently supported.

AllowTransferToNonSDMI Specifies and retrieves a Boolean value that indicates whether 
the license permits content to be transferred to non-SDMI-
compliant portable devices or portable media.

AllowTransferToSDMI Specifies and retrieves a Boolean value that indicates whether 
the license permits content to be transferred to SDMI-
compliant portable devices or portable media.

BeginDate Specifies and retrieves the date before which the license is not 
valid.

BurnToCDCount Specifies and retrieves the number of times that content can be 
copied to a CD.

DeleteOnClockRollback Specifies and retrieves a Boolean value that indicates whether 
a license must be deleted if the clock is set to an earlier time.

DisableOnClockRollback Specifies and retrieves a Boolean value that indicates whether 
a license must be disabled if the clock is set to an earlier time.

ExcludeApplication Specifies the application IDs that you want to exclude from 
accessing your packaged files.

ExpirationAfterFirstUse Specifies and retrieves the license expiration in number of 
hours, beginning when the license is first used.

ExpirationDate Specifies and retrieves the date after which the license is no 
longer valid.

ExpirationOnStore Specifies and retrieves the license expiration in number of 
hours, beginning when the license is first stored on the 
consumer's computer.

MinimumAppSecurity Specifies and retrieves the minimum security level that a 
player must have to manipulate the content.

MinimumClientSDKSecurity Specifies and retrieves a Boolean value that indicates the 
minimum level of security of the Windows Media Format 
SDK on which the client application is based.

Playcount Specifies and retrieves the number of times the license permits 
content to be played.

PMAppSecurity Specifies and retrieves the security level for content that is 
being transferred to portable devices or portable media.

PMExpirationDate Specifies and retrieves the expiration date for a media license.
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See Also  

Programming Windows Media Rights Manager in C++  
Programming Reference  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

WMRMRights.AllowBackupRestore 

The AllowBackupRestore property specifies and retrieves a Boolean value that indicates whether the 
license permits back up and restoration of encrypted files on the client computer. 

Syntax 

Rights.AllowBackupRestore = Boolean 
Boolean = Rights.AllowBackupRestore 

Parameters 

This property takes no parameters. 

Return Values 

If the property succeeds, it returns a Boolean value indicating whether backup and restoration are 

PMRights Specifies and retrieves the rights that govern content use with a 
portable license.

TransferCount Specifies and retrieves the number of times the content can be 
transferred to portable devices or portable media.

Method Description

GetAllRights Packages all rights into a string for delivery to the 
WMRMLicGen object.

GetSAPMode Retrieves the secure audio path (SAP) mode required for a 
license.

Reset Resets the internal state of the rights object.

SetSAPMode Specifies the SAP mode required for a license.

Previous Next

Previous Next
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permitted. If it fails, it returns E_FAIL. 

Remarks 

The Microsoft License Management Service manages the restoration operation and enforces business 
rules that prevent a consumer from abusing content and discourage fraudulent use of licenses. 
Consumers can store licenses on up to four unique computers, meaning they can restore licenses three 
times (on three computers other than the one to which the license was issued). If an attempt is made to 
restore licenses to a fifth computer, a Web page is displayed to the consumer describing the limit. 

The AllowBackupRestore property defaults to True unless the WMRMRights.Playcount property 
is set. 

Example Code 

' Before you can issue a license, you must specify the consumer's 
' rights and set them into the WMRMLicGen object. 
 
 
' Declare objects. 
 
    Dim sRights 
    Dim RightsObj 
    Dim LicGenObj 
 
 
' Create objects. 
 
    Set RightsObj = Server.CreateObject("Wmrmobjs.WMRMRights") 
    Set LicGenObj = Server.CreateObject("Wmrmobjs.WMRMLicGen") 
 
' Reset the WMRMRights object. 
 
    RightsObj.Reset() 
 
' Specify the rights that will be granted to the consumer. 
 
    RightsObj.AllowBackupRestore = True 
    RightsObj.AllowPlayOnPC = True 
    RightsObj.DisableOnClockRollback = True 
    RightsObj.TransferCount = 10 
    RightsObj.Playcount = 100 
    RightsObj.BeginDate = "#20000101Z#" 
    RightsObj.ExpirationDate = "#20001231Z#" 
    RightsObj.PMExpirationDate = "#20000930Z#" 
 
' Retrieve the string containing the rights. 
 
    sRights = RightsObj.GetAllRights() 
 
' Set the rights in the license generator. 
 
    LicGenObj.Rights = sRights 
 
' Continue the license issuing process. 
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See Also  

WMRMRights Object  
WMRMRights.Playcount  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

WMRMRights.AllowBurnToCD 

The AllowBurnToCD property specifies and retrieves a Boolean value that indicates whether the 
license permits content to be copied to a CD in the RedBook Audio format. 

Syntax 

Rights.AllowBurnToCD = Boolean 
Boolean = Rights.AllowBurnToCD 

Parameters 

This property takes no parameters. 

Return Values 

If the property succeeds, it returns a Boolean value indicating whether content can be written to a CD. 
If it fails, it returns E_FAIL, 0x80004005. 

Remarks 

The AllowBurnToCD property defaults to True. 

Example Code 

' Before you can issue a license, you must specify the consumer's 
' rights and set them in the WMRMLicGen object. 
 
 
' Declare objects. 
 
    Dim sRights 
    Dim RightsObj 
    Dim LicGenObj 
 
 
' Create objects. 

Previous Next

Previous Next
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    Set RightsObj = Server.CreateObject("Wmrmobjs.WMRMRights") 
    Set LicGenObj = Server.CreateObject("Wmrmobjs.WMRMLicGen") 
 
' Reset the WMRMRights object. 
 
    RightsObj.Reset() 
 
' Specify the rights that will be granted to the consumer. 
 
    RightsObj.AllowBackupRestore = True 
    RightsObj.AllowBurnToCD = False 
    RightsObj.AllowPlayOnPC = True 
    RightsObj.DisableOnClockRollback = True 
    RightsObj.TransferCount = 10 
    RightsObj.Playcount = 100 
    RightsObj.BeginDate = "#20000101Z#" 
    RightsObj.ExpirationDate = "#20001231Z#" 
    RightsObj.PMExpirationDate = "#20000930Z#" 
 
' Retrieve the string containing the rights. 
 
    sRights = RightsObj.GetAllRights() 
 
' Set the rights in the license generator. 
 
    LicGenObj.Rights = sRights 
 
' Continue the license issuing process. 

See Also  

WMRMRights Object  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

WMRMRights.AllowPlayOnPC 

The AllowPlayOnPC property specifies and retrieves a Boolean value that indicates whether the 
license permits content to be played on a client computer. 

Syntax 

Rights.AllowPlayOnPC = Boolean 
Boolean = Rights.AllowPlayOnPC 

Parameters 

Previous Next

Previous Next
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This property takes no parameters. 

Return Values 

If the property succeeds, it returns a Boolean value indicating whether the content can be played on a 
client computer. If it fails, it returns E_FAIL, 0x80004005. 

Remarks 

The AllowPlayOnPC property defaults to True. 

Example Code 

' Before you can issue a license, you must specify the consumer's 
' rights and set them in the WMRMLicGen object. 
 
 
' Declare objects. 
 
    Dim sRights 
    Dim RightsObj 
    Dim LicGenObj 
 
 
' Create objects. 
 
    Set RightsObj = Server.CreateObject("Wmrmobjs.WMRMRights") 
    Set LicGenObj = Server.CreateObject("Wmrmobjs.WMRMLicGen") 
 
' Reset the WMRMRights object. 
 
    RightsObj.Reset() 
 
' Specify the rights that will be granted to the consumer. 
 
    RightsObj.AllowBackupRestore = True 
    RightsObj.AllowPlayOnPC = True 
    RightsObj.DisableOnClockRollback = True 
    RightsObj.TransferCount = 10 
    RightsObj.Playcount = 100 
    RightsObj.BeginDate = "#20000101Z#" 
    RightsObj.ExpirationDate = "#20001231Z#" 
    RightsObj.PMExpirationDate = "#20000930Z#" 
 
' Retrieve the string containing the rights. 
 
    sRights = RightsObj.GetAllRights() 
 
' Set the rights in the license generator. 
 
    LicGenObj.Rights = sRights 
 
' Continue the license issuing process. 

See Also  
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WMRMRights Object  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

WMRMRights.AllowSaveStreamProtected 

The AllowSaveStreamProtected property is not supported in the current version of the Windows 
Media Rights Manager. 

See Also  

Programming Windows Media Rights Manager in C++  
Rights for Using Windows Media Files on a Computer  
Streaming Secure Files  
WMRMRights Object  
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WMRMRights.AllowTransferToNonSDMI 

The AllowTransferToNonSDMI property specifies and retrieves a Boolean value that indicates 
whether the license permits the content to be transferred to non-SDMI-compliant portable devices or 
portable media. 

Syntax 

Rights.AllowTransferToNonSDMI = Boolean 
Boolean = Rights.AllowTransferToNonSDMI 

Parameters 

This property takes no parameters. 

Return Values 

Previous Next

Previous Next

Previous Next
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If the property succeeds, it returns a Boolean value indicating whether the content can be transferred. 
If it fails, it returns E_FAIL, 0x80004005. 

Remarks 

The AllowTransferToNonSDMI property defaults to True. 

Example Code 

' Before you can issue a license, you must specify the consumer's 
' rights and set them in the WMRMLicGen object. 
 
 
' Declare objects. 
 
    Dim sRights 
    Dim RightsObj 
    Dim LicGenObj 
 
 
' Create objects. 
 
    Set RightsObj = Server.CreateObject("Wmrmobjs.WMRMRights") 
    Set LicGenObj = Server.CreateObject("Wmrmobjs.WMRMLicGen") 
 
' Reset the WMRMRights object. 
 
    RightsObj.Reset() 
 
' Specify the rights that will be granted to the consumer. 
 
    RightsObj.AllowBackupRestore = True 
    RightsObj.AllowPlayOnPC = True 
    RightsObj.DisableOnClockRollback = True 
    RightsObj.AllowTransferToSDMI = True 
    RightsObj.AllowTransferToNonSDMI = True 
    RightsObj.TransferCount = 10 
    RightsObj.Playcount = 100 
    RightsObj.BeginDate = "#20000101Z#" 
    RightsObj.ExpirationDate = "#20001231Z#" 
    RightsObj.PMExpirationDate = "#20000930Z#" 
 
' Retrieve the string containing the rights. 
 
    sRights = RightsObj.GetAllRights() 
 
' Set the rights in the license generator. 
 
    LicGenObj.Rights = sRights 
 
' Continue the license issuing process. 

See Also  

WMRMRights Object  
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WMRMRights.AllowTransferToSDMI 

The AllowTransferToSDMI property specifies and retrieves a Boolean value that indicates whether 
the license allows the content to be transferred to an SDMI-compliant portable device or portable 
media. 

Syntax 

Rights.AllowTransferToSDMI = Boolean 
Boolean = Rights.AllowTransferToSDMI 

Parameters 

This property takes no parameters. 

Return Values 

If the property succeeds, it returns a Boolean value indicating whether the content can be transferred. 
If it fails, it returns E_FAIL, 0x80004005. 

Remarks 

The AllowTransferToSDMI property defaults to True. 

Example Code 

' Before you can issue a license, you must specify the consumer's 
' rights and set them in the WMRMLicGen object. 
 
 
' Declare objects. 
 
    Dim sRights 
    Dim RightsObj 
    Dim LicGenObj 
 
 
' Create objects. 
 
    Set RightsObj = Server.CreateObject("Wmrmobjs.WMRMRights") 
    Set LicGenObj = Server.CreateObject("Wmrmobjs.WMRMLicGen") 
 
' Reset the WMRMRights object. 

Previous Next

Previous Next
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    RightsObj.Reset() 
 
' Specify the rights that will be granted to the consumer. 
 
    RightsObj.AllowBackupRestore = True 
    RightsObj.AllowPlayOnPC = True 
    RightsObj.DisableOnClockRollback = True 
    RightsObj.AllowTransferToSDMI = True 
    RightsObj.AllowTransferToNonSDMI = True 
    RightsObj.TransferCount = 10 
    RightsObj.Playcount = 100 
    RightsObj.BeginDate = "#20000101Z#" 
    RightsObj.ExpirationDate = "#20001231Z#" 
    RightsObj.PMExpirationDate = "#20000930Z#" 
 
' Retrieve the string containing the rights. 
 
    sRights = RightsObj.GetAllRights() 
 
' Set the rights in the license generator. 
 
    LicGenObj.Rights = sRights 
 
' Continue the license issuing process. 

See Also  

WMRMRights Object  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

WMRMRights.BeginDate 

The BeginDate property specifies and retrieves the date before which the license is not valid. 

Syntax 

Rights.BeginDate = String 
String = Rights.BeginDate 

Parameters 

This property takes no parameters. 

Return Values 

Previous Next

Previous Next
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If the property succeeds, it returns a String containing the date. If it fails, it returns a number in the 
error object. 

 
Remarks 

This property is useful when predelivering licenses for future events. By default, the license is 
effective immediately. The property fails if the expiration date either is earlier than the beginning 
date, or is in a format that is not valid. Dates in licenses must be formatted as follows: 

#yyyymmdd hh:mm:ssZ#  

Z is required.  
hh:mm:ss is optional.  
hh can be present without either mm or ss.  
hh, mm and ss must be written with two digits each.  

Correct examples: 

#19990212Z# 

#19990212 09Z# 

#19990212 09:45Z# 

#19990212 09:45:12Z# 

Incorrect examples: 

#19990212 9Z# 

#19990212 09:Z# 

#19990212 09:8Z# 

Example Code 

' Before you can issue a license, you must specify the consumer's 
' rights and set them in the WMRMLicGen object. 
 
 
' Declare objects. 
 
    Dim sRights 
    Dim RightsObj 
    Dim LicGenObj 
 
 

Return code Description

0xC004290A The specified date is not valid.
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' Create objects. 
 
    Set RightsObj = Server.CreateObject("Wmrmobjs.WMRMRights") 
    Set LicGenObj = Server.CreateObject("Wmrmobjs.WMRMLicGen") 
 
' Reset the WMRMRights object. 
 
    RightsObj.Reset() 
 
' Specify the rights that will be granted to the consumer. 
 
    RightsObj.AllowBackupRestore = True 
    RightsObj.AllowPlayOnPC = True 
    RightsObj.DisableOnClockRollback = True 
    RightsObj.TransferCount = 10 
    RightsObj.Playcount = 100 
    RightsObj.BeginDate = "#20000101Z#" 
    RightsObj.ExpirationDate = "#20001231Z#" 
    RightsObj.PMExpirationDate = "#20000930Z#" 
 
' Retrieve the string containing the rights. 
 
    sRights = RightsObj.GetAllRights() 
 
' Set the rights in the license generator. 
 
    LicGenObj.Rights = sRights 
 
' Continue the license issuing process. 

See Also  

WMRMRights Object  
WMRMRights.ExpirationDate  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

WMRMRights.BurnToCDCount 

The BurnToCDCount property specifies and retrieves the number of times that content can be 
copied to a CD. 

Syntax 

Rights.BurnToCDCount = DWORD 
DWORD = Rights.BurnToCDCount 

Previous Next
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Parameters 

This property takes no parameters. 

Return Values 

When getting the value, this property returns a DWORD containing the number of permitted copies. 

Example Code 

' Before you can issue a license, you must specify the consumer's 
' rights and set them in the WMRMLicGen object. 
 
 
' Declare objects. 
 
    Dim sRights 
    Dim RightsObj 
    Dim LicGenObj 
 
 
' Create objects. 
 
    Set RightsObj = Server.CreateObject("Wmrmobjs.WMRMRights") 
    Set LicGenObj = Server.CreateObject("Wmrmobjs.WMRMLicGen") 
 
' Reset the WMRMRights object. 
 
    RightsObj.Reset() 
 
' Specify the rights that will be granted to the consumer. 
 
    RightsObj.AllowBackupRestore = True 
    RightsObj.AllowBurnToCD = True 
    RightsObj.BurnToCDCount = 2 
    RightsObj.AllowPlayOnPC = True 
    RightsObj.DisableOnClockRollback = True 
    RightsObj.TransferCount = 10 
    RightsObj.Playcount = 100 
    RightsObj.BeginDate = "#20000101Z#" 
    RightsObj.ExpirationDate = "#20001231Z#" 
    RightsObj.PMExpirationDate = "#20000930Z#" 
 
' Retrieve the string containing the rights. 
 
    sRights = RightsObj.GetAllRights() 
 
' Set the rights in the license generator. 
 
    LicGenObj.Rights = sRights 
 
' Continue the license issuing process. 

See Also  

WMRMRights Object  
WMRMRights.AllowBurnToCD
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WMRMRights.DeleteOnClockRollback 

The DeleteOnClockRollback property specifies and retrieves a Boolean value that indicates whether 
a license must be deleted if the clock is set to an earlier time. 

Syntax 

Rights.DeleteOnClockRollback = Boolean 
Boolean = Rights.DeleteOnClockRollback 

Parameters 

This property takes no parameters. 

Return Values 

If the property succeeds, it returns a Boolean value indicating whether the license should be deleted. If 
it fails, it returns E_FAIL, 0x80004005. 

Remarks 

The DeleteOnClockRollback property is mutually exclusive with the 
WMRMRights.DisableOnClockRollback property. If you set this property after setting 
DisableOnClockRollback, the rights are set to be deleted instead of disabled when the clock is set to 
an earlier time. By default, no action is taken when the clock is set to an earlier time. 

Example Code 

' Before you can issue a license, you must specify the consumer's 
' rights and set them in the WMRMLicGen object. 
 
 
' Declare objects. 
 
    Dim sRights 
    Dim RightsObj 
    Dim LicGenObj 
 
 
' Create objects. 
 
    Set RightsObj = Server.CreateObject("Wmrmobjs.WMRMRights") 

Previous Next

Previous Next
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    Set LicGenObj = Server.CreateObject("Wmrmobjs.WMRMLicGen") 
 
' Reset the WMRMRights object. 
 
    RightsObj.Reset() 
 
' Specify the rights that will be granted to the consumer. 
 
    RightsObj.AllowBackupRestore = True 
    RightsObj.AllowPlayOnPC = True 
    RightsObj.DeleteOnClockRollback= True 
    RightsObj.TransferCount = 10 
    RightsObj.Playcount = 100 
    RightsObj.BeginDate = "#20000101Z#" 
    RightsObj.ExpirationDate = "#20001231Z#" 
    RightsObj.PMExpirationDate = "#20000930Z#" 
 
' Retrieve the string containing the rights. 
 
    sRights = RightsObj.GetAllRights() 
 
' Set the rights in the license generator. 
 
    LicGenObj.Rights = sRights 
 
' Continue the license issuing process. 

See Also  

WMRMRights Object  
WMRMRights.DisableOnClockRollback  
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WMRMRights.DisableOnClockRollback 

The DisableOnClockRollback property specifies and retrieves a Boolean value that indicates 
whether a license must be disabled if the clock is set to an earlier time. 

Syntax 

Rights.DisableOnClockRollback = Boolean 
Boolean = Rights.DisableOnClockRollback 

Parameters 

Previous Next
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This property takes no parameters. 

Return Values 

If the property succeeds, it returns a Boolean value indicating whether license should be disabled. If it 
fails, it returns E_FAIL, 0x80004005. 

Remarks 

The DisableOnClockRollback property is mutually exclusive with the 
WMRMRights.DeleteOnClockRollback property. If you set this property after setting 
DeleteOnClockRollback, the rights are set to be disabled instead of deleted when the clock is set to 
an earlier time. By default, no action is taken when the clock is set to an earlier time. 

Example Code 

' Before you can issue a license, you must specify the consumer's 
' rights and set them in the WMRMLicGen object. 
 
 
' Declare objects. 
 
    Dim sRights 
    Dim RightsObj 
    Dim LicGenObj 
 
 
' Create objects. 
 
    Set RightsObj = Server.CreateObject("Wmrmobjs.WMRMRights") 
    Set LicGenObj = Server.CreateObject("Wmrmobjs.WMRMLicGen") 
 
' Reset the WMRMRights object. 
 
    RightsObj.Reset() 
 
' Specify the rights that will be granted to the consumer. 
 
    RightsObj.AllowBackupRestore = True 
    RightsObj.AllowPlayOnPC = True 
    RightsObj.DisableOnClockRollback = True 
    RightsObj.TransferCount = 10 
    RightsObj.Playcount = 100 
    RightsObj.BeginDate = "#20000101Z#" 
    RightsObj.ExpirationDate = "#20001231Z#" 
    RightsObj.PMExpirationDate = "#20000930Z#" 
 
' Retrieve the string containing the rights. 
 
    sRights = RightsObj.GetAllRights() 
 
' Set the rights in the license generator. 
 
    LicGenObj.Rights = sRights 
 
' Continue the license issuing process. 
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See Also  

WMRMRights Object  
WMRMRights.DeleteOnClockRollback  
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WMRMRights.ExcludeApplication 

Use the ExcludeApplication method to specify the application ID of a player on which to prevent 
your packaged files from being used.  

Syntax 

Rights.ExcludeApplication(dwAppID) 

Parameters 

dwAppID 

[in]  DWORD containing the application ID of the player to exclude. 

Return Values 

This method does not return a value. 

Remarks 

Only players based on the Windows Media Format 7.1 or later SDK can interpret this right. You can 
use the WMRMChallenge.CheckClientCapability method to find out whether a player is based on 
Windows Media Format 7.1 SDK or a later version, and then specify the rights accordingly.  

You can exclude any player from using your packaged files; the player does not have to be revoked in 
order for you to exclude it. You can find the application ID of a player when you receive a license 
request from it by using the SUBJECTID2 attribute with the WMRMChallenge.ClientAttribute 
property. 

Call this method once for every player to exclude. 

You can also determine whether a player has been excluded before you issue a license by using the 
WMRMLicGen.IsClientExcluded property. However, this WMRMRights.ExcludeApplication 
method is useful when enforcing application exclusion after a license has been issued. For example, a 
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consumer might try to use a different player than the one used to acquire the license, or you might 
choose to predeliver licenses. 

Example Code 

' Before you can issue a license, you must specify the consumer's 
' rights and set them in the WMRMLicGen object. 
 
 
' Declare objects. 
 
    Dim sRights 
    Dim RightsObj 
    Dim LicGenObj 
 
 
' Create objects. 
 
    Set RightsObj = Server.CreateObject("Wmrmobjs.WMRMRights") 
    Set LicGenObj = Server.CreateObject("Wmrmobjs.WMRMLicGen") 
 
' Reset the WMRMRights object. 
 
    RightsObj.Reset() 
 
' Specify the rights that will be granted to the consumer. 
 
    RightsObj.AllowBackupRestore = True 
    RightsObj.AllowPlayOnPC = True 
    RightsObj.DisableOnClockRollback = True 
    RightsObj.TransferCount = 10 
    RightsObj.Playcount = 100 
    RightsObj.BeginDate = "#20000101Z#" 
    RightsObj.ExpirationDate = "#20001231Z#" 
    RightsObj.PMExpirationDate = "#20000930Z#" 
 
' Exclude two applications.  
    RightsObj.ExcludeApplication(123) 
    RightsObj.ExcludeApplication(456) 
 
' Retrieve the string containing the rights. 
 
    sRights = RightsObj.GetAllRights() 
 
' Set the rights in the license generator. 
 
    LicGenObj.Rights = sRights 
 
' Continue the license issuing process. 

See Also  

Excluding Player Applications  
Programming Windows Media Rights Manager in C++  
WMRMRights Object  
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WMRMRights.ExpirationAfterFirstUse 

Use the ExpirationAfterFirstUse property to specify and retrieve the license expiration in number of 
hours, beginning when the consumer first uses any of the rights specified in the license. For example, 
if a license allows playback, transferring to portable device, and copying (burning) to CD, any of 
these actions will begin the expiration countdown. 

Syntax 

Rights.ExpirationAfterFirstUse = DWORD 
DWORD = Rights.ExpirationAfterFirstUse 

Parameters 

This property takes no parameters. 

Return Values 

When getting the value, this property returns a DWORD specifying the number of hours for which a 
license is valid, beginning when it is first used. If it fails, it returns E_FAIL. 

Remarks 

By default, the license does not expire. 

Example Code 

' Before you can issue a license, you must specify the consumer's 
' rights and set them in the WMRMLicGen object. 
 
 
' Declare objects. 
 
    Dim sRights 
    Dim RightsObj 
    Dim LicGenObj 
 
 
' Create objects. 
 
    Set RightsObj = Server.CreateObject("Wmrmobjs.WMRMRights") 
    Set LicGenObj = Server.CreateObject("Wmrmobjs.WMRMLicGen") 
 
' Reset the WMRMRights object. 

Previous Next
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    RightsObj.Reset() 
 
' Specify the rights that will be granted to the consumer. 
 
    RightsObj.AllowBackupRestore = True 
    RightsObj.AllowPlayOnPC = True 
    RightsObj.DisableOnClockRollback = True 
    RightsObj.TransferCount = 10 
    RightsObj.Playcount = 100 
 
' Set the license to expire two days after the consumer opens the file. 
    RightsObj.ExpirationAfterFirstUse = 48 
 
' Retrieve the string containing the rights. 
 
    sRights = RightsObj.GetAllRights() 
 
' Set the rights in the license generator. 
 
    LicGenObj.Rights = sRights 
 
' Continue the license issuing process. 

See Also  

Programming Windows Media Rights Manager in C++  
Rights for Licenses  
WMRMRights Object  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

WMRMRights.ExpirationDate 

The ExpirationDate property specifies and retrieves the expiration date for a license. 

Syntax 

Rights.ExpirationDate = String 
String = Rights.ExpirationDate 

Parameters 

This property takes no parameters. 

Return Values 

Previous Next
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If the property succeeds, it returns a String containing the expiration date. If it fails, it returns a 
number in the error object. 

 
Remarks 

By default, the license does not expire. This property fails if the expiration date is earlier than the 
beginning date, the date has already passed, or the format of the date is not valid. Dates in licenses 
must be formatted as follows: 

#yyyymmdd hh:mm:ssZ#  

Z is required.  
hh:mm:ss is optional.  
hh can be present without either mm or ss.  
hh, mm and ss must be written with two digits each.  

Correct examples: 

#19990212Z# 

#19990212 09Z# 

#19990212 09:45Z# 

#19990212 09:45:12Z# 

Incorrect examples: 

#19990212 9Z# 

#19990212 09:Z# 

#19990212 09:8Z# 

Example Code 

' Before you can issue a license, you must specify the consumer's 
' rights and set them in the WMRMLicGen object. 
 
 
' Declare objects. 
 
    Dim sRights 
    Dim RightsObj 
    Dim LicGenObj 
 
 

Return code Description

0xC004290A The specified date is not valid.
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' Create objects. 
 
    Set RightsObj = Server.CreateObject("Wmrmobjs.WMRMRights") 
    Set LicGenObj = Server.CreateObject("Wmrmobjs.WMRMLicGen") 
 
' Reset the WMRMRights object. 
 
    RightsObj.Reset() 
 
' Specify the rights that will be granted to the consumer. 
 
    RightsObj.AllowBackupRestore = True 
    RightsObj.AllowPlayOnPC = True 
    RightsObj.DisableOnClockRollback = True 
    RightsObj.TransferCount = 10 
    RightsObj.Playcount = 100 
    RightsObj.BeginDate = "#20000101Z#" 
    RightsObj.ExpirationDate = "#20001231Z#" 
    RightsObj.PMExpirationDate = "#20000930Z#" 
 
' Retrieve the string containing the rights. 
 
    sRights = RightsObj.GetAllRights() 
 
' Set the rights in the license generator. 
 
    LicGenObj.Rights = sRights 
 
' Continue the license issuing process. 

See Also  

WMRMRights Object  
WMRMRights.BeginDate  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

WMRMRights.ExpirationOnStore 

Use the ExpirationOnStore property to specify and retrieve the number of hours a license is valid, 
beginning when the license is stored on a consumer's computer. 

Syntax 

Rights.ExpirationOnStore = DWORD 
DWORD = Rights.ExpirationOnStore 

Previous Next
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Parameters 

This property takes no parameters. 

Return Values 

When getting the value, this property returns a DWORD specifying the number of hours for which a 
license is valid, beginning when it is first stored on the consumer's computer. If it fails, it returns 
E_FAIL. 

Remarks 

This method removes the necessity for the script to perform Greenwich mean time-based date 
computations.  

By default, the license does not expire. 

Example Code 

' Before you can issue a license, you must specify the consumer's 
' rights and set them in the WMRMLicGen object. 
 
 
' Declare objects. 
 
    Dim sRights 
    Dim RightsObj 
    Dim LicGenObj 
 
 
' Create objects. 
 
    Set RightsObj = Server.CreateObject("Wmrmobjs.WMRMRights") 
    Set LicGenObj = Server.CreateObject("Wmrmobjs.WMRMLicGen") 
 
' Reset the WMRMRights object. 
 
    RightsObj.Reset() 
 
' Specify the rights that will be granted to the consumer. 
 
    RightsObj.AllowBackupRestore = True 
    RightsObj.AllowPlayOnPC = True 
    RightsObj.DisableOnClockRollback = True 
    RightsObj.TransferCount = 10 
    RightsObj.Playcount = 100 
    RightsObj.BeginDate = "#20000101Z#" 
    RightsObj.ExpirationDate = "#20001231Z#" 
    RightsObj.PMExpirationDate = "#20000930Z#" 
 
' Set the license to expire three days after the license is stored. 
    RightsObj.ExpirationOnStore = 72 
 
' Retrieve the string containing the rights. 
 
    sRights = RightsObj.GetAllRights() 
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' Set the rights in the license generator. 
 
    LicGenObj.Rights = sRights 
 
' Continue the license issuing process. 

See Also  

Programming Windows Media Rights Manager in C++  
Rights for Licenses  
WMRMRights Object  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

WMRMRights.GetAllRights 

The GetAllRights method packages all rights into a string for delivery to the WMRMLicGen object.

Syntax 

String = Rights.GetAllRights() 

Parameters 

This method takes no parameters. 

Return Values 

If the property succeeds, it returns a string containing the rights that will be specified in the license. If 
it fails, it returns E_FAIL, 0x80004005. 

Remarks 

Use the string in the WMRMLicGen object to generate a license with the specified rights. 

Example Code 

' Before you can issue a license, you must specify the consumer's 
' rights and set them in the WMRMLicGen object. 
 
 
' Declare objects. 
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    Dim sRights 
    Dim RightsObj 
    Dim LicGenObj 
 
 
' Create objects. 
 
    Set RightsObj = Server.CreateObject("Wmrmobjs.WMRMRights") 
    Set LicGenObj = Server.CreateObject("Wmrmobjs.WMRMLicGen") 
 
' Reset the WMRMRights object. 
 
    RightsObj.Reset() 
 
' Specify the rights that will be granted to the consumer. 
 
    RightsObj.AllowBackupRestore = True 
    RightsObj.AllowPlayOnPC = True 
    RightsObj.DisableOnClockRollback = True 
    RightsObj.TransferCount = 10 
    RightsObj.Playcount = 100 
    RightsObj.BeginDate = "#20000101Z#" 
    RightsObj.ExpirationDate = "#20001231Z#" 
    RightsObj.PMExpirationDate = "#20000930Z#" 
 
' Retrieve the string containing the rights. 
 
    sRights = RightsObj.GetAllRights() 
 
' Set the rights in the license generator. 
 
    LicGenObj.Rights = sRights 
 
' Continue the license issuing process. 

See Also  

WMRMLicGen Object  
WMRMRights Object  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

WMRMRights.GetSAPMode 

The GetSAPMode method retrieves the secure audio path (SAP) mode required for this license.

Previous Next
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Syntax 

Rights.GetSAPMode(pvarAllowDigitalOut, pvarCheckDriverCerts, pvarMinDriverSecurity

Parameters 

pvarAllowDigitalOut 

[in, out]  Variant indicating whether the license permits digital output. 

pvarCheckDriverCerts 

[in, out]  Variant indicating whether the license requires the DRM kernel component to verify that all 
drivers in the audio stack have been certified by Microsoft as SAP-compliant. 

pvarMinDriverSecurity 

[in, out]  Variant that specifies the minimum driver security level. 

Return Values 

If the property succeeds, it sets S_OK in the error object. If the property fails, it returns a number in 
the error object. 

 
See Also  

Requiring Kernel-Level Security (Secure Audio Path)  
WMRMRights Object  
WMRMRights.SetSAPMode  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

WMRMRights.MinimumAppSecurity 

The MinimumAppSecurity property specifies and retrieves the minimum security level that a player 
program must have to manipulate the content.

Return code Description

0xC0042905 The property has not been set.
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Syntax 

Rights.MinimumAppSecurity = DWORD 
DWORD = Rights.MinimumAppSecurity 

Parameters 

This property takes no parameters. 

Return Values 

If the property succeeds, it returns a DWORD containing the security level. If it fails, it returns 
E_FAIL, 0x80004005. 

Remarks 

When a consumer tries to play a packaged file, the minimum application security level specified in 
the license is compared to the application security level of the player or portable device. The result 
determines whether the Windows Media file can be played. When specifying a minimum security 
level for your Windows Media files, consider whether you want your Windows Media files to be 
available to a wide market (require a low security level) or whether you want to restrict playback of 
your Windows Media files to very secure players and portable devices (require a higher security 
level).  

The following table shows examples of application security levels for different players and portable 
devices. 

 
Example Code 

' Before you can issue a license, you must specify the consumer's 
' rights and set them in the WMRMLicGen object. 
 
 
' Declare objects. 

Security level Players and portable devices Example

150 Players and portable devices that produces clear 
content.

Microsoft Windows Media 
Player for Pocket PC

450 The first level of security intended to meet the 
needs of the SDMI specification; portable media 
must have a hardware serial number.

SDMI-compliant players and 
portable devices

1,000 Audio players.  
Desktop computers with software 
obfuscation (software code with hidden 
information).  
Portable devices.  

Windows Media Player 7

2,000 Applications based on Windows Media Format 
7 SDK or later

Windows Media Player 7 or 
later.
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    Dim sRights 
    Dim RightsObj 
    Dim LicGenObj 
 
 
' Create objects. 
 
    Set RightsObj = Server.CreateObject("Wmrmobjs.WMRMRights") 
    Set LicGenObj = Server.CreateObject("Wmrmobjs.WMRMLicGen") 
 
' Reset the WMRMRights object. 
 
    RightsObj.Reset() 
 
' Specify the rights that will be granted to the consumer. 
 
    RightsObj.MinimumAppSecurity = 1000 
    RightsObj.AllowBackupRestore = True 
    RightsObj.AllowPlayOnPC = True 
    RightsObj.DisableOnClockRollback = True 
    RightsObj.TransferCount = 10 
    RightsObj.Playcount = 100 
    RightsObj.BeginDate = "#20000101Z#" 
    RightsObj.ExpirationDate = "#20001231Z#" 
    RightsObj.PMExpirationDate = "#20000930Z#" 
 
' Retrieve the string containing the rights. 
 
    sRights = RightsObj.GetAllRights() 
 
' Set the rights in the license generator. 
 
    LicGenObj.Rights = sRights 
 
' Continue the license issuing process. 

See Also  

WMRMRights Object  
WMRMRights.PMAppSecurity  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

WMRMRights.MinimumClientSDKSecurity 

Use the MinimumClientSDKSecurity property to specify and retrieve the minimum security level of 
the Windows Media Format SDK on which a player application is based. Only applications that meet 

Previous Next
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the required security level can use your packaged files. 

Syntax 

Rights.MinimumClientSDKSecurity = DWORD 
DWORD = Rights.MinimumClientSDKSecurity 

Parameters 

This property takes no parameters. 

Return Values 

When getting the value, this property returns a DWORD containing the security level of the 
Windows Media Format SDK on which the player application must be based. If it fails, it returns 
E_FAIL. 

Remarks 

Significant security enhancements have been made to Windows Media Format 7.1 SDK. To require 
player applications to be based on Windows Media Format 7.1 SDK or later, require a 
MinimumClientSDKSecurity of 3000.  

By default, this property is not set. 

Example Code 

' Before you can issue a license, you must specify the consumer's 
' rights and set them in the WMRMLicGen object. 
 
 
' Declare objects. 
 
    Dim sRights 
    Dim RightsObj 
    Dim LicGenObj 
 
 
' Create objects. 
 
    Set RightsObj = Server.CreateObject("Wmrmobjs.WMRMRights") 
    Set LicGenObj = Server.CreateObject("Wmrmobjs.WMRMLicGen") 
 
' Reset the WMRMRights object. 
 
    RightsObj.Reset() 
 
' Specify the rights that will be granted to the consumer. 
 
    RightsObj.AllowBackupRestore = True 
    RightsObj.AllowPlayOnPC = True 
    RightsObj.DisableOnClockRollback = True 
    RightsObj.TransferCount = 10 
    RightsObj.Playcount = 100 
    RightsObj.BeginDate = "#20000101Z#" 
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    RightsObj.ExpirationDate = "#20001231Z#" 
    RightsObj.PMExpirationDate = "#20000930Z#" 
 
' Require the player to be based on Windows Media Format 7.1 SDK or later. 
    RightsObj.MinimumClientSDKSecurity = 3000 
 
' Retrieve the string containing the rights. 
 
    sRights = RightsObj.GetAllRights() 
 
' Set the rights in the license generator. 
 
    LicGenObj.Rights = sRights 
 
' Continue the license issuing process. 

See Also  

Programming Windows Media Rights Manager in C++  
Rights for Security Levels  
WMRMRights Object  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

WMRMRights.Playcount 

The Playcount property specifies and retrieves the number of times that the license permits content to 
be played. 

Syntax 

Rights.Playcount = DWORD 
DWORD = Rights.Playcount 

Parameters 

This property takes no parameters. 

Return Values 

If the property succeeds, it returns a DWORD containing the number of times the content can be 
played. If it fails, it returns a number in the error object. 

Previous Next
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Remarks 

By default, the license permits unlimited play. If the Playcount property is set, then the 
AllowBackupRestore property defaults to False. The Playcount property must be greater than zero. 

Example Code 

' Before you can issue a license, you must specify the consumer's 
' rights and set them in the WMRMLicGen object. 
 
 
' Declare objects. 
 
    Dim sRights 
    Dim RightsObj 
    Dim LicGenObj 
 
 
' Create objects. 
 
    Set RightsObj = Server.CreateObject("Wmrmobjs.WMRMRights") 
    Set LicGenObj = Server.CreateObject("Wmrmobjs.WMRMLicGen") 
 
' Reset the WMRMRights object. 
 
    RightsObj.Reset() 
 
' Specify the rights that will be granted to the consumer. 
 
    RightsObj.AllowBackupRestore = True 
    RightsObj.AllowPlayOnPC = True 
    RightsObj.DisableOnClockRollback = True 
    RightsObj.TransferCount = 10 
    RightsObj.Playcount = 100 
    RightsObj.BeginDate = "#20000101Z#" 
    RightsObj.ExpirationDate = "#20001231Z#" 
    RightsObj.PMExpirationDate = "#20000930Z#" 
 
' Retrieve the string containing the rights. 
 
    sRights = RightsObj.GetAllRights() 
 
' Set the rights in the license generator. 
 
    LicGenObj.Rights = sRights 
 
' Continue the license issuing process. 

See Also  

Return code Description

0x80004005 An unspecified error occurred.

0x80070057 The specified parameter is not valid.
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WMRMRights Object  
WMRMRights.AllowBackupRestore  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

WMRMRights.PMAppSecurity 

The PMAppSecurity property specifies and retrieves the security level for content that is being 
transferred to portable devices or portable media. 

Syntax 

Rights.PMAppSecurity = DWORD 
DWORD = Rights.PMAppSecurity 

Parameters 

This property takes no parameters. 

Return Values 

If the property succeeds, it returns a DWORD containing the security level. If it fails, it returns 
E_FAIL, 0x80004005. 

Remarks 

By default, the security level in the PMAppSecurity property is set to that specified in the 
WMRMRights.MinimumAppSecurity property. Each license contains a value that indicates the 
minimum security value required of the playback device. The default value is 100. The following 
table shows general guidelines for the minimum application security levels required to play Windows 
Media files. 

 
Example Code 

' Before you can issue a license, you must specify the consumer's 
' rights and set them in the WMRMLicGen object. 

Previous Next

Previous Next

Security level Type of Content

100 General digital media files.

450 SDMI-protected content.
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' Declare objects. 
 
    Dim sRights 
    Dim RightsObj 
    Dim LicGenObj 
 
 
' Create objects. 
 
    Set RightsObj = Server.CreateObject("Wmrmobjs.WMRMRights") 
    Set LicGenObj = Server.CreateObject("Wmrmobjs.WMRMLicGen") 
 
' Reset the WMRMRights object. 
 
    RightsObj.Reset() 
 
' Specify the rights that will be granted to the consumer. 
 
    RightsObj.AllowBackupRestore = True 
    RightsObj.AllowPlayOnPC = True 
    RightsObj.DisableOnClockRollback = True 
    RightsObj.TransferCount = 10 
    RightsObj.Playcount = 100 
    RightsObj.BeginDate = "#20000101Z#" 
    RightsObj.ExpirationDate = "#20001231Z#" 
    RightsObj.PMExpirationDate = "#20000930Z#" 
    RightsObj.PMAppSecurity = 450 
 
' Retrieve the string containing the rights. 
 
    sRights = RightsObj.GetAllRights() 
 
' Set the rights in the license generator. 
 
    LicGenObj.Rights = sRights 
 
' Continue the license issuing process. 

See Also  

WMRMRights Object  
WMRMRights.MinimumAppSecurity  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

WMRMRights.PMExpirationDate

Previous Next
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The PMExpirationDate property specifies and retrieves the expiration date for a portable license. 

Syntax 

Rights.PMExpirationDate = String 
String = Rights.PMExpirationDate 

Parameters 

This property takes no parameters. 

Return Values 

If the property succeeds, it returns a String containing the expiration date. If it fails, it returns a 
number in the error object. 

 
Remarks 

By default, the media license does not expire. The PMExpirationDate property does not accept a 
date that is not valid. Dates in licenses must be formatted as follows: 

#yyyymmdd hh:mm:ssZ#  

Z is required.  
hh:mm:ss is optional.  
hh can be present without either mm or ss.  
hh, mm and ss must be written with two digits each.  

Correct examples: 

#19990212Z# 

#19990212 09Z# 

#19990212 09:45Z# 

#19990212 09:45:12Z# 

Incorrect examples: 

#19990212 9Z# 

#19990212 09:Z# 

Return code Description

0x80004005 An unspecified error occurred.

0x80070057 The specified parameter is not valid.
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#19990212 09:8Z# 

Example Code 

' Before you can issue a license, you must specify the consumer's 
' rights and set them in the WMRMLicGen object. 
 
 
' Declare objects. 
 
    Dim sRights 
    Dim RightsObj 
    Dim LicGenObj 
 
 
' Create objects. 
 
    Set RightsObj = Server.CreateObject("Wmrmobjs.WMRMRights") 
    Set LicGenObj = Server.CreateObject("Wmrmobjs.WMRMLicGen") 
 
' Reset the WMRMRights object. 
 
    RightsObj.Reset() 
 
' Specify the rights that will be granted to the consumer. 
 
    RightsObj.AllowBackupRestore = True 
    RightsObj.AllowPlayOnPC = True 
    RightsObj.DisableOnClockRollback = True 
    RightsObj.TransferCount = 10 
    RightsObj.Playcount = 100 
    RightsObj.BeginDate = "#20000101Z#" 
    RightsObj.ExpirationDate = "#20001231Z#" 
    RightsObj.PMExpirationDate = "#20000930Z#" 
 
' Retrieve the string containing the rights. 
 
    sRights = RightsObj.GetAllRights() 
 
' Set the rights in the license generator. 
 
    LicGenObj.Rights = sRights 
 
' Continue the license issuing process. 

See Also  

WMRMRights Object  

© 2000-2003 Microsoft Corporation. All rights reserved.  
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WMRMRights.PMRights 

The PMRights property specifies and retrieves the rights that govern content use with a portable 
license. 

Syntax 

Rights.PMRights = DWORD 
DWORD = Rights.PMRights 

Parameters 

This property takes no parameters. 

Return Values 

If the property succeeds, it returns a DWORD containing the bit settings that identify which rights 
have been enabled. If it fails, it returns E_FAIL, 0x80004005. 

Remarks 

The following table identifies the bits in the DWORD that correspond to rights. 

 
By default, the return value is 19 (bits 16, 2, and 1). This indicates that the content can be played and 
transferred to SDMI and non-SDMI-compliant media and devices an unlimited number of times.

Previous Next

Bit Right Settings

1 Play on portable device. 0 Do not allow playback. 

1 Allow playback. 

2 Transfer non-SDMI content. 0 Do not allow transfer. 

1 Allow transfer. 

8 Copy content to a CD. 0 Do not allow copy to a CD. 

1 Allow copy to a CD. 

16 Transfer SDMI content. 0 Do not allow SDMI transfer. 

1 Allow SDMI transfer. 
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Example Code 

' Before you can issue a license, you must specify the consumer's 
' rights and set them in the WMRMLicGen object. 
 
 
' Declare objects. 
 
    Dim sRights 
    Dim RightsObj 
    Dim LicGenObj 
 
 
' Create objects. 
 
    Set RightsObj = Server.CreateObject("Wmrmobjs.WMRMRights") 
    Set LicGenObj = Server.CreateObject("Wmrmobjs.WMRMLicGen") 
 
' Reset the WMRMRights object. 
 
    RightsObj.Reset() 
 
' Specify the rights that will be granted to the consumer. 
 
    RightsObj.AllowBackupRestore = True 
    RightsObj.AllowPlayOnPC = True 
    RightsObj.DisableOnClockRollback = True 
    RightsObj.TransferCount = 10 
    RightsObj.Playcount = 100 
    RightsObj.BeginDate = "#20000101Z#" 
    RightsObj.ExpirationDate = "#20001231Z#" 
    RightsObj.PMExpirationDate = "#20000930Z#" 
 
' Allow transfer to SDMI devices and play on PC from devices 
 
    RightsObj.PMRights = 17 
 
' Retrieve the string containing the rights. 
 
    sRights = RightsObj.GetAllRights() 
 
' Set the rights in the license generator. 
 
    LicGenObj.Rights = sRights 
 
' Continue the license issuing process. 

See Also  

WMRMRights Object  

© 2000-2003 Microsoft Corporation. All rights reserved.  
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WMRMRights.Reset 

The Reset method resets the internal state of the rights object and restores the properties to their 
default values. 

Syntax 

Rights.Reset() 

Parameters 

This method takes no parameters. 

Return Values 

If the property succeeds, it returns S_OK. If it fails, it returns E_FAIL, 0x80004005. 

Remarks 

This method sets all WMRMRights properties to their default values. 

Example Code 

' Before you can issue a license, you must specify the consumer's 
' rights and set them in the WMRMLicGen object. 
 
 
' Declare objects. 
 
    Dim sRights 
    Dim RightsObj 
    Dim LicGenObj 
 
 
' Create objects. 
 
    Set RightsObj = Server.CreateObject("Wmrmobjs.WMRMRights") 
    Set LicGenObj = Server.CreateObject("Wmrmobjs.WMRMLicGen") 
 
' Reset the WMRMRights object. 
 
    RightsObj.Reset() 
 
' Specify the rights that will be granted to the consumer. 
 
    RightsObj.AllowBackupRestore = True 
    RightsObj.AllowPlayOnPC = True 
    RightsObj.DisableOnClockRollback = True 
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    RightsObj.TransferCount = 10 
    RightsObj.Playcount = 100 
    RightsObj.BeginDate = "#20000101Z#" 
    RightsObj.ExpirationDate = "#20001231Z#" 
    RightsObj.PMExpirationDate = "#20000930Z#" 
 
' Retrieve the string containing the rights. 
 
    sRights = RightsObj.GetAllRights() 
 
' Set the rights in the license generator. 
 
    LicGenObj.Rights = sRights 
 
' Continue the license issuing process. 

See Also  

WMRMRights Object  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

WMRMRights.SetSAPMode 

The SetSAPMode method specifies the SAP mode required for the license. 

Syntax 

Rights.SetSAPMode(varAllowDigitalOut, varCheckDriverCerts, varMinDriverSecurity) 

Parameters 

varAllowDigitalOut 

[in]  Variant indicating whether the license permits digital output. 

varCheckDriverCerts 

[in]  Variant indicating whether the license requires the DRM kernel component to verify that all 
drivers in the audio stack have been certified by Microsoft as SAP-compliant. 

varMinDriverSecurity 

[in]  Variant indicating the minimum driver security level that SAP requires for playback.
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Return Values 

This method does not return a value. If the method succeeds, it sets S_OK in the error object. 
Otherwise, it sets 0x80020005 in the error object. 

Remarks 

Secure Audio Path (SAP) is only supported on Windows Millennium Edition and Windows XP. 
Therefore, this method should only be called when delivering a license to a computer that is running 
one of these operating systems.  

 
For high-security content, it is recommended that you set varAllowDigitalOut to False and 
varCheckDriverCerts to True . However, not all audio drivers for Windows Millennium Edition are 
certified as SAP-compliant. If having your content reach a broader audience is more important than 
security, you can allow non SAP-compliant drivers to play your content by setting 
varAllowDigitalOut to False and varCheckDriverCerts to False. In this case, the DRM components 
still use SAP to protect your content until it reaches the audio kernel. However, the DRM components 
cannot ensure that your content remains protected in the kernel when you allow the use of non SAP-
compliant audio drivers. 

Example Code 

' Before you can issue a license, you must specify the consumer's 
' rights and set them in the WMRMLicGen object. 
 
 
' Declare objects. 
 
    Dim sRights 
    Dim RightsObj 
    Dim LicGenObj 
 
 
' Create objects. 
 

Parameter Description

varAllowDigitalOut Set this parameter to False to disable digital output on the audio card 
while your content is being played. If this parameter is set to True, a 
consumer can make a digital copy of your content by using the digital 
output from the sound card. 

varCheckDriverCerts Set this parameter to True if you want your content to be played only 
with audio drivers that have been certified by Microsoft as SAP-
compliant. If this parameter is set to False, your content can be played 
with non-certified audio drivers.

varMinDriverSecurity This parameter specifies the minimum security level for SAP-compliant 
audio drivers that can access your content. The security level of all SAP-
compliant audio drivers for Windows Millennium Edition is set to 1100. 
The security level of all SAP-compliant audio drivers for Windows XP is 
set to 1200. 
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    Set RightsObj = Server.CreateObject("Wmrmobjs.WMRMRights") 
    Set LicGenObj = Server.CreateObject("Wmrmobjs.WMRMLicGen") 
 
' Reset the WMRMRights object. 
 
    RightsObj.Reset() 
 
' Specify the rights that will be granted to the consumer. 
 
    RightsObj.AllowBackupRestore = True 
    RightsObj.AllowPlayOnPC = True 
    RightsObj.DisableOnClockRollback = True 
    RightsObj.TransferCount = 10 
    RightsObj.Playcount = 100 
    RightsObj.BeginDate = "#20000101Z#" 
    RightsObj.ExpirationDate = "#20001231Z#" 
    RightsObj.PMExpirationDate = "#20000930Z#" 
 
' Require SAP-certified drivers,disable digital output, allow playback on Windows 
 
    RightsObj.SetSAPMode(False,True,1100) 
 
' Retrieve the string containing the rights. 
 
    sRights = RightsObj.GetAllRights() 
 
' Set the rights in the license generator. 
 
    LicGenObj.Rights = sRights 
 
' Continue the license issuing process. 

See Also  

Requiring Kernel-Level Security (Secure Audio Path)  
WMRMRights Object  
WMRMRights.GetSAPMode  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

WMRMRights.TransferCount 

The TransferCount property specifies and retrieves the number of times the content can be 
transferred to portable devices or portable media. When a Windows Media file is transferred to a 
portable device or portable media, the license for it is stored in the content header. Some portable 
devices and portable media also have the ability to store licenses separately from the Windows Media 
files. If the Windows Media file is transferred to such a device, the TransferCount is decremented 

Previous Next
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only the first time the file is transferred to it (assuming the license storage is not deleted or removed). 
For those portable devices and portable media that do not store licenses separately, the TransferCount 
is decremented every time the file is transferred.  

Syntax 

Rights.TransferCount = DWORD 
DWORD = Rights.TransferCount 

Parameters 

This property takes no parameters. 

Return Values 

If the property succeeds, it returns a DWORD containing the number of transfers that the license 
permits. If it fails, it returns E_FAIL, 0x80004005. 

Example Code 

' Before you can issue a license, you must specify the consumer's 
' rights and set them in the WMRMLicGen object. 
 
 
' Declare objects. 
 
    Dim sRights 
    Dim RightsObj 
    Dim LicGenObj 
 
 
' Create objects. 
 
    Set RightsObj = Server.CreateObject("Wmrmobjs.WMRMRights") 
    Set LicGenObj = Server.CreateObject("Wmrmobjs.WMRMLicGen") 
 
' Reset the WMRMRights object. 
 
    RightsObj.Reset() 
 
' Specify the rights that will be granted to the consumer. 
 
    RightsObj.AllowBackupRestore = True 
    RightsObj.AllowPlayOnPC = True 
    RightsObj.DisableOnClockRollback = True 
    RightsObj.TransferCount = 10 
    RightsObj.Playcount = 100 
    RightsObj.BeginDate = "#20000101Z#" 
    RightsObj.ExpirationDate = "#20001231Z#" 
    RightsObj.PMExpirationDate = "#20000930Z#" 
 
' Retrieve the string containing the rights. 
 
    sRights = RightsObj.GetAllRights() 
 
' Set the rights in the license generator. 
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    LicGenObj.Rights = sRights 
 
' Continue the license issuing process. 

See Also  

WMRMRights Object  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

WMRMTools Object 
Content packagers use the WMRMTools object to generate a content revocation string to revoke 
licenses for their own packaged files. The content revocation string is generated using the public and 
private signing keys from the packaging server and the public signing key from the licensing server. 
The string is then sent to the license issuer who includes this string in all licenses that are issued. The 
licenses are disabled for those files on the consumer's computer that were packaged with the content 
owner's signing key pair.  

The WMRMTools object exposes the following method. 

 
See Also  

Programming Reference  

© 2000-2003 Microsoft Corporation. All rights reserved.  
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Method Description

GenerateContentRevocation Generates a content revocation string so content 
owners can disable licenses for their own packaged 
files.
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WMRMTools.GenerateContentRevocation 

The GenerateContentRevocation method is used by content owners or content packagers to generate 
a content revocation string. When this string is included in a license, all licenses for files packaged by 
the content owner or content packager are disabled on the computer to which the license was issued. 

Syntax 

String = Tools.GenerateContentRevocation( 
  bstrContentOwnerPrivateKey, 
  dwSequenceNumber, 
  bstrContentOwnerPublicKey, 
  bstrLicenseServerPublicKey, 
  vsrReserved 
) 

Parameters 

bstrContentServerPrivateKey 

[in]  String containing the packaging server's private key that was used to package the file. 

dwSequenceNumber 

[in]  DWORD containing the sequence number of the revocation list. This parameter is for future use 
and should be set to 1. 

bstrContentServerPublicKey 

[in]  String containing the packaging server's public key that was used to package the file. 

bstrLicenseServerPublicKey 

[in]  String containing the public key of the licensing server. Optional. 

vsrReserved 

[in]  Variant is reserved for future use. 

Return Values 

This method returns a String containing the content revocation string. If the method fails, it returns a 
number in the error object. 

Return code Description

0x80048007 An input key is not a valid Base64-encoded string.

0x80048013 The public and private packaging keys do not match.
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Remarks 

A content revocation string can be specific to a particular licensing server. If multiple license issuers 
work with the revoked packaged files, you can generate a separate content revocation string for each 
license issuer by specifying a value for the bstrLicenseServerPublicKey parameter. You must also 
obtain each licensing server’s public key before using this method. If you do not specify this 
parameter, any licensing server can use the content revocation string. 

After generating the content revocation string, you must share it with the license issuer so that the 
string can be included in licenses. Then, on every computer that receives a license with this string, all 
files that were packaged with the content owner's public and private key pair are revoked and their 
licenses are rendered invalid. 

After licenses are revoked for packaged files, the content packager should generate a new set of 
signing keys using the WMRMKeys.GenerateSigningKeys method. 

See Also  

Revoking Packaged Files  
WMRMLicGen.AddContentRevocation  
WMRMTools Object  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

Unsupported Visual Basic Objects 
The following objects are exposed by the Visual Basic object browser, but are not used in Visual 
Basic programming. When programming with Visual Basic or scripting languages, ignore these 
objects in the object browser:  

IWMRMChallenge  
IWMRMKeys  
IWMRMLicGen  
IWMRMRights  
IWMRMRightsAdvanced  
WMRMRightsAdvanced  

See Also  

Windows Media Rights Manager 9 Series SDK
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© 2000-2003 Microsoft Corporation. All rights reserved.  
 

Interfaces 
The Windows Media Rights Manager SDK supports the following interfaces. 

 
See Also  

Windows Media Rights Manager 9 Series SDK  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

IRMGetLicense Interface 
The IRMGetLicense interface provides methods to store and pre-deliver a license. 

The interface enables client-side license acquisition (nonsilent license delivery), and can be 
implemented in a variety of user interfaces that enable consumers to make requests for a license. This 
interface is included with the Microsoft Windows Media Format SDK runtime on the client; it is not 
actually part of the Windows Media Rights Manager SDK. 

In addition to the methods inherited from IDispatch, the IRMGetLicense interface exposes the 
following methods. 

Previous Next

Previous Next

Interface Description

IRMGetLicense Provides methods to store and pre-deliver a license.

IWMRMCoding Converts between text and binary strings.

Previous Next
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Method Description
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See Also  

Programming Reference  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

IRMGetLicense::GetAsyncCallStatus 

The GetAsyncCallStatus method retrieves the status of the last call to the 
GetLicenseFromURLAsync method. 

Syntax 

HRESULT GetAsyncCallStatus( 
  VARIANT*  pvarStatus, 
  VARIANT*  pvarHResult 
); 

Parameters 

pvarStatus 

[in, out]  Returns the execution status of the last call to the GetLicenseFromURLAsync method, 
which will be one of the following values.

GetAsyncCallStatus Retrieves the status of the last call to the 
GetLicenseFromURLAsync method.

GetDRMSecurityVersion Returns the individualization version of the 
consumer’s player.

GetDRMVersion Returns the DRM version of the consumer's 
player application.

GetLicenseFromURL Sends a license request and retrieves a license.

GetLicenseFromURLAsync Creates a separate thread to send a license 
request and retrieve a license. 

GetSystemInfo Retrieves the Windows Media Rights Manager 
system information from the consumer's 
computer.

StoreLicense Stores a license on the consumer’s computer.
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pvarHResult 

[in, out]  Returns the result returned by GetLicenseFromURL. 

Return Values 

This method returns an HRESULT. Possible values include, but are not limited to, those in the 
following table. 

 
See Also  

IRMGetLicense Interface  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

IRMGetLicense::GetDRMSecurityVersion 

The GetDRMSecurityVersion method retrieves information about the DRM component running on 
the consumer’s computer in the form a.b.c.d, where a.b is the release version, c is reserved, and d is 
the category. 

Syntax 

HRESULT GetDRMSecurityVersion( 
  BSTR*  pbstrDRMSecurityVersion 
); 

Parameters 

Value Description

0 GetLicenseFromURLAsync has not been called.

1 A call to GetLicenseFromURLAsync is in progress.

2 The last call to GetLicenseFromURLAsync is complete. 

pvarResult contains the result returned by GetLicenseFromURL. 

Return code Description

S_OK The method succeeded.
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pbstrDRMSecurityVersion 

[out]  Pointer to a string identifying the version of the DRM component of the consumer’s player. The 
following table lists the possible values. 

 
Return Values 

This method returns an HRESULT. Possible values include, but are not limited to, those in the 
following table. 

 
Remarks 

You can use this method to determine whether a player is individualized by using client-side 
scripting. For example, if you determine that a player is not individualized, you can trigger 
individualization by embedding a player in a Web page that opens a dummy file that requires 
individualization. 

See Also  

IRMGetLicense Interface  
Issuing Licenses Based on Client Version and Individualization Information  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

IRMGetLicense::GetDRMVersion

Release Version 
(a.b)

Category 
(d)

Default DRM component on the Microsoft Win32 platform for the 
Windows Media Format SDK 7.0, 7.1 and 8.0

2.1 0

DRM component on the Win32 platform with security upgrade 2.2 1

Default DRM component on the Win32 platform for the Windows 
Media Format 9 Series SDK

2.3 0

Return code Description

S_OK The method succeeded.
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The GetDRMVersion method retrieves the version of the DRM component of the client player 
application. 

Syntax 

HRESULT GetDRMVersion( 
  BSTR*  pbstrDRMVersion 
); 

Parameters 

pbstrDRMVersion 

[out]  Pointer to a string identifying the version of the DRM component of the client player 
application. 

Return Values 

This method returns an HRESULT. Possible values include, but are not limited to, those in the 
following table. 

 
Remarks 

This method can be used to determine the version of the client. If you require a higher version, you 
can prompt the consumer to upgrade the player. 

See Also  

IRMGetLicense Interface  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

IRMGetLicense::GetLicenseFromURL 

The GetLicenseFromURL method sends a license request and retrieves a license. Use this method 
when pre-delivering a license. 

Return code Description

S_OK The method succeeded.
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Syntax 

HRESULT GetLicenseFromURL( 
  BSTR  bstrXMLDoc, 
  BSTR  bstrURL 
); 

Parameters 

bstrXMLDoc 

[in]  String containing the consumer portion of a license request. If you do not want to use a content 
header, you can send an empty or NULL string. 

bstrURL 

[in]  String containing a URL. The license challenge data is sent to this URL using an HTML POST. 

Return Values 

This method returns an HRESULT. Possible values include, but are not limited to, those in the 
following table. 

 
Remarks 

The GetLicenseFromURL method calls the IRMGetLicense::GetSystemInfo method to retrieve 
the Windows Media Rights Manager portion of a license request, and then combines it with the user 
portion before sending the combined string to the license issuer. 

See the Remarks section for the VBScript equivalent of this method (GetLicenseFromURL) for a 
full description of issuing licenses. 

See Also  

IRMGetLicense Interface  
IRMGetLicense::GetLicenseFromURLAsync  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

Return code Description

S_OK The method succeeded.
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IRMGetLicense::GetLicenseFromURLAsync 

The GetLicenseFromURLAsync method creates a separate thread to send a license request and 
retrieve a license. 

Syntax 

HRESULT GetLicenseFromURLAsync( 
  BSTR  bstrXMLDoc, 
  BSTR  bstrURL 
); 

Parameters 

bstrXMLDoc 

[in]  String containing the consumer portion of a license request. 

bstrURL 

[in]  String containing a URL. The license challenge data is sent to this URL using an HTML POST. 

Return Values 

This method returns an HRESULT. Possible values include, but are not limited to, those in the 
following table. 

 
Remarks 

This method creates a separate thread, and uses this thread to call GetLicenseFromURL. This 
method returns immediately after starting the thread. You should call GetAsyncCallStatus to 
determine the status of the last call to GetLicenseFromURLAsync. 

This method is useful if you embed a player in a Web page and want to deliver multiple licenses 
while the player is playing something else. 

See Also  

IRMGetLicense Interface  
IRMGetLicense::GetLicenseFromURL  

© 2000-2003 Microsoft Corporation. All rights reserved.

Return code Description

S_OK The method succeeded.
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IRMGetLicense::GetSystemInfo 

The GetSystemInfo method retrieves the Windows Media Rights Manager system information from 
the consumer's computer. 

Syntax 

HRESULT GetSystemInfo( 
  BSTR*  pbstrXMLDoc 
); 

Parameters 

pbstrXMLDoc 

[out]  Pointer to a string identifying the system information. 

Return Values 

This method returns an HRESULT. Possible values include, but are not limited to, those in the 
following table. 

 
Remarks 

The GetSystemInfo method can be used to retrieve the client information needed to generate a 
license. 

See Also  

IRMGetLicense Interface  

© 2000-2003 Microsoft Corporation. All rights reserved.  
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Return code Description

S_OK The method succeeded.

Previous Next

Page 281 of 312Windows Media Rights Manager 9 Series SDK

4/12/2004file://C:\Documents%20and%20Settings\pelhamcd\Local%20Settings\Temp\~hh430.htm



IRMGetLicense::StoreLicense 

The StoreLicense method stores a license on the consumer's computer. 

Syntax 

HRESULT StoreLicense( 
  BSTR  bstrXMLDoc 
); 

Parameters 

bstrXMLDoc 

[in]  String containing a license response with one or more licenses. 

Return Values 

This method returns an HRESULT. Possible values include, but are not limited to, those in the 
following table. 

 
Remarks 

For player applications based on the Windows Media Format 7 SDK, there is a limitation to the 
number of licenses that you can deliver by using this method. If more than approximately 10 licenses 
are issued with one call, the player application stops responding, and a stack overflow error appears if 
a debugger is used. The exact number depends on the size of your licenses. Because the error appears 
at the client and not the server, you should determine the license limit before you issue licenses to 
consumers. You can either test the process yourself or simply issue one license with each call to this 
method. This limitation does not occur in players based on Windows Media Format 9 Series SDK or 
later. 

See Also  

IRMGetLicense Interface  

© 2000-2003 Microsoft Corporation. All rights reserved.  
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Return code Description

S_OK The method succeeded.
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IWMRMCoding Interface 
The IWMRMCoding interface converts binary information into a text string. It also converts a text 
string back into a binary string. If you are creating your own encryption keys, you must use this 
interface to properly encode them. This interface is not Automation-compliant. 

In addition to the methods inherited from IUnknown, the IWMRMCoding interface exposes the 
following methods. 

 
See Also  

Programming Reference  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

IWMRMCoding::Decode 

The Decode method converts a text string to binary format. 

Syntax 

HRESULT Decode( 
  BSTR  bstrEncodedData, 
  Long*  plSize, 
  BYTE**  ppbData 
); 

Parameters 

Previous Next

Method Description

Decode Converts a text string to a binary format.

Encode Converts binary information to a text string.
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bstrEncodedData 

[in]  BSTR containing the text to be decoded. 

plSize 

[out]  Pointer to a Long containing the size, in bytes, of the text string. 

ppbData 

[out]  Pointer to a pointer to a binary string. 

Return Values 

If the method succeeds, it returns S_OK. If it fails, it returns an HRESULT error code. 

 
See Also  

IWMRMCoding Interface  
IWMRMCoding::Encode  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

IWMRMCoding::Encode 

The Encode method converts binary information to a text string. 

Syntax 

HRESULT Encode( 
  BYTE*  pbData, 
  long  lSize, 
  BSTR*  pbstrEncodedData 
); 

Parameters 

Return code Description

0x80004005 An error occurred.

0x80070057 The indirect pointer to the encoded data, ppbData, cannot be NULL.
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pbData 

[in]  Pointer to the binary content to be converted to a text string. 

lSize 

[in]  Long containing the number of bytes. 

pbstrEncodedData 

[out]  Pointer to a BSTR containing a text string. 

Return Values 

If the method succeeds, it returns S_OK. If it fails, it returns an HRESULT error code. 

 
See Also  

IWMRMCoding Interface  
IWMRMCoding::Decode  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

Error Codes and Messages 
The following tables list the error codes and messages that can be returned by the Windows Media 
Rights Manager SDK and by a player application based on the Windows Media Format SDK that 
works with packaged files. Understanding these errors can help you debug your Windows Media 
Rights Manager application.  

The following table lists errors returned by the Windows Media Rights Manager SDK. 

Return code Description

0x80004005 An error occurred.

0x80070057 The indirect pointer to the text string, pbstrEncodedData, cannot be NULL.
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Return code Description Hexade
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DRM_E_ATTRIBUTE_NOT_FOUND The requested 
attribute cannot be 
found.

0xC004

DRM_E_BINDTOPUBKEY_NOT_SET The 
BindToPubKey 
property must be set 
before calling this 
method.

0xC004

DRM_E_CANNOT_WRITEFILE_UNPROTECTED Cannot call the 
WriteFile method 
on an unprotected 
input file.

0xC004

DRM_E_CH_ATTR_MISSING Missing content 
header attribute.

0x8004

DRM_E_CH_BAD_KEY Invalid key. 0x8004

DRM_E_CH_CHECKSUM_MISSING Missing content 
header checksum.

0x8004

DRM_E_CH_CHECKSUM_NOTSET Checksum not set. 0x8004

DRM_E_CH_HEADER_NOTSET Header not set. 0x8004

DRM_E_CH_INVALID_HEADER Invalid content 
header.

0x8004

DRM_E_CH_INVALID_PRIVATEKEY Invalid private key. 0x8004

DRM_E_CH_INVALID_PUBLICKEY Invalid public key. 0x8004

DRM_E_CH_KID_MISSING Missing KID 
attribute in content 
header.

0x8004

DRM_E_CH_KID_NOTSET KID not set. 0x8004

DRM_E_CH_LAINFO_MISSING Missing LAINFO 
attribute in content 
header.

0x8004

DRM_E_CH_LAINFO_NOTSET LAINFO not set. 0x8004

DRM_E_CH_MEMORY_ALLOCATION_ERROR Memory allocation 
failure.

0x8004

DRM_E_CH_NOT_SIGNED Header not signed. 0x8004

DRM_E_CH_PARAM_NOT_OPTIONAL The parameter is not 
optional.

0x8004

DRM_E_CH_UNABLE_TO_SIGN Unable to sign 
content header.

0x8004
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DRM_E_CH_UNABLE_TO_VERIFY Unable to verify 
signature of content 
header.

0x8004

DRM_E_CH_UNKNOWN_ERROR Unknown error. 0x8004

DRM_E_CH_UNSUPPORTED_HASH_ALGORITHM Unsupported hash 
algorithm.

0x8004

DRM_E_CH_UNSUPPORTED_SIGN_ALGORITHM Unsupported 
signature algorithm.

0x8004

DRM_E_CH_UNSUPPORTED_VERSION Unsupported 
content header 
version.

0x8004

DRM_E_CH_VERSION_MISSING Missing content 
header version.

0x8004

DRM_E_CORRUPT_CHALLENGE The challenge string 
is corrupt.

0xC004

DRM_E_DRMV1_NO_SUPPORT This method doesn't 
support Windows 
Media Rights 
Manager version1.0.

0xC004

DRM_E_DRMXML_ATTR_NOT_FOUND The parameter is not 
optional.

0x8004

DRM_E_DRMXML_CURR_NO_VALUE The parameter is not 
optional.

0x8004

DRM_E_DRMXML_CURR_NOT_SET The parameter is not 
optional.

0x8004

DRM_E_DRMXML_INIT_FAILURE Object initialization 
failure.

0x8004

DRM_E_DRMXML_INVALID_ATTR_INDE The parameter is not 
optional.

0x8004

DRM_E_DRMXML_INVALID_CHILD_INDE The parameter is not 
optional.

0x8004

DRM_E_DRMXML_INVALID_XML Invalid XML. 0x8004

DRM_E_DRMXML_MEMORY_ALLOCATION_ERROR Memory allocation 
failure.

0x8004

DRM_E_DRMXML_PARAM_NOT_OPTIONAL The parameter is not 
optional.

0x8004

DRM_E_DRMXML_RETRIEVAL_FAILURE The parameter is not 
optional.

0x8004
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DRM_E_DRMXML_TREE_EMPTY The parameter is not 
optional.

0x8004

DRM_E_DRMXML_UNSUPPORTED_NODE The parameter is not 
optional.

0x8004

DRM_E_HEADER_NOT_SET The Header 
property must be set 
before calling this 
method.

0xC004

DRM_E_HEADER_TOO_Long The content header 
cannot exceed 8 KB 
in length.

0xC004

DRM_E_INPUT_ALREADY_PROTECTED Cannot call the 
ProtectFile method 
on a protected input 
file.

0xC004

DRM_E_INPUT_ASF_CORRUPT The input file is 
corrupt.

0xC004

DRM_E_INPUT_NOT_ASF The input must be a 
Windows Media 
File.

0xC004

DRM_E_INPUT_NOT_PROTECTED The input file must 
be protected.

0xC004

DRM_E_INPUTFILE_NOT_SET The InputFile 
property must be set 
before calling this 
method.

0xC004

DRM_E_INVALID_DATE The specified date is 
invalid.

0xC004

DRM_E_INVALID_INDE Invalid index value. 0xC004

DRM_E_KEY_GENERATION_FAILURE Key pair generation 
failed.

0xC004

DRM_E_KEY_NOT_SET The Key property 
must be set before 
calling this method.

0xC004

DRM_E_KEYID_NOT_SET The KeyID property 
must be set before 
calling this method.

0xC004

DRM_E_LIC_BAD_KEY Bad key. 0x8004

DRM_E_LIC_CERTIFICATE_FAILURE Certificate failure. 0x8004
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DRM_E_LIC_CERTIFICATE_NOTSET Certificate not set. 0x8004

DRM_E_LIC_CLIENDID_DECODING_FAILURE Client ID decoding 
failure.

0x8004

DRM_E_LIC_CLIENT_EXCLUSION_NOTSET The client exclusion 
information has not 
been set.

0x8004

DRM_E_LIC_CLIENT_NEEDS_INDIVIDUALIZATION A security upgrade 
on the client is 
required before a 
license can be 
issued.

0xC004

DRM_E_LIC_CLIENTID_NOTSET Client ID not set. 0x8004

DRM_E_LIC_ENABLING_BITS_FAILURE Enabling bits 
failure.

0x8004

DRM_E_LIC_INTERNAL_ERROR Internal error. 0x8004

DRM_E_LIC_INVALID_PARAMETER Invalid parameter. 0x8004

DRM_E_LIC_INVALID_RIGHTS Invalid rights. 0x8004

DRM_E_LIC_KEY_AND_CERT_MISMATCH Key and certificate 
mismatch.

0x8004

DRM_E_LIC_KEY_DECODE_FAILURE Key decode failure. 0x8004

DRM_E_LIC_KEY_NOTSET Key not set. 0x8004

DRM_E_LIC_KID_NOTSET The Key ID has not 
been set.

0x8004

DRM_E_LIC_LICENSE_NOT_SIGNED License not signed. 0x8004

DRM_E_LIC_MEMORY_ALLOCATION_ERROR Memory allocation 
error.

0x8004

DRM_E_LIC_OBJECT_INIT_ERROR Object initialization 
error.

0x8004

DRM_E_LIC_PARAM_NOT_OPTIONAL Parameter not 
optional.

0x8004

DRM_E_LIC_RIGHTS_NOTSET Rights not set. 0x8004

DRM_E_LIC_SECURITY_VERSION_NOTSET The security version 
number has not 
been set.

0x8004

DRM_E_LIC_SET_ATTRIBUTE_FAILURE Set attribute failure. 0x8004

DRM_E_LIC_SIGNATURE_FAILURE License signature 
failure.

0x8004

Page 289 of 312Windows Media Rights Manager 9 Series SDK

4/12/2004file://C:\Documents%20and%20Settings\pelhamcd\Local%20Settings\Temp\~hh430.htm



DRM_E_LIC_UNAUTHORIZED_DRM_CLIENT Unauthorized DRM 
component.

0x8004

DRM_E_LIC_UNSUPPORTED_KEY_ENCODING_ALGORITHM Unsupported key 
encoding algorithm.

0x8004

DRM_E_LICENSE_SERVER_INFO_MISSING The license server 
registry information 
(private key and/or 
certificates and/or 
verification keys) is 
missing or 
inaccessible.

0xC004

DRM_E_ONSTARTPAGE_NOT_CALLED The OnStartPage 
method is not 
called.

0xC004

DRM_E_PROPERTY_NOT_SET The property has 
not been set.

0xC004

DRM_E_REQUIRED_PROPERTY_NOT_SET One or more 
required properties 
have not been set.

0xC004

DRM_E_RIGHTS_INTERNAL_ERROR Parameter not 
optional.

0x8004

DRM_E_RIGHTS_INVALID_ACTION Parameter not 
optional.

0x8004

DRM_E_RIGHTS_INVALID_CONDITION Parameter not 
optional.

0x8004

DRM_E_RIGHTS_MEMORY_ALLOCATION_ERROR Parameter not 
optional.

0x8004

DRM_E_RIGHTS_PARAM_NOT_OPTIONAL Parameter not 
optional.

0x8004

DRM_E_RIGHTS_UNSUPPORTED_EVENT Parameter not 
optional.

0x8004

DRM_E_SECURITY_COMPONENT_EXCLUDED The security 
component is 
excluded.

0xC004

DRM_E_SEED_NOT_SET The Seed property 
must be set before 
calling this method.

0xC004

DRM_E_SIGNCERTCN_NOT_SET The SignCertCN 
property must be set 
before calling this 
method.

0xC004
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The following table lists errors returned by a player application. 

DRM_E_SIGNING_FAILED The content could 
not be digitally 
signed.

0xC004

DRM_E_SIGNSTORENAME_NOT_SET The 
SignStoreName 
property must be set 
before calling this 
method.

0xC004

DRM_E_UNKNOWN_FUNCTION The input name is 
not supported by 
this method.

0xC004

DRM_E_V1KID_NOT_SET The V1KeyID 
property must be set 
before calling this 
method.

0xC004

DRM_E_V1LICENSEURL_NOT_SET The 
V1LicenseAcqURL 
property must be set 
before calling this 
method.

0xC004

DRM_S_CH_NOERROR The function 
succeeded.

0x0004

DRM_S_DRMXML_NOERROR The function 
succeeded.

0x0004

DRM_S_LIC_NOERROR The function 
succeeded.

0x0004

DRM_S_RIGHTS_NOERROR The function 
succeeded.

0x0004

Return code Description Hexadecimal valu

NS_E_DRM_ACQUIRING_LICENSE You cannot 
begin a new 
license 
acquisition 
process until 
the current 
one has been 
completed.

0xC00D272BL

NS_E_DRM_ACTION_NOT_QUERIED The 
application 

0xC00D272AL
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cannot 
perform this 
action. 
Contact 
product 
support for 
this 
application.

NS_E_DRM_APPCERT_REVOKED A problem 
has occurred 
in the 
Digital 
Rights 
Management 
component. 
Contact 
Microsoft 
product 
support.

0xC00D2752L

NS_E_DRM_BACKUP_CORRUPT One or more 
backed-up 
licenses are 
missing or 
corrupt.

0xC00D2743L

NS_E_DRM_BACKUP_EXISTS Licenses are 
already 
backed up in 
this location.

0xC00D2742L

NS_E_DRM_BACKUPRESTORE_BUSY You cannot 
begin a new 
backup 
process until 
the current 
process has 
been 
completed.

0xC00D2744L

NS_E_DRM_CACHED_CONTENT_ERROR A license 
cannot be 
found for 
this digital 
media file. 
Use License 
Management 
to transfer a 
license for 
this file from 
the original 

0xC00D274BL
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computer, or 
acquire a 
new license.

NS_E_DRM_DECRYPT_ERROR The digital 
media file is 
corrupted. 
Contact the 
content 
provider to 
get a new 
file.

0xC00D2723L

NS_E_DRM_DRIVER_AUTH_FAILURE Certified 
driver 
components 
are required 
to play this 
digital 
media file. 
Contact 
Windows 
Update to 
see whether 
updated 
drivers are 
available for 
your 
hardware.

0xC00D274DL

NS_E_DRM_DRIVER_DIGIOUT_FAILURE Certain 
driver 
functionality 
is required 
to play this 
digital 
media file. 
Contact 
Windows 
Update to 
see whether 
updated 
drivers are 
available for 
your 
hardware.

0xC00D2750L

NS_E_DRM_ENCRYPT_ERROR A problem 
has occurred 
in the 
Digital 

0xC00D2722L
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Rights 
Management 
component. 
Contact 
Microsoft 
product 
support.

NS_E_DRM_ENCRYPTING A problem 
has occurred 
in the 
Digital 
Rights 
Management 
component. 
Contact 
Microsoft 
product 
support.

0xC00D272DL

NS_E_DRM_ENUM_LICENSE_FAILED License 
storage is 
not working. 
Contact 
Microsoft 
product 
support.

0xC00D271BL

NS_E_DRM_GET_ATTRIBUTE_ERROR A problem 
has occurred 
in the 
Digital 
Rights 
Management 
component. 
Contact 
product 
support for 
this 
application.

0xC00D2745L

NS_E_DRM_GET_CONTENTSTRING_ERROR The digital 
media file is 
corrupted. 
Contact the 
content 
provider to 
get a new 
file.

0xC00D273DL

NS_E_DRM_GET_LICENSE_ERROR License 
storage is 

0xC00D2739L
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not working. 
Contact 
Microsoft 
product 
support.

NS_E_DRM_GET_LICENSESTRING_ERROR License 
storage is 
not working. 
Contact 
Microsoft 
product 
support.

0xC00D273CL

NS_E_DRM_HARDWARE_INCONSISTENT The licenses 
for your 
digital 
media files 
are 
corrupted. 
Contact 
Microsoft 
product 
support.

0xC00D2754L

NS_E_DRM_INDIVIDUALIZATION_FAILED The security 
upgrade 
failed. Try 
again later.

0xC00D2729L

NS_E_DRM_INDIVIDUALIZATION_INCOMPLETE A problem 
occurred 
during the 
security 
upgrade. Try 
again later.

0xC00D274CL

NS_E_DRM_INDIVIDUALIZE_ERROR The security 
upgrade 
failed. Try 
again later.

0xC00D2736L

NS_E_DRM_INDIVIDUALIZING You cannot 
begin a new 
security 
upgrade 
until the 
current one 
has been 
completed.

0xC00D272CL

NS_E_DRM_INVALID_APPDATA A problem 0xC00D2740L
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has occurred 
in the 
Digital 
Rights 
Management 
component. 
Contact 
Microsoft 
product 
support.

NS_E_DRM_INVALID_APPDATA_VERSION A problem 
has occurred 
in the 
Digital 
Rights 
Management 
component. 
Contact 
product 
support for 
this 
application.

0xC00D2741L

NS_E_DRM_INVALID_APPLICATION A problem 
has occurred 
in the 
Digital 
Rights 
Management 
component. 
Contact 
product 
support for 
this 
application.

0xC00D2711L

NS_E_DRM_INVALID_CONTENT The digital 
media file is 
corrupted. 
Contact the 
content 
provider to 
get a new 
file.

0xC00D2716L

NS_E_DRM_INVALID_LICENSE The license 
is corrupted 
or invalid. 
Acquire a 
new license

0xC00D2718L
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NS_E_DRM_INVALID_LICENSE_ACQUIRED License 
acquisition 
did not 
work. 
Acquire a 
new license 
or contact 
the content 
provider for 
further 
assistance.

0xC00D271FL

NS_E_DRM_INVALID_LICENSE_REQUEST The digital 
media file is 
corrupted. 
Contact the 
content 
provider to 
get a new 
file.

0xC00D271CL

NS_E_DRM_INVALID_MACHINE Licenses 
cannot be 
copied from 
one 
computer to 
another. Use 
License 
Management 
to transfer 
licenses, or 
get a new 
license for 
the digital 
media file.

0xC00D2719L

NS_E_DRM_INVALID_PROPERTY A required 
property was 
not set by 
the 
application. 
Contact 
product 
support for 
this 
application.

0xC00D2749L

NS_E_DRM_INVALID_SECURESTORE_PASSWORD A problem 
has occurred 
in the 
Digital 

0xC00D2751L
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Rights 
Management 
component. 
Contact 
Microsoft 
product 
support.

NS_E_DRM_KEY_ERROR A problem 
has occurred 
in the 
Digital 
Rights 
Management 
component. 
Contact 
Microsoft 
product 
support.

0xC00D2721L

NS_E_DRM_LICENSE_CLOSE_ERROR License 
storage is 
not working. 
Contact 
Microsoft 
product 
support.

0xC00D2738L

NS_E_DRM_LICENSE_EVAL_FAILED The license 
is corrupted 
or invalid. 
Acquire a 
new license 
or reinstall 
the 
application.

0xC00D271AL

NS_E_DRM_LICENSE_INVALID_XML The license 
is corrupted. 
Acquire a 
new license.

0xC00D2725L

NS_E_DRM_LICENSE_OPEN_ERROR License 
storage is 
not working. 
Contact 
Microsoft 
product 
support.

0xC00D2737L

NS_E_DRM_LICENSE_PREVENTS_STORING You cannot 
save this 

0xC00D2724L
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file.

NS_E_DRM_LICENSE_STORE_ERROR License 
storage is 
not working. 
Contact 
Microsoft 
product 
support.

0xC00D2712L

NS_E_DRM_LICENSE_STORE_SAVE_ERROR License 
acquisition 
did not 
work. 
Acquire a 
new license 
or contact 
the content 
provider for 
further 
assistance.

0xC00D2714L

NS_E_DRM_LICENSE_UNUSABLE The license 
is invalid. 
Contact the 
content 
provider for 
further 
assistance.

0xC00D2748L

NS_E_DRM_MONITOR_ERROR A problem 
has occurred 
in the 
Digital 
Rights 
Management 
component. 
Try again 
later.

0xC00D273EL

NS_E_DRM_NEED_UPGRADE A new 
version of 
the Digital 
Rights 
Management 
component 
is required. 
Contact 
product 
support for 
this 
application 

0xC00D274EL
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to get the 
latest 
version.

NS_E_DRM_NEEDS_INDIVIDUALIZATION A security 
upgrade is 
required to 
perform the 
operation on 
this digital 
media file.

0xC00D2728L

NS_E_DRM_NO_RIGHTS The 
requested 
operation 
cannot be 
performed 
on this file.

0xC00D2720L

NS_E_DRM_PARAMETERS_MISMATCHED A problem 
has occurred 
in the 
Digital 
Rights 
Management 
component. 
Contact 
Microsoft 
product 
support.

0xC00D272FL

NS_E_DRM_QUERY_ERROR A problem 
has occurred 
in the 
Digital 
Rights 
Management 
component. 
Contact 
Microsoft 
product 
support.

0xC00D273AL

NS_E_DRM_REOPEN_CONTENT Status 
message: 
Reopen the 
file.

0xC00D274FL

NS_E_DRM_REPORT_ERROR A problem 
has occurred 
in the 
Digital 

0xC00D273BL
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Rights 
Management 
component. 
Contact 
product 
support for 
this 
application.

NS_E_DRM_RESTORE_FRAUD You cannot 
restore your 
license(s).

0xC00D2753L

NS_E_DRM_SDMI_NOMORECOPIES You cannot 
make any 
more copies 
of this 
digital 
media file.

0xC00D2756L

NS_E_DRM_SDMI_TRIGGER To transfer 
this digital 
media file, 
you must 
upgrade the 
application.

0xC00D2755L

NS_E_DRM_SECURE_STORE_ERROR Secure 
storage is 
not working. 
Contact 
Microsoft 
product 
support.

0xC00D2713L

NS_E_DRM_SECURE_STORE_NOT_FOUND A problem 
has occurred 
in the 
Digital 
Rights 
Management 
component 
of this 
application. 
Try to 
acquire a 
license 
again.

0xC00D274AL

NS_E_DRM_SECURE_STORE_UNLOCK_ERROR A problem 
has occurred 
in the 

0xC00D2715L

Page 301 of 312Windows Media Rights Manager 9 Series SDK

4/12/2004file://C:\Documents%20and%20Settings\pelhamcd\Local%20Settings\Temp\~hh430.htm



Digital 
Rights 
Management 
component. 
Contact 
Microsoft 
product 
support.

NS_E_DRM_UNABLE_TO_ACQUIRE_LICENSE The license 
could not be 
acquired. 
Try again 
later.

0xC00D271EL

NS_E_DRM_UNABLE_TO_CREATE_BACKUP_OBJECT A problem 
has occurred 
in the 
Digital 
Rights 
Management 
component. 
Contact 
Microsoft 
product 
support.

0xC00D2735L

NS_E_DRM_UNABLE_TO_CREATE_DECRYPT_OBJECT A problem 
has occurred 
in the 
Digital 
Rights 
Management 
component. 
Contact 
Microsoft 
product 
support.

0xC00D2733L

NS_E_DRM_UNABLE_TO_CREATE_ENCRYPT_OBJECT A problem 
has occurred 
in the 
Digital 
Rights 
Management 
component. 
Contact 
Microsoft 
product 
support.

0xC00D2732L

NS_E_DRM_UNABLE_TO_CREATE_INDI_OBJECT A problem 0xC00D2731L
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has occurred 
in the 
Digital 
Rights 
Management 
component. 
Contact 
Microsoft 
product 
support.

NS_E_DRM_UNABLE_TO_CREATE_LICENSE_OBJECT A license 
cannot be 
created for 
this digital 
media file. 
Reinstall the 
application.

0xC00D2730L

NS_E_DRM_UNABLE_TO_CREATE_PROPERTIES_OBJECT A problem 
has occurred 
in the 
Digital 
Rights 
Management 
component. 
Contact 
Microsoft 
product 
support.

0xC00D2734L

NS_E_DRM_UNABLE_TO_INITIALIZE A problem 
has occurred 
in the 
Digital 
Rights 
Management 
component. 
Contact 
Microsoft 
product 
support.

0xC00D271DL

NS_E_DRM_UNABLE_TO_OPEN_LICENSE The license 
is corrupted. 
Acquire a 
new license.

0xC00D2717L

NS_E_DRM_UNABLE_TO_SET_PARAMETER The 
application 
has made an 
invalid call 

0xC00D273FL
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See Also  

For More Information  

© 2000-2003 Microsoft Corporation. All rights reserved.  
 

to the 
Digital 
Rights 
Management 
component. 
Contact 
product 
support for 
this 
application.

NS_S_DRM_ACQUIRE_CANCELLED Status 
message: 
License 
acquisition 
has been 
cancelled.

0x000D2747L

NS_S_DRM_INDIVIDUALIZED Status 
message: 
The security 
upgrade has 
been 
completed.

0x000D2727L

NS_S_DRM_LICENSE_ACQUIRED Status 
message: 
The license 
was 
acquired.

0x000D2726L

NS_S_DRM_MONITOR_CANCELLED Status 
message: 
License 
monitoring 
has been 
cancelled.

0x000D2746L

Previous Next

Previous

Page 304 of 312Windows Media Rights Manager 9 Series SDK

4/12/2004file://C:\Documents%20and%20Settings\pelhamcd\Local%20Settings\Temp\~hh430.htm



Glossary 
To find a term in the glossary, click the letter of the alphabet that is the first letter in the term you 
want to look up.  

You can also read glossary terms within the text of Help by clicking the underlined glossary term 
links. After you click a glossary link, the glossary term and definition appear in a pop-up window. To 
close the window, click anywhere on the screen. 

 
A 

application exclusion 

A feature that enables the license issuer to specify the application ID of those players on which to 
disallow the use of the packaged files. 

application revocation 

A process by which applications that are known to be damaged or corrupted are prevented from 
playing any packaged files. 

attribute 

A name-value data pair. 

Back to Top 

B 

bit rate 

The number of bits transferred per second. 

Back to Top 

C 

challenge 

A request for a license. A challenge contains information about the consumer's computer, a list of 
requested rights, and other information about the content, including the content header and key ID. 
This challenge can also contain a version 1 challenge in case a version 1 license is needed.

A B C D E F G H I J K L M

N O P Q R S T U V W X Y Z

Page 305 of 312Windows Media Rights Manager 9 Series SDK

4/12/2004file://C:\Documents%20and%20Settings\pelhamcd\Local%20Settings\Temp\~hh430.htm



clear content 

A Windows Media file that is not encrypted. 

consumer 

In Windows Media Rights Manager, a person who acquires Windows Media files and requests 
licenses to play them. 

content distributor 

The person or organization, such as a vendor, that delivers packaged Windows Media files to 
consumers. 

content header 

Part of the file structure of a Windows Media file that contains information necessary for a client 
computer to decompress and render the content data. In a packaged file, an additional content header 
exists and contains the key ID, content ID, and license acquisition URL. This content header can also 
include a required individualization version number and attributes defined by the content provider. 

content owner 

The person or organization that creates Windows Media files, for example, a record label, a movie 
studio, or artist. 

content packager 

The person or organization that uses Windows Media Rights Manager SDK to package Windows 
Media files. For example, a content owner or content distributor can also perform the role of content 
packager. 

content revocation 

A process by which content owners or content packagers can disable licenses for their own packaged 
files. 

See also: content revocation string 

content revocation string 

A string that is generated by the content owner or content packager and is based on their public and 
private signing keys. This string is shared with the license issuer, who includes it in all licenses. 
Computers that receive a license with this string are no longer able to play files packaged with that 
particular signing key pair. 

See also: content revocation, private key, public key
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cookie 

A block of data placed by the server on a client computer that identifies the client for future 
connections. 

Back to Top 

D 

decrypt 

To convert encrypted content back into its original form. 

See also: encrypt 

digital rights management (DRM) 

A technology that provides a persistent level of protection to digital content by encrypting it with a 
cryptographic key. Authorized recipients (or end users) must acquire a license in order to unlock and 
consume the content. 

digital rights management (DRM) component 

The component of a player that handles all functions of digital rights management, such as decrypting 
packaged files or initiating license acquisition. 

download 

To transfer a file over a network in response to a request from the device that receives the data. 
Downloaded content is kept on the receiving device for playback on demand. In contrast, streamed 
content is played as it is delivered. 

DRM 

See definition for: digital rights management (DRM) 

DRM component 

See definition for: digital rights management (DRM) component 

DRM component exclusion 

A feature that enables the license issuer to deny licenses to applications that are using an excluded 
digital rights management (DRM) component. 

See also: DRM component exclusion list 

DRM component exclusion list 
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A list that contains all the public keys of digital rights management (DRM) components known to be 
damaged or corrupted. This list is stored on each licensing server. 

See also: DRM component exclusion 

Back to Top 

E 

encrypt 

To programmatically disguise content to hide its substance. 

See also: decrypt 

Back to Top 

I 

individualization 

The process of making the digital rights management (DRM) component in the consumer's player 
unique. This process increases security by making it difficult to corrupt more than one player at a 
time. This process is also known as obtaining a security upgrade. 

Back to Top 

K 

key 

A piece of data that is required to unlock a packaged Windows Media file. This key is included in a 
separate license. 

key ID 

A value that identifies the key for a protected Windows Media file. 

Back to Top 

L 

license 

Data attached to protected content that describes how the content can be used. 

license acquisition 
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The process of obtaining a license to play a packaged Windows Media file. The player attempts to 
obtain a license from a license acquisition URL, which is specified in the Windows Media file. 

license acquisition URL 

The URL that points to the first Web page that appears in the license acquisition process. A license 
acquisition URL is included in each packaged Windows Media file; when a consumer tries to play a 
Windows Media file that is not licensed, the player opens the license acquisition URL to acquire a 
license. 

license issuer 

The person or organization that uses the Windows Media Rights Manager SDK to issue licenses for 
packaged Windows Media files, for example, a license clearing house. 

license key seed 

A shared secret value that is used to generate keys to encrypt Windows Media files. 

license management 

A feature of the Windows Media Rights Manager SDK that enables consumers to back up the licenses 
for their Windows Media files and restore them to the same computer or to different computers. The 
restoration process is managed by Microsoft License Management Service, which limits the number 
of times a license can be restored to prevent fraud. 

License Management Service 

The Microsoft service that runs the license management process in the Windows Media Rights 
Manager Software Development Kit (SDK). 

license store 

An area on a computer where licenses are stored. 

licensing server 

A computer that runs Windows Media License Service and issues licenses. 

See also: Windows Media License Service 
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P 

packaged Windows Media file 

A Windows Media file encrypted with a key, which consumers cannot play unless they have a key 

Page 309 of 312Windows Media Rights Manager 9 Series SDK

4/12/2004file://C:\Documents%20and%20Settings\pelhamcd\Local%20Settings\Temp\~hh430.htm



provided by a license. A packaged Windows Media file is produced by and protected through the 
implementation of digital rights management using the Windows Media Rights Manager Software 
Development Kit (SDK) or a program based on the Microsoft Windows Media Format SDK. 

packaging 

The process that protects and signs a Windows Media file, producing a packaged Windows Media 
file. The packaging process includes generating or specifying a key, generating and signing the 
content header, and then encrypting the Windows Media file with this information. 

packaging server 

A computer used for packaging Windows Media files. 

player 

A client program or control that receives digital media content streamed from a server or played from 
local files. Windows Media Player is an example of a player. 

portable device 

A mobile electronic device that can exchange files or other data with a computer or device. Examples 
of portable devices include Pocket PCs, portable digital music players, and Smartphones. 

portable license 

A license that is created when a packaged Windows Media file is transferred to a portable device. The 
portable license is located on the portable device, and contains rights that are specified in the original 
license. 

private key 

The secret half of a public/private key pair used in cryptography. Private keys are typically used to 
encrypt a symmetric session key, digitally sign a message, or decrypt a message that has been 
encrypted with the corresponding public key. 

See also: content revocation string, public key 

protect 

To encrypt files with a key and add information such as the license acquisition URL. 

public key 

The non-secret half of a public/private key pair used in cryptography. Public keys are typically used 
to encrypt sessions, files, and messages, which are then decrypted using the corresponding private 
key. 

See also: content revocation string, private key
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Back to Top 

R 

Red Book audio format 

A standard compact disc format developed by Philips and Sony. 

registration 

The process in which a consumer enters information to acquire a license, such as an e-mail address. 

revocation list 

A list that contains all the application certificates of those player applications known to be damaged or 
corrupted. This list is included in licenses and then is stored on consumers' computers by the digital 
rights management (DRM) component of the player application. 
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S 

SDMI 

See definition for: Secure Digital Music Initiative (SDMI) 

SDMI-compliant 

Adhering to the rules described in the SDMI specification. Used to describe a portable device or 
software module. 

Secure Digital Music Initiative (SDMI) 

An organization that sets standards for secure digital music. One of the main goals of SDMI is to 
create a framework for the secure playing, storing, and distribution of digital music. 

security upgrade 

See definition for: individualization 

sign 

To bind an identity, such as a network login, hardware ID, or certificate, to a message, file, or other 
piece of digitally encoded information. 

silent delivery 

To deliver licenses without the consumer being aware of the process. A server running Windows 
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Media License Service can issue a license without prompting the consumer. 

stream 

Digital media that is in the process of being delivered in a continuous flow across a network. 

Back to Top 

W 

Windows Media file 

A file containing audio, video, or script data that is stored in Windows Media Format. Depending on 
their content and purpose, Windows Media files use a variety of file name extensions, such as: .wma, 
.wme, .wms, .wmv, .wmx, .wmz, or .wvx. 

Windows Media License Service 

The Windows Media Rights Manager Software Development Kit (SDK) component on a licensing 
server that issues licenses. 

See also: licensing server 
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